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ayTeHTUhrKauumn no cepTudukaty ¢ ncnonb3osaHnem cmapTt-kapT unm USB-TokeHoB JaCarta.
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AHHOTALNA

NHdpacTpykTypa OTKpbITbIX Kntoven (aanee — PKI) sBnseTtca TexHonornen 6e3onacHocTu,
KOoTopasi OCHOBbIBAETCH Ha cTaHgapTe uudposbix ceptudpmkator X.509. Lenbto PKI aensietcs
noBbilweHne 6esonacHocTn |T-MHPACTPYKTYpbl NPeanpuaTUs 3a  CYET npenocTaBleHUs
MexaHM3MOB [JOoBepus K pesynbrtataMm uaeHTUdUKkaumMm u CTPOron ayTeHTudukaumm, K
pe3ynbTataM MPOBEPKU 3SMEKTPOHHOW noanucu. B ocHoBe 3TOro mexaHusma — posepue K
KOpHEBOMY cepTudukaTty, OOyCrnoBneHHOe AOBEepveM BblAaBLIEMY €ro KOPHEBOMY LIEHTPY
cepTuuKaummn, n AByMS OCHOBHbIMWU KpUNTOrpadnyeckuMm MexaHu3Mamu:

e WN(ppoBaHMe — 3almLLaeT JaHHble OT HECAHKLUWOHUPOBAHHOIO A0CTyNa TpeTbux nuL
nyTém WNPOBaHUA AaHHbIX KpunTorpadouyeckumu Kritodamu. TOrnbKO nornb3oBaTenu,
nvewLlme HeobxoguMMble KmYM, MOFyT MOMAyYMTb AOCTyn K AaHHbiM. LWudposaHue
obecneyvmBaeT CEKPETHOCTb AaHHbIX, HO HE 3alumLaeT OT UX NOAMEHbI;

e uUndpoBas NOAMUCH — 3alULLAET JAaHHbIE OT HECAHKUMOHMPOBAHHOMO U3MEHEHNUS UK
noagenky NyTém NpMMEHEHUSA K AaHHbIM CreumanbHbIX anropuTMoB, KOTOpble 06pasyroT
undpposyto nognuck. Jliobble MaHMNynsaUMM NO U3MEHEHW0 AaHHbIX OyayT HemenneHHOo
obHapyxXeHbl npu npoBepke uudpoBon nognucu. Ludpposas nognuce obecneymBaeT
ayTeHTUYHOCTb N MAEHTUMUKALMIO JOKYMEHTA.

[MyTéM KOMOMHMPOBaHUSA WNEPOBAHMA WM LUMAPPOBOM MNOAMUCM MOXHO OpraHu3oBaTb
obecnevyeHne KOHPUOAEHUNANBHOCTU U 3aMTbl AaHHbIX OT HECAHKLMOHUPOBAHHbBIX UBMEHEHUN.

Lindposbie ceptudumkatol npegcrasnstoT cobon addekTMBHOE CPeacTBO onpeaeneHus
NOAMMHHOCTWN, KOTOPOE MOXHO MPUMEHATb Mpu ayTeHTuduKauum nonb3oBaTenen B npolecce
pernctpauum, ans obecneyeHunsa 6esonacHoro obmeHa nHgopmaumnen.

LleHTp ceptudmkaumm Aladdin Enterprise CA — 3TO cpeacTBo obecneyeHust CTporown
ayTeHTUMKauum aAna KopnopaTMBHbLIX U rOCyAapCTBEHHbIX MHAOPMAUNOHHBIX CUCTEM Ha 6Gase
OTEeYEeCTBEHHbIX onepaumnoHHbIX cucTtem cemMmencTea Linux, obecneynBatoLLee
aBTOMaTM3MPOBaHHOE YrpasneHue cepTudukaTtamu [0CTyrna BHYTPEHHUX WM OUCTAHUMOHHbIX
nonb3oBaTenien, a Takke TEeXHUYEeCKMX CpencTB WHGOpMaLMOHHON cucTemMbl (Bblgaya,
pacnpocTpaHeHne, OT3bIB).

LleHTp ceptudpmkaumm Aladdin eCA obecneumBaeT pyHKUMOHMPOBaHME NHPACTPYKTYPbI
OTKPbITbIX KMOYEW U UHTEerpaumnio ¢ LOMEHHOW WHPACTPYKTYPOW, C cUCTEMaMMU yrpasrieHUs
YXM3HEHHbBIM LIMKIIOM CMapT-KapT U TOKEHOB, CUCTEMaMn ynpasneHusa nonb3osatenamu (IdM/IAM,
IGA) n KagpoBbIMN CUCTEMAMM.

B maHHOM pykoBOACTBE ONMCaHO pa3BepTbiBaHNE MHPPACTPYKTYPbl OTKPbLITbIX KITHOYEN Ha
6a3e oTeyeCTBEHHbLIX OMNepauMoHHbIX cucteM cemenctBa Linux (RED OS 7.3, Astra Linux 1.7
CMOoneHck).

Hactoawmn [okymMeHT npegcraBnsieT cobon  pyKOBOACTBO MO pa3BepTbiBAHUIO
NHPPaCTPYKTYpbl OTKPLITOrO Krto4ya B cpeae Linux n npegHasHayveH ans CUCTEMHbIX UHXXEHEPOB U
agMVHUCTPATOPOB, OTBETCTBEHHbLIX 3a MNPOEKTUPOBAHME W peanu3auuio  peLleHun no
©es3onacHocTu.
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1. MNMPUHATBIE COKPALWLEHNA N OBO3HAYEHNA

1.1 MNMpuHATLIE COKpaLLeHUs

oC OnepaumnoHHas cuctema.

Mno MporpammHoe obecneveHue.

cyed Cuctema ynpaBneHus 6azamu gaHHbIX.

LC LleHTp cepTudukaTtos.

AeCA, Aladdin eCA LleHTp cepTudmkatos goctyna Aladdin Enterprise Certificate
Authority

AeCA VA Aladdin Enterprise Certificate Authority Validation Authority

1.2 OnpepeneHuns

Cepsuc Banugauumn — cnyxba, coctaBHasa yacTb LleHTpa cepTudmkaumm, oTBevaroLlas
3a npegocTaBneHwe UMHgopmMaumm O  AEUCTBUTENbHOCTM  cepTudmkatoB  goctyna.
Mpepnoctaenset cepsucbl CRL DP, OCSP.

CepBuc ceptucgukatos — cnyxba, cocTaBHas 4acTb LleHTpa ceptudumkaumn,
HEenoCpeACTBEHHO OTBEYaoLLas 3a XKM3HEHHbIN LMK CEPTMdUKATOB AOCTyNa (Bblaaya, OT3bIB).

Cnuncok otosBaHHbIX cepTudmkaToB (Certificate Revocation List — CRL) — cnmcok
aHHYNMPOBaHHbIX (0TO3BaHHbLIX) CepTUMKATOB AOCTYNA, N3AAETCS LEHTPOM cepTudukaLmm no
3anpocy unu ¢ 3agaHHoOM NePUOANYHOCTBIO HA8 OCHOBaHMM 3anpocoB 06 OT3biBE CEPTUAIUKATOB.

CybbekT nnu cybbekT ayTeHTUdMKaumm — nonb3oBaTternb MHHPOPMaLMOHHOW CUCTEMbI
UnNn ycTpomncTBo (cepsep, W3, MapwpyTmnsaTtop). CybbekTy Ana cTporom ayTeHTudmkaumm B
MHOPMAaLMOHHOM CUCTEME B LIEHTPE cepTudmKaLmMm BolgaeTcsa ceptudukat goctyna. CUHOHMM
— KOHeYHas cylHocTb (end entity).

LleHTp cepTudmkaumm — KOMMNEKC CPeacTB, 3ajada  KOTOpbIX 3akniyaeTcs B
obecnevyeHmn XU3HEHHOro uukna ceptudumkaTtoB [[OCTyna Mnosfib3oBaTenen U YCTPOWCTB
WH(POPMALIMOHHON CUCTEMbI, @ Takke B CO34aHUW WHMPACTPYKTYpbl Ana obecneveHus
npoLeccoB naeHTUdUKaUnMm n CTporon ayTeHTudukaumm B MHpopmMaunmoHHon cucteme. LleHtp
cepTudmkaunmn aBnseTca YacTbio LleHTpa cepTudukaTos goctyna.

LLabnoH cybbekTa — wabroH, Ha OCHOBaHWM KOTOPOro HeO6XoaNMO co3aaBaThb CyOBHEKTbI
ayteHTudpmkaumn. LLlabnoH onpegensieT ceonctea cybbekta (subject name, alternative name),
cBoncTtBa ceptudumkata (kpuntorpaduto, CPOK AENUCTBUSA, Has3HavyeHue, NOMUTMKM U Mpod.), a
TaKkke WHMPACTPYKTYPHbIE XapaKTepUCTUKN (PEeKBU3UTbI [ONs  AO0CTaBkM cepTudumkaTos,
BO3MOXXHOCTM OT3bIBa, XPaHEHUS U NPoy. ).

CRL (Certificate Revocation List) — cnmcok oT3biBa cepTudukatoB. [lognucaHHbIn
3NEKTPOHHBIV OOKYMEHT, nybrnimkyembii LIC 1 cogepkalumin CnMcok 0TO3BaHHbIX cepTUMKATOB,
OeNCcTBME KOTOPbIX NPEKpaLLeHO No BHeLWHMM npudmnHam, RFC 3280.

OCSP (Online Certificate Status PROtocol) — oHnanH NpoToKon nosiyd4eHust craTyca
ceptudukarta, RFC2560.

SSL (Secure Sockets Layer) wunu TLS (Transport Layer Security) — TexHonorus,
obecneynBatollas 6e30nacHOCTb Nepedadn AaHHbIX MeXAy KIMEHTOM W CEpPBEPOM MOBEPX
OTKPbITbIX CETEN.



PKI (Public Key Infrastructure) — nHpacTpykTypa OTKpbITOro Kknto4a, Habop cpeacts
(TEexHMYecKknx, matepuanbHbIX, JIIOACKMX U T. A4.), pacnpenenéHHblx cnyX6 n KOMNOHEHTOB, B
COBOKYMHOCTW UCMNOMb3yeMbIX ANS NOAOEPXKM KpUNTo3aday Ha OCHOBE 3aKpbITOro Y OTKPbITOro
Knroyen.

1.3 MNpuHATLIE 0603HAYEHMUS

B paHHOM [oKkyMeHTe Ansa npeacTaBneHust CCbINIoK, TEPMUHOB U HAaUMEHOBaHWUN,
NPMMEpPOB Koga NPOrpaMm MCMoMb3ylTCA pasnuyHble WpudTbl U CpeacTBa OOPMITEHUS.
OCHOBHbIE TUMbl HAYEepPTaHWI TeKCTa NpuBeLeHbl B Tabnuvue 1.

Tabnuua 1 — OnemeHTbl 0hopMNeHNs

[Mone] Ccbinka Ha cnvcok nuTepaTtypbl (NPUBEAEH B KOHLIE AOKYMEHTA)
<KHonka> McnonbayeTtca ons BblgeneHns HamMeHOBaHMM KHOMNOK

MeHto: Vicnonb3yeTcs Ang BblAENEeHUS HaMMEHOBaHNIN MYHKTOB MEH!0
Ctrl+X HcnonbayeTcsa ANs BblAENEHUS COMETaHUI KraBuLL

. WcnonbayeTca ons BbligeneHna umeH ¢annos, Katanoros, TEKCTOB
file.exe nporpamm

TepMuH McnonbayeTtca Ans BblaeneHnsa nepBoro 1 Nocrneayowmx BXOXAeHNN

BbigeneHune

CMnepccblinka

Cceblinka [cTp.
Owwunbka! 3aknagka
He onpepeneHa.]

I Baxro

| Pawmka |

onpependeMoro B JOKyMeHTe TepMUHA B TEKCTE OOKYMEHTa

V|CI'IOJ'Ib3y€TCF| OnA BblAeneHna otaesibHbIX 3Ha4YnMMbIX CIOB U cppaa B
TEeKCTe

|/]CI'IOJ'II:3yeTCF| ana BblaeneHna BHELWHUX CCbIJ10K

|/]CI'IOJ'II:3yeTCF| Ona BbiaeneHna nepekpecTHbIX CCbIJT0K

Wcnonb3yeTcs Ans BblaeneHns MHopMaLum, Ha KoTopyto cneayeT
0bpaTuTb BHUMaHNe

|/]CI'IOJ'Ib3yeTCF| OnNs BblAeNeHNA BaXXHOWN I/IH(*)OpMaLI,I/IM, BbIBO[, pe3tome
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2 ObWWME CBEOEHNA

2.1 KomnoHeHTbl AoMeHa 6e30nacHOCTM MHOPMaLMOHHOM CUCTEMBI

OaHVM 13 BapnaHTOB MOCTPOEHUS eQUHOro NPOCTPaHCTBa A0BEPUSA B MHPOPMALMOHHON cucteme
ABNAETCS NOCTPOEHME nepapxmuyeckon Moaenu gosepusi'. Bo rnaee Bcel CTPYKTYpbl CTOUT OAUH LIEHTP
ceptudpmkaummn (LIC), koTopoMy [OBEPSIOT BCe CyObEKTbI MH(POPMALIMOHHOW CUCTEMbI: MOSb30BaTENN,
cepBepa, yctponctea u 1.4. Mo cytn, oH aBnsetca kopHeBbiM LIC. LIC BbinyckaeT ceptudmkaTbl ans
NMOAYMHEHHbIX LIEHTPOB, KOTOpble 00pa3oBbLIBAOT MHOIOYPOBHEBYHD wuepapxutio. Kak npasuno, B
KopnopaTuBHbIX MH(POPMAaLMOHHbBIX CUCTEMaX pa3BepTbiBaeTCs ABYXYPOBHEBAsS Mepapxusi: KOPHEBOWN Y
nsgatowmn LIC. TpexypoBHeBas nepapxmsi: KOPHEBOWN, MPOMEXKYTOUHbIA U U34AOLLMUA UCMOMb3YETCH pexe
N B paMKax JaHHOro OKyMeHTa He paccmaTpuBaeTcs.

BTopon KOMMOHEHT, HE OTHOCALLMNCA HENOCPEACTBEHHO K MHPPACTPYKTYPE OTKPLITLIX KIHYeH,
3TO KOHTpOMMep JOMEHa B COMETaHUN CO CNy>KOON KaTanoroB nosib3oBaTenien n TeEXHUYECKUX CPeacTB.
KoHTponnep gomMeHa ocywlecTBNsSeT ayTEeHTUUKALMIO B MHCPOPMALMOHHON cucteme (Hanpumep, npu
nomow npotokorna Kerberos), a Ha OCHOBaHMM Y4YETHbIX 3anucer B KaTanore OCYLIEeCTBseTCs
pacnpegeneHne NosIHOMOYMI B MHGPOPMALMOHHOW CUCTEME.

3a nocrnegHue OecATUNETUS Ha pblHKE CroXunacb cuTyauus, npu Kotopon B kadectBe LIC,
KOHTponnepa AoOMeHa U cnyxObl KaTarnoroB MCMNOMb30BanMCb COOTBETCTBYHOLWME CryXbbl B cocTaBe
Microsoft Server: Certificate Services, Key Distribution Center n Active Directory. B naHHOM gokymeHTe
Mbl PaCCMOTPUM BapwaHT opraHu3auum MHAPPACTPYKTYpPbl OTKPLITbIX Ktoven Ha BGase oTeveCTBEHHbIX
peLUeHnin 1, B 4aCTHOCTWN, pelieHnin komnaHmm AO «Anagauvn P.[0.».

B kadecTBe KOHTponnepa gomeHa u cnyxbbl katanoroB 6ygyT paccmoTpeHbl SambaDC n ALD
PRO. B kadecTtBe LeHTpa ceptudukauum — Aladdin Enterprise CA. OTgenbHO CTOUT OTMETUTL, YTO B
pamMKax nepexogHoro nepuoga murpaumm MHAPOPMAUMOHHOM CUCTEMbI HA OTEYECTBEHHbIE peLleHUns
Bo3aMOXxHa WHTerpaumsa Aladdin Enterprise CA co cnyx6on Microsoft AD n KDC, M BO3MOXHO
ncnonb3oBaHue Microsoft CS B kauecTBe KOPHEBOIO LeHTpa cepTudukaumm.

TpeTuin KOMNOHEHT goMeHa 6e3onacHocTu — LleHTp Banugaumn. B coctaBe Aladdin Enterprise CA
ecTb Takoh komnoHeHT. OH npegocTaBnseT crnegylowme crnyxbbl: TOYKY pacnpoCTpaHEHUs ChUCKOB
oT3biBa ceptudukatoB (CRL DP), Touky pacnpocTpaHeHus cepTudukatoB npomexytodHbix LIC (AIA) n
OHNavH-cnyx0y  npegoctaBneHnss cratycoB  ceptudumkatoB (OCSP). T[lpu  nnaHupoBaHun
NH(PPaCTPYKTYpbl HEOBXOOAUMO YYUTbIBaTb BO3MOXHOCTb pPa3BEPTbIBAHMSA U pPErncTpaumm HeCKOSTbKUX
LleHTpoB Banugauun Ha ogHom LleHTpe cepTudmkauum ¢ uenbto obecnevyeHns pesepBupoBaHns: ecnu
OOVH U3 NCTOYHUKOB MH(pOpMaLmm o cTaTyce cepTudmnkaTa CTaHOBUTCS HEQOCTYMNHbIM, TO UCMOMb3yeTcs
pe3epBHbIf, 1 OTKa30yCTONYMBOCTM: PABHOMEPHOTO pacrnpeneneHns Harpyskm mexay cepsepamu.

B pamkax gaHHOro AOKyMeHTa Mbl PaCCMOTPUM BO3MOXHOCTb pa3BepTbiBaHUSA MHAPPACTPYKTYpbI
OTKPbITbIX KIOYEW B reTeporeHHon cpege, rae KIMeHTCKME NOAKMIOYEHUA MOryT OCYLeCTBNATLCA C
onepauMoHHbIX CUCTEM pasHoro Tuna - cemenctea Microsoft Windows n cemencrtesa Linux. Onsa
obecneveHna ayTeHTudMkaumm u npegocTaeBneHna pocrtyna k pabote ¢ OC cemencrea Linux
Heobxoaumo mncnonb3osatb 10 Aladdin SecurLogon, ana OC cemenctea Windows ayTeHTUdUKaUma n
poctyn k OC npomsBoguTcd WTaTHbIMK cpeacTBamu, Bxogsawmmm B coctas OC. [Ina xpaHeHUs 3akpbITbIX
Knoyen n ceptudumkaTtoB nonb3oBatenen Ans ayTeHTudukauum pekomeHgyem umcnonb3oBatb USB-
TOKEHbI UNn cMapT-kapTbl U3 nuHenkn JaCarta PKI, JaCarta PRO unu JaCarta 2 PKI/PRO.

MNMonb3oBaTenu, cepsepa, cepBuCbl, paboyve MecTa U YCTPOMCTBA SBNAOTCA Yy4aCTHUKaMWU
(cybbekTamm) MHPACTPYKTYPbl OTKPbIThIX KNtovern. OHU BNageroT 3akpbITbiM KIHOYOM U cepTudmkaTom
OTKPbLITOrO KIto4a, KOTopbIn N3gaeTca B OOHOM U3 LEHTPOB cepTudmkaumm nHOpMaunoHHOW CUCTEMBI.

" apyrue Mogenu (Kpocc-cepTMUUMPOBaHHas, ceTeBast U T.4.) B paMKax [AaHHOMo [OKyMeHTa He paccMaTpuBatoTcs
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Bce TexHu4eckne cpencrea AOMKHbI UMETL OOCTYN K LEHTPY Banugaumm ans obecneyeHunsa pabotol PKI-
KOMIMOHEHTOB.

2.2 NnaHnpoBaHne MHPPaCTPYKTypbI

Jllobasa opraHmsaums, onpegenss uenu passeptbiBaHusa PKI, gormkHa pykoBO4CTBOBATLCS CBOEW
nonuTMKkon 6e3onacHOCTW, yunTbiBaTb Cneunduky BedeHuss busHeca unNu xapakrep OeATenbHOCTW,
lopuanyeckme 1M agMMHUCTPATUBHbIE OrpaHMyeHus. He MeHee BaXeH npu MPUHATUM PELUEeHUs O
passepTbiBaHuM PKI n yyer notpebHocTen 6e3onacHOCTM, Hanpumep, HeobXxooMMOCTb MNOBLICUTH
YPOBEHb 3aLUULLEHHOCTU KOPMOpaTUBHOW CUCTEMbl, CBA3aHHOW C WHTepHeToM, unuM crnegosaTb
TpeboBaHMAM 6e30nNacHOCTW, YCTaHOBMEHHLIMU rOCYAAapPCTBEHHbIMU opraHamu. Kpome Toro, ycnosus
nMnopTo3amMeLLeHNss NporpaMMHOro obecrneyeHns BbIHY>XOaT MHOrMe KOMMaHUM UCMosib30BaTb HOBbIE
OTEeYEeCTBEHHbIE TEXHOSOMMM U Open source B YCnoBuax LmudpoBon TpaHcdopMaunm B COOTBETCTBUM C
rocygapcTBeHHbIMM  3agavamy, 4YTOObl COOTBETCTBOBATb OXMAAHUAM KIIMEHTOB B  OTHOLUEHWUU
6e3onacHoCTM ncnonb3yemon nmm cuctemol. Beibupasa MO gns nmnopTo3amelLeHuns, BaXXHO NPOBEPUTL
€ro BKMOYEHNEe B POCCUMCKMI peecTp NporpaMMHOro obecneyeHusi, KOToOpoe NoATBEPXKAAET, YTO OHO
aencteutenbHo paspabotaHo u BHegpeHo B Poccun. IMEHHO noaToMy peanui3oBaTb CTpaTeruto
NMNOpTO3aMeLLEHNsT crieayeT NOPYYnTb HAEXHBbIM NapTHEpPaMm, kaknum un sensietca AO «AnagauH P.O.».

B gaHHOM JOKYMEHTe pacCMOTpPeHO pa3BépTbiBaHme nHdpacTpykTypbl PKI ¢ nomowbio «LleHTpa
ceptudumkaTtoB goctyna Aladdin Enterprise Certificate Authority», BKNtO4€HHOro B peectp nporpamMmmHoOro
obecne4yeHus, o] YéMm cBuaeTenncTeyeT 3anncb B peecTpe No14433
https://reestr.digital.gov.ru/reestr/901298/.

PasBépTbiBaHne uHdpacTpyktypbl PKI Ha 6ase «lLleHTpa cepTtudumkatoB pgoctyna Aladdin
Enterprise Certificate Authority» BO3MOXHO B yXe cyLuecTBylOLEM JOMeHe nog ynpaeneHmem MS AD,
ALD PRO, Samba DC unu nocne pasBepTbiBaHNSA HOBOW AOMEHHON CTPYKTYpbI.

MockonbKy cueHapun ncnonb3oBaHus MO «LleHTpa ceptudmkatoB goctyna Aladdin Enterprise
Certificate Authority» npogomkalT pacwmpsaTbCsa W YCNOXHATLCHA, MPOMANIOCTPUPYEM Haubonee
pacnpocTpaHéHHble (cM. PucyHok 1).

TenTp BaHIALNI
Aladdin eCA
CRL DP, AIA, OCSP

Client OC Linux Client OC Linux

Client OC Windows
Client OC Windows

PucyHok 1 — Pa3BépTbiBaHune nHdpactpyktypbl PKI Ha 6a3e O AECA
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B aaHHOM MHppacTpyKType BO3MOXKHO BbINOSTHEHNE CreayoLWmMX CLeHapueB:

1. AoMuHucTpupoBaHue gomMeHoB. WHdpacTpykTypa  OTKpbITOro  Knova  nossonsieT
pacnpegenntb npasBa Ha LEHTpanu3oBaHHOEe CO3[daHue, pacrnpoCTpaHeHWe U aHHynMpoBaHue
Kntoyen ans BbibpaHHbIX rpynn 6€30nacHOCTY UK YNIEHOB 3TUX rPYNMN — 4OMEHHbIX NoNb3oBaTenemn
N cyGbeKTOB, MeXay HasHayeHHbIMM onepaTopamn. OnepaTop NPUHMMAET peLleHne O Bbigaye
ceptTudumkatoB, o6 oOTkase B e€ro Bbljgadye WM O nepesBoge cepTudukata B CTaTyC
«lMpuoctaHoBneH» wnn «OTo3BaH». PeanusyioTca npaBuna MOMAWUTUKA, B COOTBETCTBUU C
BbICTaBMIEHHbIMW  aOMUHUCTPATOPOM  YCTaHOBKaMu, NyTEM  Bblgadn  cepTUdUKaToB,
npeaHasHadeHHbIX ona Web-ayteHTudgpukaumm onepatopos, 1 3anycka «LleHTpa ceptudmkaumm»
C OrpaHNYeHHbIM NHTEPMENCOM N B COOTBETCTBMM C HA3HAYEHHBIMU MONTUTUKAMMU.

2. Tybnukauusa paHHbIX. HacTporka ocyliecTBnseTca ¢ nomoulbto ocHactkm [0 «UeHTp
cepTudmkaummn» NocpeacTBoOM perucrpaumm LleHTpoB Banupauun [nsi aBToMaTU4ecKoro
onpegenerns yanos CDP (CRL Distribution Point) n yanos AIA (Authority Information Access),
cosgaHua OCSP-cepBuca, a Takke MpPOM3BOOMTCS HacTpoMka napamMeTpoB nybnuvkaumm ansg
nonHbix cnuckoB CRL u cnuckoB uameHenn CRL. LleHTp cepTudmkauum B Heobxoanmom
Konuyectse nybnukyeT MNOMHblE CNUCKUM aHHynuMpoBaHHbIX cepTudmnkatoB CRL (Certificate
Revocation Lists) n cnuckm nameHennn CRL (Delta CRL), uenodvky cepTudukaToB, a TaKke
PErncTpmpyeT B COOTBETCTBYHOLLEN B6a3e faHHbIX BCe TpaH3akummu no ceptudukatam n CRL.

3. YnpaBneHue XWU3HEeHHbIM LUMKNOM cepTudukaToB. B gaHHOM cueHapuwn BbINONHAETCS psf
6a30Bbix onepaumii, BO3HMKAIOLWNX B TEYEHME XUSHEHHOTO LMKNa cepTudumkaTa:

- npu Bbinycke cepTudukaTtoB Ansi CyObekToB AomeHHon cTpykTtypbl MO «LeHTp
cepTudmkaLmm» nogaepKmBaeTca aBTOMaTUYECKOe 3anosfiHeHue onpedenéHHbIX nonewn
wabnoHa cepTudmrkata aHHBbIMWU, NOMYYEHHLIMU U3 PECYPCHON CUCTEMbI, UCTOYHUKaMMU
KOTOPOW ABMAITCA KOHTPONSEpbl AOMEHa MHAPPACTPYKTYpbI;

- Npwu BbiNycke cepTudmrkaTa eCTb BO3MOXHOCTb YCTAHOBUTL €r0 Ha SMNEKTPOHHbLIN HOCUTESb;

- OT3bIB cepTudukara;

- MpUOCTaHOBIEHWE AENCTBUSA cepTUdUKaTa, BbiNyLLEHHOro Ans nonb3oBaTens;

- BO300HOBMEHWE cepTudurkaTa Nnonb3oBaTens nocne Boixoga Ha paboTy 13 oTnycka;

- MOWUCK BCEX CepTUdUKaTOB nosnb3oBaTens;

- KOHTPONb CPOKOB AelcTBUA cepTudukatoB MNyTEM aBTOMATUYECKOro OroBelleHune
nonb3oBaTteneun No UCTEYEHUIO CPOKa AeNCTBUSA cepTudmkaTta, C BO3MOXHOCTbIO HACTPOMKM
WwabnoHa pacchbIfiku OMNoOBELLEHWN.

4. AyTeHTU(MKaums u npoBepka cTatyca cepTtudumkaToB. KrnUeHTCKMe KOMMbITepbl C
YCTaQHOBSIEHHbIMW  OMEpPauUOHHBIMA  cUCTeMamMn  HeobxooMMO BBeCTM B AOMeH. Kaxabin
cepTumKaT COAEPKUT KOHKPETHYIO MAEHTUMUKALMOHHYO MHOPMaLUIo O nonb3oBaTene, B TOM
yucne ero MMsi, OTKPbITbIA KIOY M YHUKaNbHYK LMAPOBYID MOAMUCH, KOTOpasi 3akpennset
cepTudumkaT 3a nonb3oBaTenem. B kayecTBe OCHOBHOrO MexaHu3ma npoBEepKW cTaTyca
ceptudumkaToB mcnonbdyetcsa npotokonn OCSP, obecneunBarowmn nNpocToTy pasBEPTbIBAHUS,
agMVHUCTPUPOBAHUSA N HauMeHbLLEee BpeMs BblAaun oTeeTa.

Mpn co3pgaHmm cobCTBEHHOMO LeHTpa cepTudmkaunm B NnepByo ovepenb creayet onpeaenvTb
TpebyeMbln TUM nepapxum 4YTo, B CBOKD ovepedb, onpegenseTr Heo6XoaAnMoe KonmyecTso cepeepos. [pu
BblGOpe KOnmMyecTBa YpPOBHEW cneayeT yunTbiBaTth:

e KONMMYeCTBO COTPYAHUKOB NpeanpusaTtus. XKecTknx kputepueB He cyuwecTtsyeT. Kak npasuro,
MHOroypoBHEBas CTPYKTYpa BKIOYaEeT OT 2 00 4 YpOBHEN;

e KONMUYECTBO YyAaneHHblX unuanos wunu otgeneHuin. [pu HebonbWOn YMCNEHHOCTU
COTPYAHWKOB, HO Hanuuuu OGOoNbLUOro KomuyecTBa uUNUanos, yAaneHHbIX Apyr OT Apyra, MOXHO
nopekomMeHaoBaTb co3aaHne Heckonbkux LC;

e CTPYKTYpYy ynpasneHus npeanpuatveM. OtaenbHbii LUC mMoXeT noHagobutbes ONs Kaxaoro
dununana, ecnu punmnansl UMET COGCTBEHHbIE OpraHbl yNpaBneHus;
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e BbideneHHbI GlogxeT. MHoOroypoBHeBasi CTpPykTypa noapasymeBaeT 6onbLioe KONM4ecTBO
obopyaoBaHMs U NULEH3UIA AN onepaumoHHbIX CUCTEM.

2.3 Nepapxnmn PKI

Mockonbky LIC BbICTpamBaoTCca B APEBOBUAHYO MEPAPXMIO, BO3MOXHO OpraHn3oBaThb Mepapxuio,
roe Ha kaxxgom yposHe LIC 6yaeT BbINONHATL Kak ponb nagatowero LIC, Tak n gononHuTenbHble yHKUUN.
B camom npocTtom cnyyae oguH LIC moxeT coBmelLaTtb Bce ponu, T.e. 6biTb KOPHEBBLIM, 0becneynBaTb
Kakue-To nonutukn Bblgaun (pasgenenHve LIC no ponsm) v BblgaBaTb cepTudmkatbl KOHEYHbIM
notpebutenam. Hanpumep, B ronoBHoM odmce gepxat kopHesown LIC, Bbigatowmin ceptnudmkaThbl TONbKO
apyrmm LIC, koTopble yxe Ha cebe HaknagbiBatoT NONAUTUKM Bblgadn. OHM MoryT He obcnyxmBaTtb
HaNpsMy0 KOHEYHbIX NnoTpebuTenen, a BolgaBatb CepTUdUKaThl ApYrMM nogumHéHHbIM LIC, KoTopble, B
CBOO ovepenb, U ByayT o6CcnyXmnBaTb KOHEYHbIX NOTPebuTENEN.

Momumo 3agay no BbiNycky cepTudmkaTos, kaxabin LiC nepnoanyecku BobinyckaeT CNUCKN OT3biBa
(Certificate Revocation List, CRL). Kak n ceptncmkatsbl, LENOCTHOCTb CNUCKOB OT3biBa 0becneyvmBaeTcs
umdgposon nognucbto. CRL cooepXut cepuiHble Homepa cepTudMKaToB, LOEWCTBME KOTOPbIX
npekpaLieHo No Kakon-nmbo npuvynHe 00 oduuManbHOrO UCTEYEHUA Cpoka LENCTBUSA cepTudumkaTa.
Takum obpasom LIC obecneuymBaeT CBOEBPEMEHHOE U3bATUE HEOEUCTBUTENBLHOrO cepTudmkara us
oboporTa.

lMpoBepka cTatyca OT3biBa CEPTUPUKATOB MOXET BbINOMHATLCA HECKONbKMMM crnocobamm —
OHNanH n ochcpnariH. B oHnanH-npoTtokone OCSP — 3anpoc Ha cepeep NO3BOMSET MPOBEPSIOLLEN CTOPOHE
y3HaTb TeKyliee cocTosHue ceptudukata. CepBep BO3BpaLlaeT OKOHYATENbHbIA OTBET C LMAPOBON
NoaNnUChLIO, YKasblBalLWMin cTaTyc cepTudmnkaTta. B odpdornanHoBoOM pexume pecnoHgeHT nosyyaeT CBouU
AaHHble 13 onybrnMKoBaHHbIX CMUCKOB OTO3BaHHbIX cepTudukatoB CRL n, cnegoBaTtenbHO, 3aBUCAT OT
vyactoTbl ny6nukauum LIC. Basosbii cnncok CRL BkMoYaeT NOMHbIN CMMCOK OT3bIBa, B CBA3M C YeM Tpadomk
CMUCKOB OT3blBa OyAdeT cyllecTBeHHbIM No pasmepy. [na ymeHblleHus Tpaduka npegycmaTpuBaeTcs
BO3MOXHOCTb nybnukaumn auddepeHumansHoro cnucka ot3biBoB DeltaCRL. 310 nossonsier
nybnunkoaTtb 6a3oBbli CRL pexe n Ha 6onee ANUTENbHLIN CPOK, a AN YCKOPEHUS BPEMEHU peakLumm
nonb3oBaTtenien Ha  OTO3BaHHble  cepTUdUKaTbl B MPOMEXYTKE  BblNyCKaTb  HECKOSbKO
andepeHumanbHbix CRL.

KaxgbIl KNWeHT nocre yCTaHOBKM JOBEPUS cepTUdMKaTa Yepes LienoyKy AomkeH ybeamTbes, 4To
HW OOuH cepTudmKaT B Lienovke He Obin 0TO3BaH CBOMM u3gaTtenem. [na aToro KnueHT nepebupaet
Kaxabln cepTudumkaT B Lienouke, BoionpaeT CRL/DeltaCRL, npegocTtaBneHHbI nsgartenem, 1 npoBepsieT
Hanuuune/oTcyTCcTBME Tekywero ceptudukata B cnncke CRL. Ecnu Tekywun ceptudmkat HaxoguTtes B
CRL/DeltaCRL, 1O poBepue Kk cepTudwukaTy (M BCceM BeTBAM [epeBa MO4 HUM) aBTOMaTU4eCKu
obpbiBaeTcs.

3pecb cnegyet OTMETUTb OOMH KpaWHEe BaXKHbIM U MPUHUUNWANBHBIA MOMEHT: HEBO3MOXHO
0TO3BaTb KOPHEBOW (cCamonognucaHHbii) cepTudmkar. T.e. ecnnm MO KaKoOW-TO MpuUYMHE OH Obin
CKOMNPOMETUPOBAH, €ro MOXHO OTO3BaTb TOSMbKO MPUHYAUTENbHBIM yaaneHuem ceptudukaTa u3s
XpaHunuia cepTnmKaToB KaXaoro KrmeHTa.

2.3.1 OpgHoypoBHeBasi nepapxusa PKI

B opgHoypoBHeBon wuepapxum PKI ueHTp cepTudukaumm obecnednBaeT Becb Tpebyembin
dyHKUMOHan. [aHHbi BapuaHT npuemsem anst Hebonblwmnx komnaHui. Npn HeoBxo4MMOCTM MOXET ObITb
COBMELLIEH C CepBEPOM LieHTpa cepTudmnKaLnm.
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Kortpoarep
JoMeHa

Koprezoit LIC

LlenTp BATHIAUHH
OCSP-cepeep

PucyHok 2 — OgHoypoBHeBas nepapxumsi PKI
2.3.2 [ByxypoBHeBas nepapxua PKI

PekomeHayemasa koHurypaums. KopHeBOW cepBep MCMonb3yeTcsa TOMbKO ANd  Bblgayu
cepTumKkaToB OQHOMY WUNU HECKOMbKUM MPOMEXYTOUHbIM LeHTpaM cepTudumkaumm. KopHeBOW LIEHTP
ceptudmkaumm Haxoautcs B pexxume offline n moxet He BxoguTb B Active Directory. Mpu HeobxogumocTun
LEeHTp Banugauumn moxet 6biTb COBMELLEH C CEPBEPOM MPOMEXYTOYHOIO LieHTpa cepTudmKaLnm.

Kopregoit LIC
Stand-Alone
(TOTHTHKH)

Kortpomtep
J0MeHa

Toguusérss LIC
(eB17a9a)

LleETp BaTHAAUHH
OCSP-cepeep

PucyHok 3 - [1ByxyposHeBas nepapxus PKI
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3 TPEBOBAHNA K CPEOE ®YHKUMOHNPOBAHNA

3.1 Obwme cBepeHus

Mpepnaraemble pelweHns komnaHnm Anagovd P.. no opraHusaumm MHpacTpyKTypbl OTKPbITbIX
KrnoYen paccuymTaHbl Ha OTeYecTBEHHYK cpedy dyHkumoHupoBaHus (Red OS, Astra Linux u 1.4.) C
BO3MOXHOCTbIO MUrpaLUunn ¢ 3anagHblX peweHmnin komnaHum Microsoft.

AnnapatHble M nporpamMmmHble TpeboBaHus K cepBepaM LleHTpa ceptudmkaumm n LleHTpa
Banuaaumm npmeeneHbl B nyHkte 2.5 «LeHTp ceptudpmkatoB Aladdin Enterprise Certificate Authority»
PykoBogctea agmuHuctpatopa RU.AJNAQE.03.01.020-01 32 01-1.
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4 OBLLEE OMNMMCAHWME MNMPOLIECCA PA3BEPTbBIBAHUA
MHOPACTPYKTYPbI OTKPbITbIX KITHOUEW

PaccmoTpum passepTbiBaHWEe MHAPACTPYKTYPbl OTKPLITLIX KMNHYen Ha npumMepe OBYXYPOBHEBOW
nepapxmm, COCTOsILLEN U3 KOPHEBOrO OTKITHOYEHHOrO OT CeTU LeHTpa cepTtudmkaumm (Stand-Alone Root
CA) 1 nog4YMHEHHOro M3garoLLEero KOpnopaTUBHOIO LeHTpa cepTudumkaumm (Subordinate CA).

Takum obpasom, TUNOBas CTPYKTYpHas CXema MOXeT BbIrnsgeTb TaK, Kak 3To Mokas3aHO Ha
puUcyHke 3, rae:

KopHesow LIC (Root CA) — BblgaéT cepTmudumkaTt TONbKo NogYMHEHHOMY LIC;

MogunHénHbin  unsgatowmnm  LC (Subordinate CA) — Bblgaét cepTtudukatbl KOHEYHbIM
notpebutenam u nybnukyet cBowm cepTudpmkaT u cnmuckm ot3biBa Ha LleHTpe Banupauum (Validation
Authority);

Llentp Banugauum (Validation Authority) — saBnsetca xpanunuuwem cepTtudgpumkatos LC n mx
CMUCKOB OT3bIBa, KOTOPblE MOXET ckayaTtb Nt0OON KNNEHT;

KnueHTcKkne nogknoyeHms — nony4atoT CBou cepTudmkaTsl y nogunHéHHoro LIC n ckadmsatloT
CMUCKM OT3bIBa C cepBepa OT3blBa.

Kopreeoit LIC IMoguurérsrs [[C IleHTp BATHIAUHH
Root CA Subordinate CA Validation Authority

Komrrpoazep no'\’eﬂa\fi) Poytep

Domain Controller Router

APM aaMHHHCTPATOpA M0J
ynpaeierreM OC Linux

Client OC Linux Client OC Linux Client OC Windows

PucyHok 4 — CtpykTypHas cxema PKI cuctemsl
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4.1 CocTaB cTeHaa

B naHHom npumepe cTpykTypa PKI pasBepTbiBaeTCs Ha HECKOMNbKMX KOMMbIOTEpPAX U BKIOYaeT B
cebs cneayowme KOMNOHEHThI:

e Root CA (kopHeon LIC) — K c npeayctaHoBneHHbiM MO AeCA CA B COOTBETCTBUM C
TpeboBaHusaMHN, ykasaHHbIMK B nyHkTe 2.5 «LleHTp cepTudumkaToB Aladdin Enterprise Certificate
Authority» PykoBoacTtea agmuHuctpatopa RU.AJTAE.03.01.020-01 32 01-1. B nepexoaHbi nepuosg,
Ha AnNUTenbHOM 3JTane MurpauMnm B KayecTBe KOPHEBOro LeHTpa cepTudukaumm MoxeT
ncnonb3oBaTtbcs Microsoft Certificate Services.

o Subordinate CA (n3garowmin LIC) — MK ¢ npeayctaHoBneHHbiM MO AeCA CA B cooTBeTCTBUM
¢ TpeboBaHMsIMUK, yKa3aHHbIMK B NyHKTe 2.5 «LleHTp ceptudmkaTo Aladdin Enterprise Certificate
Authority» PykoBoacTtea agmuHuctpatopa RU.AJTAE.03.01.020-01 32 01-1.

¢ Domain Controller (koHTponnep goMeHa) Ha 6a3e ogHoro u3 npoektoB Samba DC, ALD PRO,
MS AD wunu FreelPA.

e Lentp Banupaumm — TIK c npegycraHoBnenHeiM 1O AeCA VA B COOTBETCTBUM C
TpeboBaHMAMM, yka3aHHbIMM B nyHKTe 2.5 «LleHTp cepTtudpmkato Aladdin Enterprise Certificate
Authority» PykoBoacTtea agmuHuctpatopa RU.AJIOE.03.01.020-01 32 01-1.

o APM AgmunHuctpatopa — K ¢ npegyctaHosneHHbiM MO JC-WebClient 4.3.3 (ansa 64-6uTHbIX
cucTem) n nogaoepxmsaembiM 6paysepom cornacHo nyHkty 2.5.1 «LeHTp ceptudumkaTos Aladdin
Enterprise Certificate Authority» PykoBoactea agmuHmctpaTopa RU.AJTIAE.03.01.020-01 32 01-1 m
MacTtepom rpynnoBon HaCTPOMKMW.

e Client 01 — K Ha 6a3e OC cemenctBa Linux, ganee ¢ nomowbio Mactepa [pynnosou
HacTpovikn 6yaet yctaHosneHo MO Aladdin SecurLogon.

e Client 02 — INK Ha 6a3e OC cemenctBa Linux, ganee ¢ nomowbio Mactepa [pynnosou
HacTpovikn 6yaet yctaHosneHo MO Aladdin SecurLogon.

e Client 03 — K Ha 6a3e OC cemernctBa Windows.

4.2 BBop, B aKcnsiyaTauuo KOPHEBOIO LIEHTpa cepTudmkaumm

KopHeon LIC (Root CA) no3sonsieT BbinyckaTb cepTudmkaTthbl AN nofb3oBaTenen, CepeepoB nnm

OTAEnNbHbIX NporpaMMm u crnyx6 B MHpacTpyKType.

K co3ganuto ueHTpa ceptudmrkaumm HeobxoamMmo OTHECTUCH C BONbLLIOM OTBETCTBEHHOCTLIO, T. K.

nepecosgaHne KOPHEeBOro cepTudmkata MoOXeT MnoBreyvb 3a coboi OT3bIB CTapbiX W Bblgayy HOBbIX
cepTUMKaTOB KNMeHTaM, U HeobxoauMoCTb NoAAePXKMBaATb HECKOMNBbKO CepTU(MKaTOB AOBEPEHHbIX
LEHTPOB B CMCTEMAX, YTO BbI3blBAET OOMOMHUTENBHYK HArpy3ky Ha aAMUHUCTPUPYIOLLMIA nepcoHann.
XenatenbHo, kak MOXXHO NMOMHEe OTPa3nTb MPOLIECCHI XKU3HEHHOIO LKA cepTUdUKaToB B (oopMasibHbIX
[AOKYMEHTaXx.

Cne/:l,yeT BHMUMATEJIbHO OTHECTUCH K (*)I/I3VI‘-IeCKOIZ OXpaHe cepBepa CepTI/Id)VIKaLI,I/IVI n obecne4ynTb

AOCTYN K HEMY TONbKO Y3KOMY KpYry OTBETCTBEHHbIX Nuu. [ns yny4yweHns 3awmTbl MOXHO UCMoSb30oBaTb
WwnppoBaHme annoBor CUCTEMbI, rAe pasBepHyThl hansbl LeHTpa.

[na yctaHoBKK KopHeBoro LIC:

e Ha cepsepe kopHeBoro LleHTpa cepTudukaumm yctaHoBuTe BcrnomoraTesnbHoe [10 B
COOTBETCTBMM C npouenypamu, npuesenéHHbiMu B pasgene 3 RU.AJIOE.03.01.020-01 32 01-1
LleHTp ceptudunkator Aladdin Enterprise Certificate Authority. PykoBoactea agMmnHucTpaTtopa;
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e [IponsBeguTe NOLrOTOBKY NpedyCTaHOBOYHbLIX KOH(OUIYPaUMOHHLIX (pansioB U BbINOSTHUTE
yCTaHOBKY KomnoHeHTa «LleHTp cepTudmkauum Aladdin eCA» B cooTBeTcTBMM C pasgernom 4
«UeHTpa ceptncmkatos Aladdin Enterprise Certificate Authority. PykoBoactea agmMuHuctpatopa»
RU.AJIOE.03.01.020-01 32 01-1.

Mocne 3aBepLUEHUs1 yCTaHOBKM B TepMunHane 0yayT BblBeAeHbl Y4ETHbIE AaHHbIE afMUHUCTpaTopa
MHUUManu3aumm, oT UMEHN KOTOpOoro HeobxoamMmo ByaeT BbINOMHATL AanbHenWwme 4ENCTBUSA Mo
WHUUManusaumm. MIx cnegyet coxpaHuTb B HagEXHOM MecTe. Tawkke cepTudumkaT OaHHOro
nonb3oBaTensd MOXHO Nony4YnTb B Katanore /opt/aeca/p12/superadmin.p12.

e BninonHute HacTtporky APM agmuHuctpatopa LleHTpa cepTudpmkaumm B COOTBETCTBUMU C
npouenypamu, onncaHHbiMn B pasgene 2 «LeHntp ceptudumkator Aladdin Enterprise Certificate
Authority» PykoBoacTteo agmuHuctpatopa RU.AJIAE.03.01.020-01 32 01-2, gng aToro:
- MMAopTUpynTe ceptudmkaT agMuUHUCTpaTopa WHUumanu3aumm superadmin.p12 B
Gpay3ep;
- nogkntounteck no IP-agpecy YL, Hanpumep, https://<ip-ampec>:8888/aecaCa/.

Bce panbHenwune gencteusa no pabote ¢ YL ocywecTtenstoTcs Yepes Be6-6payaep.

e 3anaute Ha cepBep LIC kak AgMmuHncTpaTop.
e BbinonHute HavanbHy wuHuMumanusaumio LIC B cooTtBeTcTBMM C pasgenoMm 3 «LleHTp
ceptudpmkatoB Aladdin Enterprise Certificate Authority» PykoBoactBa agmuHucTpatopa
RU.AJ1QE.03.01.020-01 32 01-2, onsa aToro:
- BarpyauTte nuueHsunio ansa kopHesoro LIC.
- Wma LUC Oyger 3agaHO aBTOMaTMYecKM, B 3aBUCUMOCTU OT [aHHbIX 3arpykeHHowm
nLEH3NN.
- 3apante onuuoHanbHbI cydduke B chopmate X.500. Mpu 3agaHum cyddurkca cnegyet
PYKOBOACTBOBATLCSA HECKONBbKMMW PEKOMEHOAUNAMN:

o cyddukc [omkeH oTpaxaTb HasBaHvWe oTAena wnu nogpasgeneHusi, KoTopoe
oTBeYaeT 3a ero ynpasneHune B atpmbyTte OU (Organizational Unit);

o AybnuposaTtb NOfHOe Ha3BaHwe opraHusauum (atpubyT O, Organization);

o OTpaxaTb topugundeckoe mecto gucnokauum LIC. [1na aToro 4OCTaTOYHO MCMOMb30BaTh
atpnbyTbl L (Locality) u C (Country). Kak npaBuno, aTo Ha3BaHne ropoga v CTpaHbl,
rae topuanMYEeCcKn 3aperncTpmpoBaHa opraHusaums. Ecnv Heobxoanmo, MOXHO yka3aTtb
wraTt/obnacTte nocpeactsom atpubyta S (State).

- YcraHoBuUTe cpok gencteus ceptudmkara. O6bIMHO 3a4al0T CPOK MUHMMYM B 2 — 5 pa3
fornbLue, YeM NNIaHMPYEMbIN CPOK OENCTBUS BblgaHHbIX cepTudmKaToB NOgYNMHEHHBLIX LIC.
MakcumanbHbIM CPOK XU3HU cepTudmkaTa pasBeH 25 neT, Bbl MOXETe U3MEHUTb ero B
COOTBETCTBMM C Bawen nonmtukon. Ceptudmnkatbl ypoBHA CA nmetoT 6onee onvtenbHbIN
CPOK AEWNCTBMSA, MOCKOSIbKY UCTEYEHE cpoka AenctBusa ceptudukata CA aBToMaTuyecku
O3Ha4aeT npekpalleHne OeWCTBUS  BCeX BblAaHHbIX UM cepTudukaTos. Kak
OPUEHTUPOBOYHbIE 3HAYEHUS MOXXHO NPUHATL 20-NETHUA XU3HEHHbIV LMK AN KOPHEBOMO
cepTudukaTa.

- Onpegenute napameTpbl LWWGPOBaHUSA, BblbpaB anropuTM Krwya, ANUHY Khawoya U
anropuTm XaLU-CyMMbl.

- Cospgaetcd kopHeBon cepTudmkaT B Buae avina popmara ***.pem.

*** pem — dpann nybénunyHoro ceptudmkata LIC. CepBepbl 1 KNMeHTbI ByayT ncnonb3oBaTtb
3TOT cepTudmkaT ons NoATBEPXKOEHUA eaAnHON ceTu foBepus. Konnst aToro panna gomkHa
NMeTbCs y BCeX cepBepoB, ncnonbaytowmnx Baw LIC. Bce cTtopoHbl ByayT mncnonb3oBaTb
ny6nn4HbIN cepTudukaT Ana NOATBEePXOAEeHUS NOASIMHHOCTU CUCTEMBI.
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4.3 BBop, B aKcnsiyaTauuo NoA4YNMHEHHOTO LieHTpa cepTudmkauymm

lMocne ycTaHOBKM KOPHEBOrO LEHTpa cepTudukaumm Heobxooumo YCTaHOBUTb MOL4YMHEHHbLIN
LEeHTp cepTudmKaumnm 4nsa peanusaumm orpaHU4eHnn NONTUKM MHAPPACTPYKTYPbl OTKPLITOrO KNtoYva v ans
BblAaun cepTUPUKaATOB KOHEYHbIM KrMeHTaMm. Vicnonb3oBaHue xoTs 6bl OAHOro MOAYMHEHHOrO LeHTpa
cepTudumkaumm cnocobCcTByeT 3aliuTe KOPHEBOrO LEHTpa cepTudukaumm oOT HeobsisaTenbHOoro
BO3OENCTBUS N3BHE.

YnpaBneHue nogvnHeHHbiM LIC gaet BO3MOXHOCTb NoanMcbiBaTb CEPTUdMKATLI NoNb3oBaTenemn
0N CTpOron ayTeHTUuKauum B JOMeHe, AN KOpnopaTUBHOW 3NEKTPOHHOM NOAMUCU U AN CepBEPHON
MHAPACTPYKTYPbI.

Ecnu nogunHeHHbIn LeHTp cepTudmkaumm Byaet ucnonb3oBaTbCs AN BblAayun cepTUdUKaToB
nonb3oBaTensM UM KOMMbOTEepaM C YYETHbIMWU 3anucsmu, cogepXaliMMmca B OOMEHe, yCTaHOBKa
NOOYMHEHHOrO LIEeHTpa cepTuukaumm B KadecTBe LeHTpa cepTudukauun npeanpuaTng no3BosniuT
NCNonb30oBaTh CYLLECTBYIOLIME AaHHblE YYETHOW 3anucu KNueHTa B AOMEHHbIX crnyxbax Ans Bblgayn
cepTUdUKaTOB 1 yNpaBneHns uMu, a Tarkke Ans nydénvkauum cepTuduKaTtoB B AOMEHHbIX cryxbax.

Onsa yctaHoBKM nogunHeHHoro LIC:

e Ha cepBepe nogynHéHHoOro LleHTpa ceptudukauum ycrtaHoBuTe BcrnomoratenoHoe 1O B
COOTBETCTBMM C npouenypamu, npueenéHHeimMm B pasgene 3 RU.AJIOE.03.01.020-01 32 01-1
LleHTp ceptudpmkatos Aladdin Enterprise Certificate Authority. PykoBogctea agmuHucTpartopa;

e [IponsBeguTte NOLrOTOBKY NpedyCTaHOBOYHbLIX KOH(OUIYPaAUMOHHLIX (pansioB U BbINOSTHUTE
yCTaHOBKY KomnoHeHTa «LleHTp cepTudmkauum Aladdin eCA» B cooTBeTcTBMM C pasgernom 4
«LleHTpa ceptudmkaTtos Aladdin Enterprise Certificate Authority. PykoBogctea agMuHucTpaTtopa»
RU.AJIOE.03.01.020-01 32 01-1.

Mocne 3aBepLUEHUs1 yCTaHOBKM B TepMunHane 0yayT BblBeAeHbl Y4ETHbIE AaHHbIE afMUHUCTpaTopa
NHULManNn3aumn, oT UMEHM KOTOPOro Heobxoaumo ByaeT BbINOMNHATL AanbHEeNWwne AeUcTBUs No
WHUUManusaumm. UVIx cnegyet coxpaHuTb B HaOEXHOM MecTe. Tawkke cepTudumkaT OaHHOro
nonb3oBaTensd MOXHO Nony4YnTb B Katanore /opt/aeca/p12/superadmin.p12.

e BninonHute HacTtporky APM agmuHuctpatopa LleHTpa cepTudpmkaumm B COOTBETCTBUMU C
npouenypamu, onncaHHbiMn B pasgene 2 «LUeHntp ceptudukator Aladdin Enterprise Certificate
Authority» PykoBoacTteo agmuHuctpatopa RU.AJIAE.03.01.020-01 32 01-2, gong aToro:
- MMAopTUpynTe ceptudmkaT agMuUHUCTpaTopa WHUumnanu3aumm superadmin.p12 B
Opaysep;
- noakntounteck no IP-agpecy YU, Hanpumep, https://<ip-ampec>:8888/aecaCa/.

Bce panbHenwune genctemsa no pabote ¢ YL ocywecTtBnstoTcs Yepes Be6-6payaep.

o 3anaute Ha cepBep LIC kak AgMmuHucTpaTop.
e BbinonHute HavanbHyto wHuumanu3auyuto LIC B cooTtBetcTBUM C pasgenom 3 «LleHTp
ceptudpmkatoB Aladdin Enterprise Certificate Authority» PykoBoactBa agmuHucTpatopa
RU.AJ1OE.03.01.020-01 32 01-2, onsa aToro:
- 3arpyaute nuueH3unio gns nog4mHéHHoro LIC.
- Wma LUC Oyger 3agaHO aBTOMaTMYecKM, B 3aBUCUMOCTU OT [aHHbIX 3arpykeHHowm
nLEH3NN.
- 3apante onuuoHanbHbI cydduke B chopmate X.500. Mpu 3agaHum cyddurkca cnegyeT
PYKOBOACTBOBATLCS HECKONBbKMMW pEKOMEHOaUNAMN:
o cyddukc [OMmMKeH oTpaxaTb Has3BaHMe OTAena Wnu nogpasfeneHnsi, KoTopoe
oTBeYaeT 3a ero ynpasneHune B atpmbyTte OU (Organizational Unit);
o AybnuposaTtb NONHOe Ha3BaHwe opraHusauum (atpubyT O, Organization);
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o OTpaxaTb topuanyeckoe Mmecto gncnokauum LIC. [1na aToro 4OCTaToOYHO MCNOMb30oBaTh
aTpubyThl L (Locality) u C (Country). Kak npaBuno, aTo HasBaHue ropoga u CTpaHsbl,
rae 1puanyeckn 3aperncTpupoBaHa opraHmaaums. Ecnv Heobxoammo, MOXHO ykasaTtb
wrat/obnacTtb nocpencTsom aTpubyTta S (State).

- Onpegenute napameTpbl LWW@POBaHUSA, BblbpaB anropuTM Krwya, ANUHY Khawya U
anropuTm XaLw-CyMMbl.

- Cospgaetcd NOAYMHEHHLIN LEHTP cepTudmKaLmm B COCTOSIHUM «3anpocy.

- Ckavanite ¢ann 3anpoca .csv co3gaHHoro nogymHeHHoro LIC.

- [epeHecuTe dann 3anpoca .csv co3gaHHoro nogynHeHHoro LIC Ha APM kopHesoro LIC
no6bIM yA06HBIM CMOCOBOM.

- 3arpysute pann-3anpoc ¢ Hocutena B npunoxeHne AECA CA, ycTaHOBMEeHHOe Ha
KopHeBoM YLI.

- BeinonHute npoueaypy nognucaHus 3anpoca Ha ceptudmkaT nogumHeHHoro LIC B
cootBeTCTBMU C nyHKkTOM 4.3.2.2 «LleHTp ceptudmkatoB Aladdin Enterprise Certificate
Authority» PykoBoacTtea agmuHuctpaTopa RU.AJIOE.03.01.020-01 32 01-2

Ceptudmkatbl nogymHeHHoro LIC noanuceiBaetcss kopHeBbiM LIC, KOTOpbI HageXHo
XPaHUTCS B aBTOHOMHOM peXume 1 UCNonb3yeTcs AN Nognucu cepTUguKkaToB KOHEYHbIX
o6bekToB. KopHeBown LIC noaTBepxaaeT 4OCTOBEPHOCTbL NPOMEXYTOUHbIX CA, KOTOpbIe, B
CBOIO ovepefb, noaTeepxgatoT nonHomouuns LIC camoro HuxHero ypoBHs. Bbigatowue
ceptudmkatel LIC noarteepxaardT OOCTOBEPHOCTb CEPTUAUKATOB WHAMBUAOYANbHbIX
nonb3oBartenen, KoTopbiM 6biny BbidaHbl cepTudmkatbl. Ha kaxxgom ypoBHe BblaaeTcs
cepTudUKaT AONS HWKECTOSILLEro YPOBHSA W onpefensaiTca MOofMTUKM U npaBuna,
ynpaBnsowme WUCNonb3oBaHUEM U BpeMeHeM XusHu cepTudumkatoB. Mepapxudeckas
cucTeMa B3amMMoCBA3en cepTUdUKaToB hopMmpyeT LenoYky cepTudukaumn.

- Ckavante uenouky cepTudumkatoB kopHesoro LIC B popmaTte *.pem Ha nocrnegHem aTtane
noanucaHus 3anpoca Ha ceptudukat LIC, n nepeHecuTte eé nobbiM yaobHbIM cnocobom
Ha APM noguuHeHHoro LIC.

- WmnopTtupynTte uenouky cepTtudmkatoB B nogunHeHHbln LIC B coctoaHum «3anpoc» B
cootBeTcTBMM C nyHkToM 4.3.1.3 «LleHTp ceptudmkatoB Aladdin Enterprise Certificate
Authority» PykoBoacTtea agmuHuctpatopa RU.AJTAE.03.01.020-01 32 01-2.

- [NopgumHeHHbIn LIC 13 coctosHusa «3anpocy NepexoguT B COCTOSTHUM « AKTUBUPOBAHY.

4.4 Beop B aKcnnyaTauuto LeHTpa Banugaumm

4.4.1 PasBépTbiBaHME LeHTpa Banungauum

Ona obecnedeHns nNpoBepku cratyca CEpTUAUKATOB B paMKax WHGPaACTPYKTYpbl OTKPbITbIX
KrnoYen NpeanpuaTs 1 YacTUYHOrO CHATUS Harpys3Kku ¢ nagatollero LieHTpa ceptudumkaumm Heobxoanmo
pasBepHyTb LleHTp Banuaauuu onga aansHenLen ero HacTponkn Yepes LieHTp cepTudukauuum.

LleHTp Banvgaumv nogaepxuBaeT B3aMMOAEWCTBME C aAMUHUCTPATOpPOM, paboTarwum Ha
yaanéHHoMm cepBepe, Tonbko no npotokony HTTPS ¢ ayTeHTudmkaunen yaganéHHoro agMmHucTparopa
Mo KIMEHTCKOMY cepTuduKaTty, M agMUHUCTpPATOpPOM, paboTallwmm nokanbHO Ha cepBepe LleHTpa
Banugauum no npotokonam HTTP/HTTPS 6e3 gononHutenbHom ayTeHTUMKaunmn.

e Ha cepBepe LeHTpa Banugauun yctaHoBuTte BcnomoratensHoe 1O (CYB[M, Open JDK) B
COOTBETCTBMM C npouenypamu, npuesenéHHbiMu B pasgene 3 RU.AJIOE.03.01.020-01 32 01-1
LleHTp ceptudunkator Aladdin Enterprise Certificate Authority. PykoBoactea agMmnHucTpaTtopa;
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e [IponsBeguTe NOLrOTOBKY NpedyCTaHOBOYHbLIX KOH(OUIYPaUMOHHLIX (pansioB U BbINOSTHUTE
yCTaHoBKY koMnoHeHTa «LleHTp Banugauun Aladdin eCA» B cooTBeTCTBUM C pa3genom 5 «LeHTpa
ceptucpmkatoB Aladdin  Enterprise Certificate Authority. PykoBoactBa agmuHucTpaTopay
RU.AJIOE.03.01.020-01 32 01-1.

Mocne 3aBepLUEHUs1 yCTaHOBKM B TepMunHane 0yayT BblBeAeHbl Y4ETHbIE AaHHbIE afMUHUCTpaTopa
MHUUManu3aumm, oT UMEHN KOTOpOoro HeobxoamMmo ByaeT BbINOMHATL AanbHenWwme 4ENCTBUSA Mo
WHUUManusaumm. MIx cnegyet coxpaHuTb B HagEXHOM MecTe. Tawkke cepTudumkaT OaHHOro
nonb3oBaTensd MOXHO Nony4YnTb B Katanore /opt/aeca/p12/superadmin.p12.

e BhuinonHute Hactporiky APM agmuHuctpatopa LleHTpa Banugauun B COOTBETCTBUM C
npouenypamu, onncaHHbiMn B pasgene 2 «LeHntp ceptudumkator Aladdin Enterprise Certificate
Authority» PykoBoacTteo agmuHuctpatopa RU.AJIAE.03.01.020-01 32 01-2, gng aToro:

- MMAopTUpynTe ceptudmkaT agMuUHUCTpaTopa WHUumanu3aumm superadmin.p12 B

Gpay3ep;

- nogkntounTteck no IP-agpecy YU, Hanpumep, https://<ip-ampec>:8888/aecaVa/.
e Bce panbHenwwue penctema no pabote ¢ LleHTpoMm Banugaumu OCYLLECTBASAOTCA 4vepes
cepBep MNogunHéHHoro LieHTpa cepTudbukauum.

4.4.2 Pernctpaund ueHTpa Banugauum ang nogymHexHHoro LIC

Mocne Toro, kak kopHeBon L|C ycTaHOBNEH M CKOHUrypupoBaH, HeobxooMmo ApucTynaTtb K
pernctpauum LleHTpa Banvgauumn Ha nogyunmHEHHOM LieHTpe cepTudurkauumn gns:

1) cosgaHua M HAcTpPOWKM cepBuca pacnpocTpaHeHust cnmckoB oT3biBa CRL DP. Kaxgbin
n3garowmn (nogymHeHHbi) LIC 6ynet nybnukoBaTb CBOW CMMCOK OT3biBa, ucnonb3ys HTTP-
npoTtokon n web-cepsep LieHTpa Banugauuu.

e [1ns HAacCTPOWKM 3TOro cepeuca HeobxogmMmo 3aaThb:

- nepuog OOGHOBNEHMs crmMcka OTO3BaHHbIX cepTudumkatoB CRL. O6HoeneHne CRL
npovcxoauT aBTOMaTUYEeCKM 4Yepe3 3aJaHHbl Nepuod BpeMeEHW, KOTOPbI BO3MOXHO
N3MEHSATb KpaTHO OAHOMY Yacy, AH, Mecsauy, rogy. PekomeHgaumm no cpoky o6HOBREHUS
CRL:

o Bce LC, koTtopble BbigaloT ceptudukatbl Tonbko apyrum LIC (He KOHe4YHbIM
notpebuTtenam), gormkHbl nyénukosate CRL cpokom gencteus ot 3-x 0o 12 mecsaues ¢
3anacom B OOWH Mecsu;

o Bce UC, koTopble BbligaloT cepTudmkaTbl KOHEYHBbIM NOTpebutensm (nonb3oBatensm u
yCTpOWCTBaM), OOSMKHbI Ny6nunkosaTb 6a3oBble CRL He pexxe ogHOro pasa B Hegento.

- nepuopg o6HoBneHusa DeltaCRL — Bpemsa mexay nybnukaumamm Delta CRL;

- CPOK OEeNCTBUSA NEepekpbiTUs — 3ajaeTcsa nepuog gencteust Tekywero cnucka CRL go
ny6nukaumm HoBoro cnmucka CRL, cornacHo HacTpoeHHOMY nepuoay.
Mocne nameHeHns 3HadeHun «ABTooOOHOBNEHMS CRL» Heob6XoanMMO COXpaHUTb U3MEHEHUS U
onybnukosatb CRL.

e Touka pacnpocTpaHeHMs CMNCKOB OT3biBa, KOTopasi OyaeT permcTpupoBaTbCa B M3gaBaeMbIX
cepTudumkaTax ¢ ykazaHMeMm nyTu, No KOTOPOMY KITMEHTbI MOFYT CKayaTb CNMCOK OT3biBa. OTOT NyTb
nybnunkyetca B cepsuce CRL gns kaxgoro L|C.

2) co3gaHua M HacTponku cepBuca AlA gna onpegeneHns Mecta XpaHeHWst aKTyarnbHbIX
ceptudmkatoB nsgatrowwmx LIC. CeptudmkaTsl nogumMHeHHbIx (n3gatowmx) LIC 13 aToro xpaHunuiia
MOXHO WMCMOMb30BaTb ANA CO34aHUSA LEMNOYKU CepTUUKaTOB, KOTOPYD MOXHO npocneauTb A0
KOpHEBOro ceptudukarta.

e [Ina gocTyna K XpaHUnuLLy cepTugmrKaToB UCNONb3YOTCA TE e TOYKU pacnpoCTpaHeHns
pa3BepHyTOro web-cepsepa, 4To Ansi pacnpoctpaHeHnsa CRL.
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e O6e 3T TOUKM coaepXaTcs BO BCEX BblAaHHbIX yAOCTOBEPSIOLNM LEHTPOM cepTudmkaTax
N, COOTBETCTBEHHO, JOIMKHbI ObITb AOCTYNHBI BCeM NoTpebutenam. KnneHTbl AomKkHbl 06nagathb
BO3MOXHOCTbO MPOBEPSATHL LIEMOYKY cepTUEMKATOB 1 CNIMCOK OT3biBa, obpaLLascb No Tem
AaHHbIM, KOTOPbIE yKa3aHbl B cepTudmkaTe, 1o ecTb onpegeneHsl B AIA n CRL npu HacTpolike.

3) pasBepTbiBaHMa OCSP-cepBepa, pabotatowero no npotokony HTTP. OCSP-cepsep
obpabaTbiBaeT 3anpocbl Ha MNPOBEPKY CEPTUAUKATOB CYOBLEKTOB, Tak YTO 34eCb cneayet
npMMeHsTb annapaTHoe obecnevyeHne cepBepa C BO3MOXHOCTbIO — MacwTabupoBaHus,
COOTBETCTBYHOLLEN NPOrHO3MPYyEMOW NOTPEBHOCTM B MOOKIMIOYEHMSX;

4) BHeceHus cBegeHun o6 OCSP-cepsepe (url-agpec OCSP) B ygocToBepswoowWniA LEHTP Ans
nobaeneHns mectoHaxoxaeHust cepeepa OCSP B nognuckiBaemble um ceptudmkaTbl. Korga
yAOCTOBEPSAIOLLMIA LLEHTP NognucbiBaeT cepTudmkar, 06bIMHO OH fobaBnseT B cepTudmkart agpec
cepepa OCSP. Hanpumep, korga nonb3oBaTenb BCTpevaeT cepTudumkat cepsepa, OH
oTnpaenseT 3anpoc cepsepy OCSP, ykaszaHHoMmy B cepTtudukate. Ha atom agpece OCSP-
OTBETYUMK OXXMAAeT 3anpockl U coobLaeT o cTaTyce cepTudmkaTta - 0To3BaH OH UNn HeT. OTBETUNKY
OCSP Heobxoauma kpunTtorpadudeckasa napa gnsi nognucaHus oTeeTa, KOTOpbI OH oTnpaBnseT
3anpawumsatoien ctopoHe. Kpuntorpadgpuieckass napa OCSP gormkHa ObiTb nognucaHa TeM Xe
yOOCTOBEPSIOLLMM LIEHTPOM, KOTOPbLIM NoANMcaH NpoBepsieMbIn cepTudmkar.

- [lepem pernctpauven LleHTpa Banugaumm HeobXOOMMO  BbINOSMHUTbL — HACTPOWMKY
aBTOOOHOBNEHNs nepuopga ob6HoeneHnss CRL, npu HeobxoguMmocTu, HacTpouTb nybnukaumio
DeltaCrl, un BbinyctuTb Nnepebii CRL cornacHo nyHktam 4.8.1 n 4.8.2 «LleHTp ceptudmkatos Aladdin
Enterprise Certificate Authority» PykoBoacTtea agmmHuctpatopa RU.AJIOE.03.01.020-01 32 01-2.

- Peructpauus LleHTpa Banungaumm BLINOMHAETCA B COOTBETCTBMM C NyHKTOM 4.8.3 «LleHTp
ceptucpmkatoB Aladdin Enterprise Certificate Authority» PykoBogctBa agmMuHucTpaTopa
RU.AJNOE.03.01.020-01 32 01-2. OcHoBHble aTanbl peructpauuu LieHtpa Bannaaumm:

- CKOMUPYWTE M NepeHecnTe Ha TekyLwmin nogunHénHbIn LIC cepTudmkar cynepagmmHa web-
cepBepa «LleHTpa Banupaumm» /opt/aeca/pl2/superadmin.pl2 W naponb uU3 panna
generated passwords.txt, AaHHble CTPOKN superadmin password, I'IOJ'Iy‘-IeHHbIVI nocne
yctaHoBku MO AeCA VA;

- 3anyctute MacTep peructpauum LeHTpa Banugauumn, Haxas KHOMKy <3aperncrpmpoBaTtb
+> Ha BKkragke «LeHTpbl Banugaumm» cepsepa MNogumMHéHHoro LieHTpa cepTudukauuu;

- B OTKpbIBLLEMCS OKHe MacTepa peructpauun ykaxure ip-agpec unm nMs XocT-cepsepa C
yKaszaHveM [OMEHHOW 30Hbl, Ha KOTOPOM pasBEPHYT KOMMOHeHT «LleHTp Banugauuun»
Aladdin eCA;

- 3arpysute npegBapuUTeSlbHO CKayaHHbIA CepTUUKaT superadmin.pl2 cepsepa LleHTp
Banugaumu;

- panee BbinonHute nognucaHue 3anpoca OCSP HaxaB OOHOMMEHHYIO KHOMKY B OKHE
MacTepa peructpauum LeHTpa Banvgaumm.

- B pesynbrare:

- aktuBmpoBaHbl cnyx6bl AIA n CRL DP;

- akTmBmpoBaHa cnyxba OCSP.

- Komnbtotep ¢ mmeHem SubCA ycTaHoBNEH, OBHOBMEH W CKOHMrypupoBaHbl napameTpbl
6e3onacHocTW. [laHHbIN KOMNbIOTEP ByAET BbINOMHATEL PONb U3AAOLWEro LeHTpa cepTudukaunm.

4.5 lNoakriodeHne pecypCcHOW cUcTemMbl

[na 3arpy3kn cy6bekToB AOMEHHOM CTPYKTYPbl U AanbHENLWEro BbiNyCcka Ans HUX cepTudumkaToB
Heob6XxoAUMO BbINOMHUTL NOOKMIOYEHNE K PECYPCHON CUCTEME KOHTpOMfepa JOMeHa Ha cepBepe
nogynHéHHoro LleHTpa ceptudukaumn.

o Aladdin Enterprise CA nogaepXuBaet crnegyroLime Tunbl PeCYyPCHbIX CUCTEM:
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- Samba DC;

- ALD PRO;

- MS AD;

- FreelPA.
e [Ina gpomeHa Samba npeaBapuUTENbHO BbLINOMHUTE HACTPOWKY KOHGUIypauWoHHbIX danmoB
KOHTponnepa AoOMeHa smbd.conf U krb5.conf B COOTBETCTBMM C [NpunoxeHnem A, Tabnuua 2.
¢  BbinonHuTe NoAKMoYEHNE KOHTPOMNEepa JOMEHa K pecypcHOM cucteme nogumHeHHoro LIC gns
3arpysku Bcex cyobekToB JOMeHHOM ceTu B LieHTp CepTudonkauum B COOTBETCTBMM C MYHKTOM 4.7 .1
«UeHTp ceptndukatos Aladdin Enterprise Certificate Authority» PykoBoactBa agMuHucTtpatopa
RU.AJNOE.03.01.020-01 32 01-2.

4.6 Hactponka APM agmuHucTpaTopa

e APM AamuHucTpatopa npegHasHadeH And BbINOSIHEHUS OpraHM3aunMOHHO-TEXHUYECKMX
MEPOMNPUATUIN, CBSA3AHHbIX C  (OPMUPOBAHMEM  CIYKEDHbLIX KNoven u  ceptudukaToB
nonb3oBartenen, ynpaeneHna LleHTpoMm cepTudukaumm, aBTOMaTU3NPOBAHHOW HACTPOWKMK
pabounx mect nonb3oBartenen. APM agmuHuctpatopa dyHkumoHmpyeT B OC Astra Linux 1.7
CmoneHck B KoHdwurypauum «MuHUManbHbIM cepBep» € onuuenn SSH-cepBep U ypoBHEM
6esonacHocTn «basosas 3awwmta» unu RED OS 7.3. APM agmuHucTpaTtopa B3anmMogencTsyeT ¢
LleHTpom ceptndmkaumm no HTTPS npoTtokony.

o K ocHoBHbIM cbyHKUMA APM agMunHncTpaTopa OTHOCATCS:

- obecneyeHne B3anmogencTeums ¢ LieHtTpom cepTtudmkauum;

- wwudpposaHme nHbopmauun nepegasaemon LIC ¢ ncnonbsosaHnem npotokona HTTPS ¢
OBYCTOPOHHEN ayTeHTUprKaLmen;

- opraHu3auua npocmoTpa nHdpopmaumm ns B LIC, oTHocALwencs K nonb3oBaTento;

- rognucaHue 3anpocoB Ha YOPMUPOBaHME CePTUPUNKATOB;

- obecneyeHne BO3MOXHOCTU NOMy4YEeHMS NONb3oBaTENEeM HECKONbKUX CEPTUUKATOB;

— 3anucb 3NEKTPOHHOro cepTudurKaTa OTKPLITOrO Krto4a Morb3oBaTens Ha 3MNeKTPOHHbIV
KnHou;

- OT3bIB CEPTUdUNKATOB,

- NpOCMOTp XypHana cobbitun LIC;

- nybnukaums CnMcKoB OTO3BaHHbIX CEPTUDMKATOB OTKPbITHIX KIMOYEN NONb3oBaTeENen;

- CKadmBaHWe crnmcka OTO3BaHHbLIX CepTUdMKaATOB B BUAe (hanna;

- COXpaHeHue cepTudumkaTta (Lenodkn ceptudukatos) LieHTpa;

- co3faHue y4éTHOW 3anmcy oneparopa.

o [lepen Havanom paboTbl ¢ LieHTpom cepTudukauum Ha APM agmuHucTpaTtopa Heobxogmmo
npou3BecTn ABYCTOPOHHIO HTTPS-ayTeHTudmkauunio agMmHucTpaTtopa nsi BXoga B YYETHYHO
3anucb, Koraa BeOG-KNMEHT npoBepsieT cepTudukat Beb-cepBepa M Beb-cepBep npoBepsieT
ceptudmkaT Beb-knneHTa.

o [lpegBaputensHo Ha MNMNoAYMHEHHOM yOOCTOBEPSAIOLLLEM LIEHTpE:

- cosganTte y4€THyto 3anuce APM agmMuHucTpatopa B COOTBETCTBMM C MYHKTOM 4.5 «LleHTp
ceptudpmkaToB Aladdin Enterprise Certificate Authority» PykoBogctBa agmuHucTpaTopa
RU.AJIOE.03.01.020-01 32 01-2;

- BbINyCTUTE cepTudmKaT Anga ydyeTHon 3anucu agMmmHncTpatopa APM Ha Bknagke «Y4Y€THble
3anucu», BbIOESNMB CO30aHHY YYETHYHO 3anucb agMmuHuctpatopa APM n HaxaB KHOMKY
<Bbinyctutb cepTudmkaT™, B COOTBETCTBUM C MyHKTOM 4.54 unn 4.5.5 «UeHTp
ceptudpmkaToB Aladdin Enterprise Certificate Authority» PykoBogctBa agmuHucTpaTopa
RU.ANOE.03.01.020-01 32 01-2. 3anuwuTe nnyn 3anoMHUTE Naposnb ANs BbiNyLLEHHOro
cepTudmkara;
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- Ha Bknagke «Hactpouiku» B none «PaspelueHHble u3gatenu» Bblibepute usgaTtensa —
Mo4YNHEHHBIN YOOCTOBEPSIOWMNIA LEHTP, OT MMEHU KOTOPOro Obin BbiNyLieH cepTudukaT
YyYEeTHOW 3anucu, U akTUBUPYNTE NPOBEPKY u3gaTtensd, nepeaBunHyB Non3yHOK BNpaso;

- Ha BKnagke ((HaCTpOVIKM)) HaXXMUTE KHOMKY & d Ana npuMeHeHna HacTtpoek BeO-

cepsepa.

e [Ina HacTpomknm ayTeHTU(pMKaumm npousseanTe criegywowme genctesusa Ha APMe

agMuHucTpaTopa:
- CKOMUpymMTe W MepeHecuTe CO34aHHbLIN cepTudukaTt agMuHucTpaTopa Ha APM
agMuHuCTpaTopa;

- oTkponTte 6paysep. [Ana 6paysepa Firefox B MmeHto BbibepuTe HacTpowku — NpnBaTHOCTb 1
3awmta — CeptudmkaTbl. HaxxmuTe kHonky <[pocmMoTp cepTudmnkatos>;

- Bblbepute Bknagky «Bawwm cepTudmkaTbl», B OTKPbIBLUEWCA BKNaOKE HaXMWUTE KHOMKY
<MmMnopTupoBaTb>;

- Bblbepute ann nepeHecéHHOro ceptudukata y4eTHOW 3anmcu Ha foKanbHOM AMWCKE.
HaxxmuTte kHonky <OTKpbITb>;

- BBeauTte naporsb, yKa3aHHbIl7I npn  co3gaHnn cemechKaTa y‘-IeTHOl7I 3arnncu
agMNUHUCTpaTopa B OTKPbIBLLEMCA OKHE, U HA)KMUTE KHOIMKY <Ok>;

- nns Bxoda B LIeHTp cepTudmkaumm no y4eTHOM 3anvMcu BBEAUTE B aQpPECHYH CTPOKY:

<ampec xXOCTa pa3BepTHBaHMUA NPOOyKTa>:<mopr>/<aecaCa>/;

- B NosIBMBLUEMCS OKHE «3anpoc uaeHTudukaumm nonb3oBaTensi»  Bblbepute
YCTaHOBMNEHHbIN cepTuduKkaT y4eTHON 3anncy;

- B Cny4yae yCMeLwHOW YCTaHOBKN cepTudumKaTa OTKPOeTCa CTpaHuua ¢ npeaynpexaeHuem
cucteMbl 6esonacHocTn. HaxxmuTe kHonky <Advanced>;

- N0 HaxaTtuto kHonkn <Advanced> Ha cTpaHuLe NpeaynpexaeHms cuctemol 6e3onacHoCTm
OCYLLIeCTBISEeTCA nepexoq Ha cTpaHuuy owmnbku pacrno3HaBaHusa cepTudumkaTa. HyxHo
NPUHATb PUCKK, HaXxaB kHonKy <Accept the Risk and Continue> Ha TekyLuen cTpaHuue;

- ayTeHTMdMKaLMS BbINOMHEHA YCMelHo, B criyyae nepexoga B LleHTp cepTudwmkaumm c
yKasaHMeM OTOOpaXaeMoro MMEHM Ha BepxHel naHenu COOTBETCTBYHLLENW YYETHOM
3anucu.

4.7 Hactponka paccCbifiki  yBegOMIIEHMW 00 UCTeYyeHMn Ccpoka AOeunucTBug

cepTudmkaTa

e [InA MOHWUTOPUHra CPOKOB OKOHYaHUSA OENCTBMA cepTudumkaTtoB nonb3oBatenen yaobHo
ncnonb3oBaTb MHCTpyMmeHTapuin AeCA CA [ns HacTpowkn yBeOoOMIEHUn 06 MCTEYeHUM CpoKa
aencteun ceptucdmkata. CepBuC aBTOMaTMYECKU ONPEnEennT OKOHYaHUS CPOKOB LENCTBUS
CepTUdUKATOB 1 ONOBECTUT BOBPEMS BCEX NONb30OBAaTENEN NO 3MEKTPOHHON NoYyTe.

e [InA nony4eHus cnvcka nonb3oBaTenemn, Ans KOTOPbIX BbiMyLEeHbl CepTUdUKaTLI C MOMOLLbIO
AeCA CA, cepBuc ncnonb3dyeT AaHHble 6a3bl AaHHbIX aecatest U MOAKMHYEHHBLIX PECYPCHbIX
CUCTEM.

o [lanee, OomkeH OblTb OTpedakTMpoBaH KOHAUrypaumoHHbIi ¢hann email.env, B KOTOPOM
pefakTMpyeTcs CNMCOK 3MEMEHTOB AaHHbIX, coAepXaliMx WMHgopMaumio Ansi MOHUTOPUHra, a
TakKXke CrMMCOK COOTBETCTBYIOLLMX TPUITEPOB.

o [lo ymonuaHuto Bnageney ceptudpukaTta 6yget ysegomnéHd 3a 30, 7, 1 oeHb 4O OKOHYaHUS
cpoka aencTsusa ceptudmkaTa.
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e [InA BbINOMHEHUA cueHapusa JomkHa BbITb yKasaHa anekTpoHHas NoyTa B Y4ETHbIX JOMEHHbIX
3anucax nonb3oBaTtenen.

e YBegomrieHnsa 06 OKOHYaHUM CpoKa OeNCTBUSA cepTUdukaToB ByayT NPUXOAUTL NPU KaXK40M
BbINONIHEHWM CLieHapus.

o [lpogneHue cpoka OencTBus cepTudmkata BO3MOXKHO Yepes BblMyCK HOBOro cepTudukaTa B
ueHTpe cepTudmkauuun. Ecnu gaHHble Bnagenbua He M3MEHSAKTCS, TO USBMEHEHUAM MOABepraeTcs
TONbKO KpunTorpaduyeckass CoOCTaBnsaoLLLas NEeKTPOHHOro ceptTudukaTa.

e [logpoGHoe onucaHue Npoueaypbl HACTPOWKM yBeOOMMEHMN 06 MCTeYEeHUN Cpoka OENCTBUSA
cepTudukaToB nonb3osaTenen npueedgeHo B nyHkte 4.10 «LleHTp cepTtudukatos Aladdin
Enterprise Certificate Authority» PykoBoacTtea agmmHuctpatopa RU.AJIOE.03.01.020-01 32 01-2.

4.8 ObecneyeHme BO3MOXHOCTM CTPOronM ayTteHTuduKaumm nonb3oBaTenen B

JoMeHe

o Crporasa ayteHTUbmkaums nonb3oBaTenen B gOMeHe npomssogutca no npotokony PKINIT
(RFC 4556), mexaHnsmy npeaBapuTeNbHON NPOBEPKM MOANIMHHOCTM ans Kerberos, ncnonbays
ceptudmkatbl X.509 gns npoepkn nognmHHoctn KDC.

e [Insa HacTpoOMKM ayTeHTU(hbukaumum nonb3oBaTtens B CUCTEME MO cepTUdmkaTy BHayane
Heob6xoanMO BbIMOSTHUTL BbIMYCK cepTudmKaTa KOHTponnepa AOMEHa N ero YyCTaHOBKY C Lienblo
NoATBEPXAEHUSA ero NOASIMHHOCTUN B JOMEHHOW CTPYKTYpe.

4.8.1 Bblgaya cepTudukaTa KOHTponnepa JoMeHa

e [locne 3arpy3ku cyb6bekToB LOMEHHOW CeTU HeobXOAMMO BbIMYCTUTbL cepTudmKaT JocTyna
KOHTpONepy JOMeHa, UCNoNb3yst aBTOMaTUYECKN NoACTaBNeHHble AaHHble KOHTposepa AOMeHa,
BblbpaB WwabnoH cepTudmkaTa, COOTBETCTBYIOLWMA TUMNY KOHTponnepa «Domain Controller» wnu
«ALD PRO Domain Controller». MNogpobHasi npouenypa Bbinycka cepTudumkata ana cybbekta
npusedeHa B pasgene 4 «Uentp ceptudmnkato Aladdin Enterprise Certificate Authority»
PykoBogctea agmuHuctpatopa RU.AJIOE.03.01.020-01 32 01-2. T[lpouenypa Bbinycka
ceptudmkata kKoHTponnepa pgomeHa ALD PRO onucaHa B nogpasgene 4.4.7.1 «UeHtp
ceptucpmkatoB Aladdin Enterprise Certificate Authority» PykoBogctBa agmMuHucTpaTopa
RU.AJIOE.03.01.020-01 32 01-2

o CdopmupoBaHHbIN M NOANUCAHHLIM cepTMdUKAT KOHTponnepa AomeHa obsa3aTtenbHo
ckavanTe Ha nocrnegHem ware pabotbl «MacTtepa co3gaHusa ceptudukata» B dopmaTe .p12.
[anee ckavaTb ceptudumkat DC B koHTenHepe PKCS#12 HeBO3MOXKHO!

4.8.2 YcTaHOBKa cepTudukata KoHTponnepa joMeHa

4.8.2.1 YcTtaHOBKa cepTudumkaTa 4na KoHTponnepa gomeHa Samba DC

lMpousBeanTe yCTaHOBKY cepTudumkata koHTponnepa gomeHa Samba DC B cooTBeTCTBUM C
npouenypom, onncaHHon B MNMpunoxeHun A, Tabnuue 3:

e Ckavante uenouky ceptucpumkatoB LIC, oT mMmMeHM koToporo 6bin BbiNyweH cepTudukat
KOHTponnepa gomMeHa.

e CkonupyinTe 1 nepeHecute cepTMdUKaT KOHTponnepa AoMeHa B KoHTenHepe PKCS#12 un
uenouyky ceptudpumkatos LIC Ha APM ¢ ycTaHOBNEHHBIM KOHTPONEPOM AOMEHA.

o [1na koHTponnepa gomeHa Samba nsenekute ua panna PKCS#12 nigopmaumio o 3aKkpbiToM
Kntode n ceptudukate KOHTponnepa JoMeHa.

o  VMnopTupyiTte cepTudukat, 3akpbITbii KoY 1 Lienoydky ceptudmkaTos LIC B cooTBETCTBMM C
npouenypom, onncaHHon B MNMpunoxenun A, Tabnuua 3.

o [lpoBepbTe cTaTyC CEPBMCOB KOHTpoIepa gqomeHa n Kerberos n wbinfo.



31

4.8.2.2 YctaHOBKa cepTudumkaTa ana koHTponnepa gomeHa ALD PRO

MpousBeanTe ycTaHOBKY cepTudukata koHTpornnepa gomeHa ALD PRO B cooTBeTCTBUM C
npouenypow, onncaHHon B MNMpunoxenun A, Tabnuua 4:

o Ckavante uenouky ceptucukatoB LIC, oT umeHM KoToporo Obin BbinyweH cepTudukat
KOHTponnepa omMeHa.

o Ckonupynte u nepeHecute cepTudmnkat KOHTposiepa AomeHa B KoHTenHepe PKCS#12 un
uenouyky ceptudpumkatos LIC Ha APM ¢ ycTaHOBNEHHBIM KOHTPONEPOM AOMEHA.

e Ecnu paHee Ha KOHTponnep JOMeHa ycTaHaBnmMBanucb Lenoykn ceptudukartos LIC, ynanute
paHee YCTaHOBMEHHYIO LeMnoYKy cepTnudmkaTos

e YcTaHOBUTE LIENOYKy cepTudmkaToB Bbinyckatowero LIC

o  O6HOBMTE CNNCKN CEPTMAUKATOB.

e YcTaHoBUTE BbINyLUEHHbIN KOHTeNHep PKCS#12 ons koHTponnepa goMeHa

lNepesanyctute cepsuc ipa.

4.8.3 MNopgrotoBka APM nonb3oBaTtenen

e 3anyctute APM agmunHucTpaTopa.

e YcrtaHoBUTEe «MacTep rpynnoBOM HACTPOMKU» COrNacHo npoueaype, nNpuBedeHHOW B
MpunoxeHun b, Tabnumua 5.

o [lpousseaute nogrotoBky APM nonb3oBatenen Ana  panbHeWwen  OByKpaTHOWM
ayTeHTUMKaLMM B JOMEHE C UCMOMNb30BaHUEM cepTudmkaTa Ha ANEeKTPOHHOM Kriode, yCTaHOBUB
Heobxogumoe nporpammHoe obecredyeHve MeTOAOM rpynnoBOM HACTPOMKM B COOTBETCTBUM C
npoueaypow, onucaHHown B MNpunoxexnun b, Tabnuua 6:

- B OKHe HaCTpOWMKM MapaMeTpoB CKaHUPOBaHUSA CeTW BBeauTe ip-agpec KoHTpornepa
AOMeEHa 1 NnopT (BbICTaBNATCA aBTOMaTUYECKM NO YMOMYaHUIO), JTOTMH U Naposib Y4EeTHON
3anucm agMuyHUCTpaTopa ¢ npasamu root 1 Ha4YHUTE NPOLLECC CKAaHUPOBAHNA CeTH;

- focne 3aBepLUeHNss CKaHNPOBaHWUS CETU MOCMOTPUTE CTaTyCc OCTYNHOCTU Peno3nTopus no
npoTokony ssh Anga y3noB, Ha KOTOpbIX ByAeT NpoM3BOAUTCA HacTpomnka ABYX(akToOpHOM
ayTeHTudmKauuu,

- B cny4ae ctatyca yana «Owwubka goctyna no ssh» nponsseanTe NpoBepKy NOOKNIOYEHUS K
LueneBon MalunHe 1 B crnyvyae HeobxoomMmMocTu, NpomM3BeauTe HaCTpOrKy AocTyna ssh Ha
HacTpavBaeMbIX y3nax;

- Mocne HacTpovku [octyna no ssh Ha ueneBblX MaliMHax HeobGXOAMMO MpPOU3BECTU
NOBTOPHOE CKaHUpOBaHWe ceTy;

- [focne YycrnewHoro cKaHMpoBaHWs HeobxoguMMo BbIGpaTb y3nbl ANA  AanbHeunwen
HaCTpOWKK, BbIbpaTb AeNCTBUE «YCTAHOBUTL SLy;

- yKaxuTe nyTb K ycTaHaBnuBaemblM naketam SecurLogon n EguHomy knuenty JaCarta,
BblGepute ann nuMUeH3UM WnNu  BBEAWUTE KM  akTMBauuun, AobaBbTe LEnouvKy
cepTuuKaToB BbIMycKawLWero ceptudukatbl nonb3oBatenen LIC gna yctaHoBkM B
nokanbHOe XpaHunuie cepTUdUKaToB C LUenbio BepuduKauum Mnonb3oBaTeNbCKUX
cepTucmKaToB NpU ayTEHTUMPUKALUN HA LeNneBbIX MallnHaXx;

- 3anycTuTe npouecc HaCTPOWKMY;

- MOCne OKOHYaHWSA HacTpPoWKM Ha BblbpaHHbix APM HacTpoeHa ceTeBas AByXdakTopHas
ayTeHTUMKauuna no cepTndurkaTy Nnonb3oBaTens Ha 3MEeKTPOHHOM KITHoYe.

4.8.4 Bblgaya cepTudukaTa nonb3oBaTerto Ha 3NeKTPOHHOM HocuTene

Mocne HacTporku [OByx(pakTopHOM ayTeHTMdUuKauunm npu Bxode nonb3oBaTens Ha APM
HeobxoanMO BbINYCTUTb cepTUmkaT Ha ANeKTPOHHOM HocuTene And y4eTHOM 3anvMcu nonb3oBaTens B
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AOMeHe. Y4yeTHasi 3anucb MONb30BaTeNnsl OAHO3HAYHO WAEHTUMUMPYET nonb3oBaTens, KOTOPbIN
NCMONb3yeT KOMMbIOTEPHYH CUCTEMY. YUeTHas 3anncb coobLLaeT cucTeMe, YTo HeE0BX0AMMO NPUMEHNUTL
COOTBETCTBYHOLLYIO aBTOpM3aLMIO, YTOObI pa3peLunTb UNn 3anpeTuTb AOCTYN NONb3oBaTeNe K pecypcam.

e  Bebinyck cepTudukaTta nponssegnte Ha nogydvHeHHoM msgarowem LIC, ona aToro BbinonHuTe
AEeNCTBMA cornacHo npouenype, onucaHHon B nyHkTe 4.6.6 «LeHTp ceptudumkatos Aladdin
Enterprise Certificate Authority» PykoBoacTtea agmmHuctpatopa RU.AJIOE.03.01.020-01 32 01-2:
e  Ortkponte LleHTp cepTudpmkauum — Bknagky «CyobekTbl 4OCTyna;

e Bbibepute kKOHTpONNep AoOMeHa 1 pa3BepHuUTe rpynnbl 6e3onacHocTy;

e B Bbinagatowwem MeHio Bbibepute rpynny 6e3onacHocTu, Ans Nonb3oBaTens KOTOpon
Heob6xoanMO BbiNyCTUTb CEPTMAMNKAT;

e Bbibepute y4eTHyt0 3annck nonb3oBaTens, Ans KOTOPOro HY>XHO BbINYCTUTb CepTUdMKaT;

e HaxmuTe Ha MeHto, pacrnonoXxeHHoe cnpasa B CTpoke <BbinycTutb ceptudmkar>;

e B oTkpbiBLIEMCA NOAMEHIO BbIbepute <Ha knio4yeBoM Hocutene>;

o [locnegosaTtenbHO BbiNonHMTE wark Mactepa co3gaHust cepTudukarta, BbibpaB LWabroH
ceptudmkaTta «Smartcard Logon» (Mpu ayTeHTUdMKaLumn B JomeHe nog ynpaeneHmem Samba DC,
MS AD) wnn «ALD PRO Smartcard Logon» (npu ayTeHTUcmKaumm B JOMEHE NoA4 ynpaBrneHuemM
ALD PRO, FreelPA);

e [locne reHepauun 1 3anucu ceptTudumKaTa Ha KIo4YeBOM HOCUTENE U3BMEKUTE 3NEKTPOHHbIN
kntod n3 USB-pasbema.

4.8.5 AyTeHTuduMKaLmMsa nonb3oBaTend

,D,J'IFI 40CTyna nonb3oBaTtesid B CUCTEMY:

e Bknmouute MK nonb3osartens.

e BcTaBbTe O9NEKTPOHHbLIN KoY C BbiNyWweHHbIM cepTudukatom B USB-pasbem APM
nonb3oBarens.

e B rpadumyeckom okHe ayTeHTMdUKauumn nosnb3oBaTend B JOMEHE C UCNONb30BaHUEM CPeaCTB
ABYXdakTopHOM ayTeHTMdUKaumm JaCarta Ha ueHTpanbHON NaHenu BbiGepuTe aNEeKTPOHHbIV Koy
C cepTMdUKaToOM nonb3oBaTens.

e B none «JlormH» BbIGEpUTE NOMNb30BaTENsa M3 BbiNagaloLEro Cnmcka — MMs nonb3oBaTens
cuntbiBaetca n3 nons «CN» BbibpaHHOro ceptudmkata ¢ ykasaHmem gomeHa Tekyuiero MK npu
ceTeBOW ayTeHTUdMKauun.

e B none «PIN-kog» BBegute PIN-Ko4 3MneKTPOHHOro Knioya, B COOTBETCTBUM C Ha3HAYEHHOM
nonuTMKon Bxoda, ANsA BblbpaHHOro nonb3oBaTtens. MakcMmanbHOe KOMMYEeCTBO HEeBEpPHbIX
nocnegosaternbHbix NonblTok BBoga PIN-koga nonb3oBaTtens, nocrne KOTOPOro BO3MOXHOCTb
ncnonb3oBaHus PIN-koga nonb3oBaTtens 6yaet 3abnokvpoBaHa, onpefensercs npu HacTpownke
napameTpoB TokeHa B 10 «EguHbin KnnenT JaCartay.

e Cpasy nocre BBeAeHMs y4eTHbIX AaHHbIX HAYMHAETCA npoueaypa ayTeHTudmkauumn, Kotopas
3akroyaeTcs B NpoBepKe MNOANMHHOCTU AaHHbIX MOMb30BaTeNs cepBepoOM.

o [lpouenypa ayTeHTUUKaLMN NpoLUa YCNeLwHo, ecriv nonb3oBaTenb BOLES B CUCTEMY.

4.9 Ntor

PKIl ycTaHoBneHa ycnewHo, ecnn BCA UTOroBasi KOHdUrypauusi COOTBETCTBYET OXuAaeMbIM
3Ha4eHuaAM n ocHacTka Aladdin Enterprise CA He nokasbiBaeT OLWNBOK.
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5 OBLEE OMNCAHME MNMPOLEECCA PA3BEPTBIBAHNA NHOPACTPYKTYPHbI
OTKPbITbIX KITHOYEW/ HA BA3E ALADDIN ENTERPRISE CERTIFICATION
CENTER N CYWLWECTBYIOLWEINO UEHTPA CEPTU®PUKALMA MICROSOFT

CERTIFICATE SERVICES

e [InAa ycnewHoro peweHns 3agadn murpaumMm Ha oTtedectBeHHoe [10, rny6oko
npoaHanuanmpoBaB cuUTyauuto, komnaHna AnagauH P.[0., nmetowan 6onbluon onbiT peanu3aumm
paboT no murpauum Ha oTeyecTBEeHHOe nporpaMMHoe obecriedeHne B cdepe ynpaBreHus
LUMGPOBLIMU cepTUdUKATAMU U KIMOYEBLIMU HOCUTENSAMU, NpeanaraeT npeanpuaTuaM pelueHue
ANA  MakcuMaribHO CaMOCTOSTENbHOMO OCYLLECTBIIEHUS npouecca no3TanHoro nepexoga oT
pencteytowero LleHtpa ceptudmkaumm  Microsoft k  LeHTpy ceptudmkaumm  AeCA,
cooTBeTcTBYtowWwero tpedosaHmam PCB n GCTIK Poccuu, ¢ MUHUMaInbHbIM MNpUBIEYEHNEM
crneunanucTtoB CO CTOPOHbl. JTOT MNPUHLMM MOXHO Ha3BaTb AOCTATOYHbIM MPU  Hanmuyum y
cneLmnanucToB 3aKka3dnka NpakTUYecknx pearibHblX HaBbIKOB agMUHUCTPUPOBAHNS OTEYECTBEHHbIX
OC.

e [lpogykTbl kOMNaHun AnagavH P.[. nogaepxuBatoT B3ammogencTaune ¢ cepsucamm Microsoft
Active Directory n Certificate Services, 4To obecneuvMBaeT nnaBHOE BbINOMIHEHWE MUrpaUUn Ha
nnatdopmy LleHTpa ceptudpmkaunm AeCA.

e Ha nepBoHadanbHOM aTane npegycmMaTpuBaeTcd COBMECTHOE UCMONb30BaHWE peLLeHu Mo
ynpasneHunto uudposbimn ceptudmkatamm Microsoft Certificate Services n Aladdin Enterprise
Certificate Authority ana 4yero Heobxognmo npoussecTn gobdasneHne NOAYMHEHHOIO M34aloLLEero
Llentpa cepTtudmkauumn Aladdin eCA, dyHKuMOHMpytowlero Ha cepsepe nog ynpasneHvem OC
cemenctea Linux (cm. n. 2.5 «LleHTp ceptudmkatoB Aladdin Enterprise Certificate Authority»
Pykosogctea agmuHuctpaTopa RU.AJIAE.03.01.020-01 32 01-1) B pa3BépHYTYIO MHAPACTPYKTYPY
PKI Ha nnatdopme Windows. Kak npaBuno, Ha 3TOM 3Tane He BO3HMKaeT npobnem B
NCNONb30BaHUM U3JaBaeMbiX CepTUMKATOB Ha pPasHbIX OMepaumMoOHHbIX CUCTEMaX WU WHbIX
YCTpOMCTBax: CTaHgapTel cepTudpmkatos wn PKI  aBnaioTes  kpoccrnnatopMeHHbIMU.
KpunTtorpadumyeckne anropytMmbl LWINOPOBAHUS U 3NEKTPOHHOW NoAMnucK, Ucnonb3yemble Mpu
Bbinycke cepTudukatos LleHTpom ceptudukauum AeCA, COOTBETCTBYHOT MEXAyHaAPOLHbLIM
ctaHgaptam RFC, onucaHHble [OKyMeHTamu U3 cepum NPOHYMEpPOBaHHbIX MHEOPMAaLMNOHHBLIX
AOKYMeHTOB WHTepHeTa, copepXalmx TexHuyeckne crneumdpukaumm n craHgapThl, LUMPOKO
npYMeHsieMble BO BCEMUPHOW CETU.

5.1 NogroToBka MHPACTPYKTYPbI

Mepepn ycTtaHoBKoW nogymnHEHHOro LleHTpa ceptudmkaumm AeCA cnegyeT npoBeCTU NOArOTOBKY
NHpacTpykTypbl (CM. PucyHok 5) B cnegytowem obbeme:

e MpoBepUTb Hamuume n paboTocnocobHOCTb LeHTpa ceptudmkaumm MS CS (yctaHoBka B
dopmate Standalone),

e cKonupoBaTb «UMSA usgatensa», mcnonbdyemoe kKopHeBbiM Microsoft Certificate Services
(obblyHO coBnagaet ¢ hostname), ons ganbHEWWero BbiNycka NULEH3MM NogynMHéHHomy LIC
Aladdin Enterprise Certificate Authority;

e MOMYyYMTb NMUEH3MIO Ansa ycrtaHoBkum nogunHéHHoro LIC Aladdin Enterprise Certificate
Authority, roe B kayecTBe KOPHEBOTO LieHTpa byaeT ykasaHo “‘umsa nsgarena” MS CS;
e  Ha BbIAENEHHYIO0 BbIMUCTIUTENbHYIO MALLUVHY:

- yCTaHoBUTb BcnomoraTensHoe MO B COOTBETCTBMU C Npoueaypamu, NpuBegEHHbIMA B
pasgene 3 RU.AJTOE.03.01.020-01 32 01-1 LleHTp ceptudukaToB Aladdin Enterprise
Certificate Authority. PykoBoacteBa agMmnHucTpaTopa;
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npovsseauTe NoAroToBKy NpeayCTaHOBOYHbIX KOHPUIYPaLMOHHLIX hanfoB U BbINONHUTE
yCTaHOBKY KOMMoHeHTa «LleHTp ceptudpmkauun Aladdin eCA» B COOTBETCTBMU C pasaerniom
4 «lleHtpa cepTtudumkatos Aladdin Enterprise Certificate Authority. PykoBogctea
aaMuHuctpatopa» RU.AJNOE.03.01.020-01 32 01-1;

BbInonHuTe Hactponky APM agmuHuctpatopa LleHTpa cepTudukaumum B COOTBETCTBUMU C
npouegypamu, onucaHHbiMM B pasgene 2 «UeHtp ceptudmkatos Aladdin Enterprise
Certificate Authority» PykoBoacteo agmuHuctpatopa RU.AJIOE.03.01.020-01 32 01-2
BbINOMHUTE BBOZA, B 3KCMNyaTauum ¢ UCNONb30BaHUEM MOSTyYEeHHOW NULEH3UN

BbINONHUTE HayanbHyw WHUUmManusauuio LIC B cooTtBeTcTBUM C pasgernom 3 «LleHTp
ceptucpmkaToB Aladdin Enterprise Certificate Authority» PykoBogctBa agmuHucTpaTopa
RU.AJIOE.03.01.020-01 32 01-2, ncnonb3ys NOMy4YEHHYH NULEH3UIO;

CkavyanTe chann 3anpoca .Csv co3gaHHoro nogynHeHHoro LIC.

lNpumeyaHue. [Ns BbINONHEHUS nNpeobpa3oBaHUn NCNONbL3YHTCS cpeacTea certreq (nporpamma
BcTpoeHa B OC Windows) u openssl (nporpamma BxoguT B 6a3osble cpeactsa OC Linux). Ha cxeme (cm.
PucyHoK 5) OHM yCMNOBHO MoOKasaHbl Ha LeNeBbIX BbIMMCAUTENbHLIX MallMHax, HO MCMob3oBaTb 3TU
cpencTBa MOXHO Ha ntobom paboyem mecre.

kopHeso# LIC

certreq l'“e,,
£

%, noaYnHeHHbIn LIC

e
/
NUUEH3Ua :: W

PucyHok 5 — CoBmecTHoe ncnonb3osaHue LIC AeCAun MS CS

5.2 NonyyeHune ceptudumkata nogumHéHHoro LIC AeCA

[na nonyyeHus cepTudmkaTta crneayeT BbINOMHUTL Crieaytolime AenCcTBUs:

ckonupoBaTb hbann 3anpoca Ha BblMUCINTENBHYIO MaLUWHY, rae passépHyT MS CS;
nognucatb 3anpoc Ha cepTudmkat nogunHénHoro LIC AeCA cpegctsamu MS CS;
CKayaTb MOMNyYeHHbIN cepTUPUKAT B KOHTENHepe p7b;

BblOENUTb Lenoyky cepTtndukatos kopHesoro LIC MS CS;

UMMNOPTMPOBAThL BbIAENEHHYIO LLEeNoYKy cepTudmkaToB B nogumHéHHbIN LIC AeCA.

5.2.1 KoHBepTauus 3anpoca Ha cepTudukat nogumHéHHoro LIC AeCA

lMepeHecuTe nonydveHHbIn darna 3anpoca Ha cepTtudmkat nogunHéHHoro LIC AeCA Ha
MalUVHy, roe pasBépHyT KopHeBon LleHTp ceptudmkaumm MS CS ana nognucaHus 3anpoca,
Hanpumep, B dpann c:\subca.csr;

cosfanTe TekcToBbI ¢harn c:\subca.inf cnegytollero cogepxaHus:

[BasicConstraintsExtension]

Critical=Yes
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e  3anyCcTUTb TepMMHan KomaHgHon cTpokun Power Shell n BbINONHWUTL M3MEHeHMe 3anpoca,
BbINOSIHUB KOMaHAY:

certreq -policy C:\subca.csr C:\subca.inf C:\subca ms.csr

roe:
C:\subca.csr — paHee co3gaHHbIN hann 3anpoca;

C:\subca.inf — paHee co3faHHbIN dhans SOMNOMHEHNS;

C:\subca ms.csr — pe3ynbTUpYIOLWMI hann 3anpoca, KOTopbIi MOXHO noanucaTts B MS CS.

5.2.2 lMoanuncaHme 3anpoca Ha ceptudmkaT Ha kopHeBom LIC MS CS

[na nognucaHmnsa 3anpoca Ha ceptudukat nogumHéHHoro LIC AeCA wncnonb3ynte naHenb
ynpasneHna MSCS.

Bbinyck cepTtucdmkata no 3anpocy MpOU3BOAMTCS crnegylowum obpasom (ganee pUCYHKM
npueegeHbl anga sepcun OC «server 2019»):

o Ortkponte web-6paysep n nepenante no agpecy localhost/certsrv (cM. PucyHok 6).
e Ha oTKpbIBLLENCA CTpaHULE NepenanTe no ceblrike «3anpoc cepTudukatar.

N = (] X
@ Microsoft Active Directory Certif X +
“~ C @ localhost/certsrv/ ® 2@ v 0O &
Cnyx661 cepmucgpukamoe Microsoft Active Directory — MS-CA

[Oo6po noxanosaTtb

Wcnonb3yiTe aTOT BeB-caiT, 4ToBbI 3aNpocuThL cepTudmKaT AnA ceoero Beb-Gpay3sepa, NOYTOBOTO KNWEHTa UK APYroi Nporpammbl. icnons3ays
CepTUhUKaT, Bbl MOKETE NOATBEPKAATL CBOK NUYHOCTL NMIOAAM, C KOTOPbIMU Bbl 06LiaeTeCh Yepe3 VIHTEepHeT, NoANUCHIBaTL U WigpoBaTL
COO0BLLEHUA U, B 3aBUCUMOCTH OT TUNa CepTUdMKaTa, KOTOPLIN Bbl 3anpalunBaeTe, BuINONHATL Apyrie 3aaaun 6e3onacHoCTH.

Bbl Takke MOXETe UCNONb30BaTh 3TOT BeD-y3en AnA 3arpy3ku ceptudpukara ueHTpa ceptudukauum (LIC), uenoyku ceptudmukaTos unu cnucka
oT3biBa cepTudumkartos (CRL) unu ana npocmMoTpa COCTOAHWUA OXUAaoLLero 3anpoca.

BbiGepute 3apavy:
3anpocuts ceptudmkar

PucyHok 6 — MNpnBeTCcTBEHHOE OKHO Criy0bl cepTudmkauum MS CS

o [lanee HaXMuTe Ha CCbINKy «PaclumpeHHbIn 3anpoc ceptudumkata» (cm. PUcyHok 7).

v - ] X

@ Cayx6e cepruduxaros Microso' X +
3 C @ localhost/certsrv/certrqus.asp
Cnyx661 cepmugpukamoe Microsoft Active Directory — MS-CA

3anpocutb cepTudmkar

Bolbepute Tun ceptudmkara:

PucyHok 7 — OkHO 3anpoca ceptudumkaTa cnyxbbl ceptudpmkaumm MS CS
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e B nosBuBweeca okHo (cm. PucyHok 8) B none «CoxpaHeHHbI 3anpocy» (Saved Request)
CcKONuMpynTe coaepxmmoe npeobpasoBaHHOro ganna subca_ms.csr, NOMy4YeHHOro Ha ware 5.2.1 n
HaXmMuTe KHomnky <BblgaTtb> (Submit);

@ Microsoft Active Directory Certif X + v — =] X

< C @ localhost/certsrv/certraxt.asp B 2 % 0O a

Microsoft Active Directory Certificate Services - MS-CA

[Submit a Certificate Request or Renewal Request

ITo submit a saved request to the CA, paste a base-64-encoded CMC or PKCS #10 certificate request or PKCS #7 renewal request generated by an external source (such as a VWeb server) in
he Saved Request box

[Saved Req
T s

RQ8qibon]PDNxwZd2foRNN1LHACBEFd6c+EbzFo0
Pase-B4-encoded |STwOoKcvBNCAFS1102L CiBEVN2XNnrrFHrHgVEBIL
kertificate request | AufpkTn6HnosnfT72iNs1drX/eQShKvc6uQpaPal
CMC or yKj725RFSAL+TieyFaGuaHQI oI2tw/1aJOWDETog
PKCS#0or  |-----1 END NEW CERTIFICATE REQUEST-----
PKCS #): M

» 4
Additional Attributes:
Attributes:
| Submit > |

PucyHok 8 — OKHO BCTaBKM COOEpXNMOro 3anpoca cepTudukara cnyxobl ceptucdmkauum MS CS

e Ortkponte Server Manager n B MeHto Tools knukHute Ha Certification Authority (LleHTp
ceptudmkaumm). Haxogsacb BHYTpW, Bbl MOXETE packpbiTb HasBaHMe cBoero LleHTpa
cepTudukaumn 1 ysugeTb psn nanok, BKIYas ogHy BHU3Y C HassaHueM «Pending Requests»
(3anpocbl B oxxngaHum) (cM. PucyHok 9).

iﬁ] certsrv - [Certification Authority (Loca)\MS-CA\Pending Requests] - [m] X
File Action View Help

e x|l H

i—ﬁl Certification Authority (Local) Request ID Binary Request Request Status Code Request Disposition Message Request Submission Date Requester Name Request Country/Region Requel

v gl MS:Ca - A e BEGINNE.. The operation compl... Taken Under Submission 10.11.2022 16:48 NT AUTHORITYA,..
Revoked Certificates

Issued Certificates
Pending Requests
Failed Requests

PucyHok 9 — OkHo LleHTpa cepTudmkaumnm

. B pa3gen «Pending Requests» (3anpocbl B 0XXnaaHum) HaXXMUTE NpaBo KnaBuLWen Mbilin Ha
cosgaHHoM 3anpoce 1 BblbepuTe «All Tasks -> Issue» (Bce 3agauv -> Beigatb) (cMm. PucyHok 10).
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File  Action VMiew Help

e zn(c=H

fﬁl certsrv - [Certification Authority (Local)\MS-CA\Pending Requests]

) Certification Authority (Local)
v g Ms-ca
~ Revoked Certificates
71 Issued Certificates
| Pending Requests
| Failed Requests

Request ID
54

Binary Request

----- BEGIN NE...

Request Status Code

The operation compl...

Request Disposition Message

Taken Under Submission

Request Submission Date
10.11.2022 16:48

= [m] X
Requester Name Request Country/Region Requg
HOR R
All Tasks > View Attributes/Extensions...
Refresh Export Binary Data...

Help

Issue

Deny

o [lepengute B pasgen
NonyyeHHbIn cepTudumkar,

< >
Contains actions that can be performed on the item.
PucyHok 10 — OkHO 3anpocoB B oxugaHum LieHTpa cepTudpmkaumnm
«Issued Certificates» (BblgaHHble cepTudukathl), Bblbepute

ABOVHbIM HaXXaTMEM JIeBOW KHOMKA MbIWKN Ha BblIOpaHHOM
cepTudmkaTe OTKPOMTE OKHO CO CBOMCTBaMM cepTudukara, Bbibepute Bknagky «Details» (CocTaB)
HaxxmuTe kHonky <Copy to File> (KonuposaTtb B dhainn) (cm. PucyHok 11).

File  Action

e z|czH

View Help

tes)

.i»] Certification Authority (Local) Request 1D Requester Name Binary Certificate Certificate Template Serial Number Certificate Effective Date Certificate Expiration Date Issued Country/Region Issued
v MS':A — &2 NT AUTHORITW...  ----- BEGIN CERTI... 4f000000028ffc... 03.11.2022 18:10 03.11.2023 18:20 RU organil
¥ °"°;: r:if'," ':m‘ i3 NT AUTHORITY...  =---- BEGIN CERTI... 4f00000003bab... 08.11.2022 17:15 08.11.2023 17:25 RU Aladdi
= [SUECRErTEnes i NT AUTHORITYA... - BEGIN CERTI... 400000004d7F.. 10.11.2022 17:05 10.11.2023 17:15 RU
| Pending Requests
| Failed Requests
»  Certificate X
General Details  Certification Path
Show: | <all> N

Field Value A

DVersion v3

DSeriaI number 4f00000004d7F9757ddd ...

Dsignature algorithm sha2S6RSA

Dsignature hash algorithm sha2s6

E]Issuev MS-CA, Aladdin, QA

DValid from 10 Hosbpa 2022 r. 17:05:17

DVaIid to 10 Hosbpa 2023 . 17:15:17

[ s it OrmekkuantSih RIL

Edit Properties... Copy toFile...
>

PucyHok 11 — OkHO CBOWCTB cepTudumkaTa
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Mpu konnpoBaHuK BbIGpaTb hopmat .p7b 1 noctaBuTb dnar «BkrounTb BCe cepTudunkaTthbl B
nyTb», HaXXMUTE KHOMKY <Next> ([danee) n ykaxute Mecto coxpaHeHus ceptudukaTa.

@

File Action View Help

R ol 2 = H
@ Certification Authority (Local) RequestID  RequesterName  Binary Certificate  Certificate Template  Serial Number  Certificate Effective Date  Centificate Expiration Date  Issued Country/Region  Issued
v a MS'RCA ved Corti 2 NT AUTHORITY\...  ----- BEGIN CERTI... 4f000000028ffc... 03.11.2022 18:10 03.11.2023 18:20 RU organi
- |°"°;c r::' ‘:““ &3 NT AUTHORITY... ~ ----- BEGIN CERTI... 4f00000003bab... 08.11.2022 17:15 08.11.2023 17:25 RU Aladdi

SMEGLErTneates B4 NT AUTHORIT... ---- BEGIN CERTL... 4600000004d7F...  10.11.2022 17:05 10.11.2023 17:15 RU

Pending Requests

Failed Requests

X
& £* Certificate Export Wizard

Export File Format
Certificates can be exported in a variety of file formats.

Select the format you want to use:
(O DER encoded binary .509 (.CER)
(O Base-64 encoded X.509 (.CER)
@(_Zryptogvaphi( Message Syntax Standard - PKCS #7 Certificates (.P7B)
[Minclude all certificates in the certification path if possible;

Conce

PucyHok 12 — OKHO aKkcnopTa Lenoykmu cepTudunkaToB

e [loxautecb nosasneHusa coobuieHns ob ycnewHoOM 3aBepLueHun aKcrnopTta cepTudmkata. B
pesynbTaTte OygeT nosnyyeH p7b-kKoHTenHep.

e [lanee, HYXXHO BbIOeNUTb LLENOYKy cepTudmkaToB u3 p7b-koHTenHepa, ncnonb3ysa cpeacTso
openssl B ntobon goctynHon cpeae. MNMonydeHne LenoYvku BbINOMHAETCH KOMaHOOoN:

openssl pkcs7 -print certs —-inform DER -in certificate.p7b -out subca chain.pem

roe:
certificate.p7b — KOHTENHEP p7b, nonyyeHHbin n3 MS CS;
subca chain.pem — pe3ynbTUpylOLLasa Lenoyka cepTudukaTos, Ncnonb3yemMas Ans aktmsaumm

noaumHénHoro LIC AeCA.

5.2.3 AktnBaums nogumHénHoro LIC AeCA

e [Insa akTnBaumm nogunHEHHoro LieHTpa cepTudurkaumm B COCTOSSHUN «3anpoc» UMNOpTUPYHTe
BblAENeHHY0 Lenoyky ceptudmkatoB kopHeBoro LIC MS CS B cooTtBeTCcTBUM C nyHKTOM 4.3.1.3
«UeHTp ceptndukatos Aladdin Enterprise Certificate Authority» PykoBoactBa agMuHucTpatopa
RU.AJIOE.03.01.020-01 32 01-2.

e [logunHeHHbn LIC wn3 coctosaHua «3anpoc» NepexoauT B COCTOSIHUM  «AKTUBUPOBAHY,
cYnTaeTcs AOBEPEHHbLIM LEHTPOM cepTudmKaLmm 1 rotoB Ans AanbHenwen paboThbl.
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6 KOHTAKTbI

6.1 Ocpuc (obwme BonpocChl)

Appec: 129226, Mocksa, yn. [lJokykmHa, 4. 16, ctp. 1, 7 atax, komnauus "Anaggud P.1."
TenedoHbl: +7 (495) 223-00-01 (MHOrokaHanbHbIRn), +7 (495) 988-46-40

dakc: +7 (495) 646-08-82

E-mail: aladdin@aladdin-rd.ru (o6wmn)

Web: https://www.aladdin-rd.ru

Bpemsi paboTbl: exegHeHo ¢ 10:00 go 19:00, kpome BbIXOAHbLIX M MPA3aHUYHbIX QHEN.
6.2 Texnogaepxka

Cny>|<6a TexnogaepXXkn npuHMUMaEeT 3arnpocbl TOJMIbKO B MNMMACbMEHHOM BUAE 4Yepe3 BeO-canT:

www.aladdin-rd.ru/support/index.php.

HOpOTKO 0 KoOMMaHuu

Komnanus "Anaazavs P.JI." ocHoBaHa B anpesie 1995 roja u siBasieTcst Jiuiensuu
POCCUICKUM pa3paboTYUKOM (BEHLOPOM) CPeCTB 3aLUThl
UHpOpMaLUH. — KOMIaHUsl UMeeT Bce Heo6xoaumble snnieH3un PCTIK Poccuy,
®CB Poccun 1 MuHucTepceTBa 060poHbl Poccuu aist

Kommanust siB/IsieTCst IPU3HAHHBIM SKCIIEPTOM H JIHJEPOM NpOeKTUPOBaHUA, IPOU3BOACTBA U noaAepxxkku C3U u CK3H,
POCCHHCKOrO PbIHKA CPEACTB ABYXPaKTOPHON ayTeHTHPHUKAL MK BKJIIOYas paboTy € TOCTalHOM M MPOMU3BOACTBO NPOAYKLUH B
0JIb30BaTe eH, 3/IeKTPOHHON MONUCH U 3aIUThI JaHHbIX. paMKax roco60poH3aKasa.

— CucreMa MeHeZXKMEHTA Ka4eCTBA MPOJYKLUU B KOMIIAHUU C
OcHOBHBIe HANPaB/IeHUs 2012 r. coorBercTByeT ctangapty 'OCT ISO 9001-2011 u

UMeeT COOTBETCTBYIOLIME CEPTUPUKATHI.

— CucreMa NpOeKTHPOBAHUSA, pa3paboOTKH, TPOU3BOACTBA U
HO/ZeP>KKH MPOAYKIMH COOTBETCTBYET TPeGOBAHUAM
poccuiickoro BoeHHoro crangapra 'OCT PB 15.002-2012,
Heo6X0AUMOTr0 JJIsl y4aCTHs B peau3alluy roco0G0poH3aKasa.

— O6ecneyeHue 6e30MaCHOTO J0CTYNA K UHPOPMALIMOHHBIM
pecypcaM npeAnpusaTUs, BeG-nopTrajaM 1 06J1auHbIM
cepBHcaM (cTporas JByxX- ¥ TpéxdaKTopHas
ayTeHTHUKALUA).

— 3JnexTpoHHas noAnuck (311 ¢ HeM3BJIEKaeMbIM 3aKPbITHIM
k/040M, popmMupyeMas B 3aluiéHHoM yune), PKI.

— 3amuTa nepcoHaJbHbIX JaHHbIX, JAHHBIX Ha IUCKaX
KOMIIbIOTEPOB, CepBepoB, 6a3 JaHHbIX.

— Bce ocHOBHbIE MPOAYKTBI UMEIOT HEOOXOAUMbIE
ceprudukarbl PCTIK, PCH 1 MunucTepcTBa 060pOHBI
(BkJ1tOYast paboTy ¢ rocTalHoOM 210 ypoBHs cekpeTHocTH CC).
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CMUNCOK JIMTEPATYPHI

RU.ANOE.03.01.020-01 32 LeHnTp ceptudukatos goctyna Aladdin Enterprise CA. PykoBogctso
agMunHucTpartopa «AnagauH P.O.»

RU.AJIOE.03.01.020-01 30 LleHTp ceptudbukatoB goctyna Aladdin Enterprise CA. ®opmynsp —
«Anagavu P..»

EovHbin  Knunent JaCarta. PykoBO4CTBO agMMHUCTpaTopa [Afd  OnepauMOHHbIX CUCTEM
cemencTBa Linux «Anapgmd P..»

RU.ANQOE.02.07.002 32 CpegctBo AByxdakTtopHou ayTeHTudpmkauum Aladdin SecurLogo.
PykoBoacTBo agmMuHucTpatopa «AnagavH P.O.»
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MPUNOXXEHUE A. HACTPOMKA KOHTPOMNNEPA OIOMEHA

A.1 Hactpowka koHTponnepa gomeHa Samba DC gna nogkntoyYeHus B KadecTse

NMCTOYHMKA pecypcHon cuctembl AeCA

BbINONHUTE HACTPOWKY KOH(pUrypauuoHHoro panna KoHTponnepa goMeHa B COOTBETCTBUWN C
Tabnuua 2 oT MeHn nonb3oBaTensd ¢ npasamu root.

Tabnuua 2 — lNpoueaypa HACTPOWMKM KOHUrypaumoHHoro dganna Samba ana noaknoyeHus B
KayecTBe UCTOYHMKA pecypcHomn cuctembl AeCA

Ne OnucaHue wWwara

MpumeyaHue

KomaHpa
(npn HeoG6xoaMMOCTH)

HacTpolikn Samba HaxogsaTtca B
danne /etc/samba/smb.conf

[obGaBbTe B pasgen
[globall]:

ldap server require
strong auth = no

OTkniounte nepegady no nportokony TLS,
BbINOMHUB HACTPOWKY B hanne:
sudo nano /etc/samba/smb.conf

Mpueegute dann /etc/krb5.conf
K cnegyowemy Buay

Otpepnaktnpynte nuctuHr cpamna /etc/krb5.conf, 3ameHsas BbigeneHHbIe
napamMeTpbl BallMMu COOTBETCTBYIOLLUMMM 3HAYEHUAMMU:
[libdefaults]

default realm = SAMBA.DOMAIN

dns_ lookup realm = false
dns lookup kdc = true
ticket lifetime = 24h

forwardable = yes
pkinit anchors =
FILE:/var/lib/samba/private/tls/dc.chain.pem
[appdefaults]
pkinit anchors =
FILE:/var/lib/samba/private/tls/dec.chain.pem
[realms]
dc.SAMBA.DOMAIN = ({

pkinit require eku = true

}

[kdc]

enable-pkinit = yes

pkinit identity =
FILE:/var/lib/samba/private/tls/dc.pem, /var/lib/samba/
private/tls/secure/dc.key

pkinit anchors =
FILE:/var/lib/samba/private/tls/dc.chain.pem

pkinit principal in certificate = yes
pkinit win2k = no

pkinit win2k require binding = yes
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OnucaHue wara

MpumeyaHue
KomaHga
(npu HeoGxO0AUMOCTH)

roe:

SAMBA.DOMAIN — nonHoe nmsi AOMEHa;
dc.SAMBA.DOMAIN — nonHoe nmsi KOHTpomnnepa AOMeHa;
dc.chain.pem - Lenoyka cepTudukaTos LC,
BbINyCTUNCEPTUdMKAT KOHTpOiepa 4OMEH3;

dc.key — kntoy KoHTponnepa gomeHa B oopmarte baseb4;

dc.pem — cepTuduKaTt KOHTpornnepa gomeHa B popmarte base64

KOTOpbI

Y6eauntech, UTO BCe npoyne cTpoukn B dparine /etc/krb5.conf 3akommMeHTUpoBaHbI!

A.2 YcTaHoBKa cepTugukaTa KoHTpossiepa gomeHa Samba DC

BoinonHuTe npouenypy uvHTerpaumm ceptudumkaTa KoHTponnepa pgomeHa Samba DC B
cooTBeTCTBMU C Tabnuua 3 OT UMeHN Nonb3oBaTens ¢ npaBamm root.

Tabnuua 3 — Npouenypa ycTaHoOBKM cepTudmnkata koHTponnepa gomeHa Samba DC

OnucaHue wWwara

MpumeyaHue
KomaHpa
(npn Heo6xoaMMOCTH)

CkavaiTte Lienoyky
ceptudpmkatos LIC 1
BbIMYLLEHHbIN KOHTENHEP
PKCS#12 aonsa koHTponnepa
JgomeHa Ha APM

JToObiM yaobHbIM cnocobom nepemectute koHTenHep PKCS#12 1
uenouyky ceptudmkaTtoB LIC Ha APM ¢ yCTaHOBIEHHbIM KOHTPOIEpoM
AoMeHa

Bblaenute n3 koHTenHepa p12
3aKpbITbIN KN4, UCMOMb3ys

openssl pkcsl2 -in dc.pl2 -out DC.key.pem -nocerts -

2 -
napornb, 3agaHHbI Npu Beinycke | nodes
cepTudukarta
Bblaenute n3 koHTenHepa p12
cepTuduKkar KoHTponnepa openssl pkcsl2 -in dc.pl2 -out DC.crt.pem -clcerts -
3 | AomeHa, ncnonb3ysi Naponb, I —
3aJaHHbIV NPU BbIMyCke
cepTudukaTta
[MepeHecuTe NonyyYeHHbIe MepeHecTu B kaTanor .
- . . ) Ha dann ¢ 3akpbITbiM
channel B KaTanor KOHTpornnepa /var/lib/samba/private/tls:
4 | pomeHa - uenouyky ceptudmkaTos LIC; kniouom (DC.key.pem)
. . o ’ OOMMKHbI BbITb BbICTaBMNEHbI
/var/lib/samba/private/t | - chain 3akpbITOro Knoya; ;
. npasa goctyna unix 600
1s - cbann ceptudukaTta DC
MepeHecuTe dain ¢ 3aKpbITbIM .
ngqom DC }ib B FlzaTanor lepenecty B karanor Ha cain ¢ 3akpbITbIM
5 o JES17 o [P/ /var/lib/samba/private/tls/secu | kniodom (DC.key.pem)
KOHTpOnnepa aomera re (hann 3aKkpbITOro Kroya, npu [OMKHBI BbITh BLICTABIIEHbI
/var/lib/samba/private/t .
HeobxoOMMOCTHK co3danTe nanky secure npasa goctyna unix 600
ls/secure
6 [MepesanyctuTe KOHTponnep # reboot
OomeHa
B sudo systemctl status samba.service
7 |BblnonHuTe nposepky sanycka ebinie ——pins—de

KOMMNOHEHTOB
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A.3 YcTtaHoBKa cepTtudukaTta koHTponnepa gomeHa ALD PRO

BbinonHuTe npoueaypy WHTerpauum ceptudpmkata  KoHTponnepa pgomeHa ALD PRO B
COOTBETCTBMU C Tabnuuen 4 oT MMeHN Nonb3oBaTens ¢ npaBamu root.

Tabnuua 4 — MNpouenypa ycTaHOBKM cepTudmkata koHTponnepa gomeHa ALD PRO

OnucaHue wara

MpumeyaHune
KomaHnpa
(npu HeoGxO0AUMOCTH)

CkavaiTe LLenoyky
ceptudpmkatos LIC 1
BbIMYLLEHHbIN KOHTENHEP
PKCS#12 ansa koHTponnepa
aomeHa Ha APM

Bbinyck ceptudukaTta
koHTpornnepa ALD PRO
npou3BecTu B
COOTBETCTBMM C MYyHKTOM
4.4.7.1 «LeHtp
ceptudukatos Aladdin
Enterprise Certificate
Authority» PykoBoactea
agMuUHUCTpaTopa
RU.AJOE.03.01.020-01
32 01-2

JToObiM yoo6HBIM cnocobom nepemecTuTe
koHTenHep PKCS#12 n uenouky
ceptucpukartos LIC Ha APM ¢
YCTaHOBIEHHbIM KOHTPOSIIEPOM AOMEHA

MpocMoTp yCTaHOBMNEHHOM

2 ipa-cacert-manage list
Lenoykn cepTudmkaToB
B cnyyae, ecnu paHee Ha ipa-cacert-manage delete nceBIoHMM cepTudMKaATa
KOHTpoOnsiep AomMeHa nonumHEHHOTO LC
3 ycTaHaBnMBanuch LEenoYKu ipa-cacert-manage delete IICEBIOHUM cepTubmxaTa
ceptudpukatos LIC, yaanute kopuesoro IC
paHee yCTaHOBMNEHHYIO LeNOoYKY | rae nceBdoHMM cepTudukaTa paHee nonydeH Ha ware 2, npy noMoLm
cepTugukaTon KOMaHAbl 1ist
YcTaHoBUTE LIEMOYKY
4 | cepTuhmkaToB BbINyCcKatoLLEro ipa-cacert-manage install «Msa LIENOUKM CEPTHOMKATOB».chain.pem
LC
5 Ybeautecs, 4To Leno4ka ipa-cacert-manage list
cepTudUKaToB yCTaHOBMNEHA
O6HoBUTE cnnckn ,
6 ipa-certupdate
cepTucdukaTos
YcTaHoBUTE BbIMYLLEHHbIN
7 |koHTenHep PKCS#12 ana ipa-server-certinstall -k «wuMma koHTelHepa».pl2
KOHTpoOnnepa AoMeHa
8 |MepesanycTtute cepsuc systemctl restart ipa
OTtkponte wuHTEpdenc koHTponnepa pomeHa ALD PRO, HabpaB B
afgpecHon cTpoke Opaysepa dc.ald.pro, nepengute Ha BKMAAKy
«OcHoBHoe», B none «CepTudumkatel nonb3oBartens» pobasbTe
cepTndukaT KOHTponnepa AOMeHa, npeaBapuTeNbHO CKOMMPOBaB B
[ob6aBsbTe cepTudmkar pTUd P pa A pensap POE
9 Bycbep obmeHa, cogepxxmmoe cepTudukaTta, ucknodasa ctpokm Begin\End

KOHTponnepa goOMeHa

certificate. NocnegHas cTpoka cepTudpmkaTa [OOMKHA 3aKkaH4MBaTbCS
HoBbIM ab3auem “Enter” ans 0603Ha4YeHUs KOHLLA CTPOKM.

Ona BbiBOOa coaepxuMmoro ceptudumkata nonb3oBaTens
BOCMOMb30BaTbCA KOMaHAoM cat B KOMaHHOW CTPOKe.

MOXHO
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NPUNOXEHNE B. APM AODMNHNCTPATOPA RED OS

B.1 YcraHoBka «MacTtepa rpynnoBon HaCTPOUKU»

BbinonHuTe npoueaypy yctaHoBku «MacTepa rpynnoBon HAaCTPOMKM» B COOTBETCTBUM C Tabnuvua
5 OT MMeHn nonb3oBaTens ¢ npasamu root.

Tabnuua 5 — MNMpouenypbl ycTaHoBKkM «MacTepa rpynnoBon HAaCTPOMKM» »

MpumeyaHue
Ne OnucaHue wara KomaHnpa
(npn Heo6xoaMMOCTH)
MHCTannAunoHHbIN rpm-
y 9 nakeT 6ynet
1 Pacnakynte apxmB, HaxoasiCb B tar -xvf {mMa odaina} -C <oyTh asmmaﬁqecm
narike, rae pacrnonoxeH naket PaCHaKOBKM apxXmBa>
pacnakoBaH Mo ykazaHHOMY
nyTm
Tpebyetcsa goctyn K
2 | YcraHnosute MI'H sudo ./install.sh PEnoO3UTOPUIO UMM ANCK C

anctpubytusom OC

b.2 ['pynnoBasa HacTponka ceTeBon ABYyX(akTopHOW ayTeHTudunkaumm Ha APM

AOMEHHbIX Mofib30oBaTeNen

BbinonHuTe npouenypy rpynnoBon HacTPOMKM ceTeBOW [OBYX(aKTOPHOW ayTeHTudmkaumm c
nomoLbio «MacTepa rpynnoBon HaCTPOMKM» B COOTBETCTBMM C Tabnuvua 6 OoT MMeHU nonb3oBaTtens
npasamu root.

Tabnwuua 6 — MNMpouenypbl rpynnoBON HAaCTPOMKN OBYX(AKTOPHOW ayTeHTUdMKaL MK

HacTpoViku BblGepuTe y3nbl, Ans
KOTOPbIX HEOOXOAMMO HacTPOUTb

MpumeyaHue
Ne OnucaHue wara KomaHpa
(npn HeoG6xoaMMOCTH)
3anyctute MO «MacTep
1 rpynnoBOn HAaCTPOWMKMN» B B oTkpbiBLLEMCS MeHI0 BbibepuTe a3blk MHTepderica Mactepa rpynnoson
rpacdundeckom nHtepdence OC, HaCTPOWKMN
OTKpPbIB rMaBHOE MEHIO
. MpenBapuTensHO AOMKEH
BeeguTte ip-agpec gomeHa, nopT, MOTWH U peABap A
o o ObITb HACTPOEH JOCTYM MO
BBeguTe HacTpoviku napameTpoB | Naposib Y4ETHOW 3anucu agMuHMcTpaTopa y
2 ssh yyeTHOM 3anucu ¢
CKaHMPOBaHUA CeTu C npaBamu root, HaXKMUTE KHOMKY
npasamwu root K
<CkaHupoBaTb CeTb>
HacTpanBaemMomy y3ny
y B cny4yae owmnbkm goctyna K peno3uTopuio NpoBepbTe AOCTYN Mo ssh:
MpoBepbTe CcTaTyC HAWAEHHbIX
3 ssh {nornH agMuHNcTpaTopa @OOMEHHOE MMSsi KOMMbIOTEPA, K KOTOPOMY
Nnpu CKaHMPOBaHUN Y3r10B
NPOUCXOAUT NOAKIHOYEHVE}
PekomeHayem BbICTaBnATb
Ha HacTpanBaeMoMm y3re B KOHCOMM AAHHYIO HACTPOMKY TOMNBKO
n 5 3 BbINOSIHUTE KOMaHAY: Ha BpemM4 ”yCK°'6 n
4 PY HEOBXOANMOCTU HACTPOITE | 1\ " /ot o /ssh/sshd config HanagouyHbix pabort. Mocne
OOCTYM K peno3vTopuio Ha y3nax B chaiine HaauTe BeTe CTDO OKOH4YaHusg pabor,
P _”; H ,V'f';T tManM'B ANTE CTPOKY K pekomMeHayeM BEPHYTb 2X
BUAY. PermitRootLogin yes CTYNEeHYaTyo aBTopU3aLmio
B Liensax 6e3onacHOCTW.
5 B macTepe rpynnosoit OTMeTbTe ranoyKoii COOTBETCTBYIOLLME Y3ribl, BbibepuTte «[encTaue» -

ycTaHoBUTb SL, HaxxmuTe KHonky <[poaomxnTb>
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MpumeyaHue
Ne OnucaHue wara KomaHpa
(npu HeoGxO0AUMOCTH)
OBYX(PaKTOPHY0
ayTeHTuduKaLmo
B cooTBETCTBYIOLLMX NONAX YKaXKMTE: NYTh K ANCTPMOYyTMBaM
3arpysute gucTpmbyTmBbl 1
SecurLogon, EgnHomy knueHTty JaCarta, BBeguTe KnkoY akTuBaumMm Unm
6 | uenouyky ceptudmkaTos .
nomuMHeRHoro LIC BblGepuTe n3 .txt parina, nobasbTe LIENOYKY cepTUPMKATOB U3aaloOLLErO
LeHTpa cepTudukaumm 1 3anycTmute yCTaHOBKY
B cny4yae ycnelwHon ycTaHOBKM — Ha BbIBpaHHbIX y3nax byaet
7 [oxauTecb OKOHYaHUSA HacTpoeHa ceTeBad AByX(aKTopHasa ayTeHTUdmMKaumna no ceptudukary
npoLiecca HaCTPOWKM Ha 3NEeKTPOHHOM Krtode, BbinyLeHHomy LIC, uenouky ceptudmkatos
KOTOPOro Mbl 3arpy3unu.
O6HoBUTE CNYX06bl
8 | cepTndmkaunmn ons KNMEHTCKON ipa-certupdate

MaLumHbl B aomeHe ALD PRO

Mepesarpy3sute APM
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NNCT PEMMCTPALUUN USMEHEHWI

Nam.

Homepa nnctos (cTpaHuL)

namve-
HEeH-
HbIX

3amMe-
HEeH-
HbIX

HOBbIX

aHHYIMpo-
BaHHbIX

Bcero nu-
CTOB
(cTpaHwuu)
B OKY-
MeHTe

Homep
AOKy-
MeEHTa

Bxoaswmn
HOMep co-
npoBoau-
TEenbHOro Ao-
KyMeHTa n
naTta

Mogo-
n1uchb

Hata




