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1 BBepneHune

WordPress — ogHa 13 camblX UCMO/Ib3YEMbIX CUCTEM YNpaBneHns koHTeHTom (CMS), koTopasi no3BonsieT
co3gaearb M ynpaB/iATh cainTaMm 6e3 HeobxoAMMOCTH NUcaTb kog. ITO becnnaTHas nnargopmMa c

OTKPbITbIM UCXOAHbIM KOAOM.

[aHHas nHTerpauns No3BOISET CUHXPOHM3NPOBATL Nosib3oBareneli u rpynnsl u3 LDAP B nonb3oBareneii n
ponv WordPress, 4To N03BO/IMT NONb30BaTENAM BXOAUTL B nopTasl ynpasnieHns WordPress ¢ JOMEHHbIMUA

YYETHbIMW 3anncamun.
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2 lNoarotoBka CEPBMCHOW YYETHOW 3anucu

AyTeHTUdIMKaL s 1 aBTopr3auns BeinosHATCA metogom LDAP Bind, gns yero Heobxogmnmo cosgatb B ALD
Pro cepBucHyt0 yYéTHYIO 3anuch, kotopas He aBnsetca POSIX-nonb3oBaTtenem, He UMeET NpaB Ha BXO/ B
[OMEH N He 0TOGpaKaeTcs B MopTasie ynpasB/eHus, a UCNo/b3yeTcs ToNbKO Anst uteHns LDAP.

[nsi aTOro HY)XHO NOAKIUYUTLCS NO SSH K KOHTPOIEPY AOMEHA U BbINO/THUTL CeAyHoLme Lwaru:
1. Cozpgartb painn ¢ nmeHem Idap-bind.update.

2. BHecTwu B (haiin crnepytollee coaepXmmMoe:

dn: uid=wordpress,cn=sysaccounts,cn=etc,dc=ald,dc=company,dc=1lan
add:objectclass: account

add:objectclass: simplesecurityobject

add:uid: ldap-bind

add:userPassword: SecretPass

add:passwordExpirationTime: 20380119031407Z

add:nsIdleTimeout: 0

Pa3bsiCHeHus:

* dn — yHukasbHbIG udeHmugbukamop 3anucu nosb3o8amers 8 LDAP,
+ add:objectclass: account — do6asnisiem 6a308bili Knacc 0715 y4émHol 3anucu,

+ add:objectclass: simplesecurityobject — do6as/nisiem knacc 0719 xpaHeHus Naposisi u opyaux
ampubymos 6e3onacHocmu,

* add:uid: Idap-bind — yHukasibHbIl UOeHMUhuKkamop rosib308ameyisi,
+ add:userPassword:SecretPass — naposib 0715 y4émHoli 3anucu, 3aMeHUMb Ha Xxenaembld,

+ add:passwordExpirationTime: 20380119031407Z — spemsi ucmedeHusi naposisi (MOXHO
adanmuposame Mod noUMuUku 6esonacHocmu),

+ add:nsldleTimeout: 0 — omksto4aem madlim-aym npocmosi 07151 3moli y4emHol 3anucu.

3. BbinonHntb go6GaBneHne nonb3oBarens cneaytoLleil KoMaHaom:

kinit admin && ipa-ldap-updater ldap-bind.update
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3 HacTpovika gosepus ceptndomkaToB

Ecnn WordPress pa3sepHyT Ha cepBepe, KOTOpbIii He BBeAeH B gomeH ALD Pro, Heo6xogumo HacTponTb
[OBepyre K KOpHEBOMY cepTuchmkarty cepeepa g8 6e3onacHoro nogknoyeHns k LDAPS 6e3 owmnbok o
He0BepeHHOM cepTudmkare.

[o6aBneHne CA-cepTudmkara gomeHa

1. Ckonuposatb CA-cepTudmkar ¢ yaanéHHoro cepsepa:

scp <remote_user>@<remote_host>:/etc/ipa/ca.crt /tmp/ald_ca.crt

Pa3bsiCHeHus:

+ <remote_user> — 10/1b308amesib Ha yOa/lEHHOM CePBEPE,

« <remote_host> — adpec usiu umMsi KOHMpPosiepa OOMeHa,

+ /etc/ipa/ca.crt - nymb k CA-cepmuchukamy Ha KOHmMpPosisiepe OOMeHa,
« /tmp/ald_ca.crt — spemeHHbIl ¢halisn Ha /10Kka/lbHOU MalUuHe.

2. MepeHecTn cepTudnKaT B CUCTEMHOE XPaHUIINLLE:

sudo cp /tmp/ald_ca.crt /usr/local/share/ca-certificates/ald_ca.crt

Pa3bsicHeHusi:
+ /usr/local/share/ca-certificates/ — kamasio2 07151 IOKa/IbHbIX 00BEPEHHbIX cCepmuchbuKamos

3. O6HOBUTb CUCTEMHOE XPaHWNLLE AOBEPEHHbIX CEPTUIMKATOB:

sudo update-ca-certificates

CoszpaHue rpynn WordPress

[ns ynpasnenns nonb3oBatensamn WordPress ncnosb3yoTcs BCTPOEHHbIE rpymnnbl. Bo Bpemsi HacTpoiiku
LDAP-nokntoyeHnss MOXHO BKIHOUMTbL (DYHKUMIO BbICTPanBaHUs COOTBETCTBUSA rPynn Katasiora v rpynn
WordPress. [1ns ygo6HOro ynpas/ieHusi No/1b30BaTeNsiMU HYXXHO Co34aTb HECKObKO rpynn B ALD Pro:

ipa group-add wp_admin
ipa group-add wp_editors
ipa group-add wp_authtors
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4 Hactpoiika WordPress

Q MpepynpexaeHne!
Bo Bpems HacTpoliku nnarmHa pekoMeHAyeTCs, He BbIXOASA U3 CECCUM aAMUHUCTPATOPa, OTKPbITh
HOBOE OKHO 6pay3epa B peXvMe UHKOTHUTO. Tak Kak HeBepPHbIe HAaCTPOMKM MOTYT BbI3bIBaTb
OLUMGKY, 3aTPyAHSIOLWME NH0bY0 aBTOPM3aLMI0 Ha NopTasie ynpaseHns, Takol cnocob no3sonuTt
npu 06HAPYXXEHMU OLLUMOKM BEPHYTb UK UCNPaBUTbL BBEAEHHbIE HACTPOIKM B OCHOBHOW ceccuu
agmuHucTpaTtopa WordPress.

[ns pa6otbl LDAP Tpebyetcs yctaHoBUTbL php-ldap Ha cepsepe ¢ WordPress:

sudo apt install php-ldap

[ns paclwmpeHus ctaH4apTHbIX (PYHKLMOHaIbHBIX BO3MOXHOCTel B WordPress ncnonb3ytoTcs nnaruHbl.
[ns vHTerpaunm ¢ ALD Pro Takke notpebyercst ycTaHOBUTL NaruH, kotopelii paboTtaet ¢ LDAP. B katanore
naarmHOB eCcTb 60/bLLUOI BbIOOP AOCTYMHbIX MIArMHOB, HO B AA@HHOI UHCTPYKUUM ByaeT onncaH cnocob ¢
ncnosb3oBaHnem nnarvHa authLDAP, Tak kak oH 06ecneurBaeT He06X0AMMbIA HABOP GYHKLMIA, MMeeT
06HOBNEHMA NS aKTyaslbHOW BEPCUM U BecniaTeH B MUCMOb30BaHW. [1151 €10 YCTaHOBKN HY)XXHO NEpPeinTn B
pasgen niarMHoB 1 B MOUCKe BBECTU HasBaHue authLDAP. Pe3ynstar novcka fo/mkeH ObITb TaknMm, Kak
NnokasaHo Ha pucyHke 1.

Add Plugins ‘ Upload Plugin
Search Results  Featured Popular Recommended  Favorites Search Plugins | AuthLDAP Keyword +
2 items

authLdap iCafe VPP Manager install Now

Use your existing LDAP flexible as authentication More Details iCafe VPP Manager automates many of the tasks More Details
backend for WordPress associated with managing Apple's Volume

Purchase Program.
By heiglandreas

By cnilsson

(0) Last Updated: 13 years ago

(19) Last Updated: 7months ago Less Than 10 Active Untested with your version of WordPress

5,000+ Active Installations + Compatible with your version of WordPress Installations

PucyHok 1 — Nouck nnazuHa authLDAP

[anee HyxHo nepelitu B pasgen Settings u ero nogpasgen authLDAP.
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5 Hactpoiika nnaruHa authLDAP

o BaxHo!

Mpu HacTpoiike LDAP-nogkntoueHns ons ykazaHus naponst peKOMeHAYeTCs MCNob30BaTb
nepemeHHble OKpyXeHusi. Ans 06bABNeHNs Takoli nepeMeHHON HyHO Ha cepeepe WordPress B
dhaiine /etc/apache2/envvars fo6aBuUTb CTPOKY

export ENVNAME=<Mapofib CEPBUCHOI y4yeTHOI 3anucu>

, rae ENVNAME - 370 Ha3BaHMe NepeMeEHHO OKPYXEHUS.

B pasgene Settings => Tpe6yeTca BKOUNTL criefytoLime onumm (puc. 2):

- Enable Authentication via LDAP,
- Do not authenticate existing Wordpress-Users,
- Map LDAP Groups to WordPress Roles.

AuthLDAP Options

General Usage of authLDAP

Enable Authentication via

LDAP? o/

Debug AuthLDAP?

Do not authenticate existing v

WordPress-Users Shall we prohibit authenticating already in WordPress created users using LDAP? If you enable this, LDAP-Users with the same user-ID as
existing WordPress-Users can no longer take over the WordPress-Users account. This also means that LDAP-Users with the same User-ID as

existing WordPress-Users will not be able to authenticate anymore! Accounts that have been taken over already will not be affected by this
setting.

This sheuld only be checked if you know what you are doing!

Save entered passwords in
the WordPress user table?

Map LDAP Groups to v
WordPress Roles? Search LDAP for user's groups and map to WordPress Roles

PucyHok 2 - Mpumep koHuaypayuu pasdena AuthLDAP Options

Janee HyxHo yka3atb LDAP URI, Hanpumep:

ldaps://uid=wordpress,cn=sysaccounts,cn=etc,dc=ald,dc=company,dc=lan:%env:PWD%@dc-1.a
1d.company.lan/dc=ald,dc=company,dc=1lan

[JaHHblii URI BkItouaeT B cebsi crefytowme KOMNOHEHTHI (puc. 3):

- cnoco6 nogknoueHust (Idap/Idaps),

- DN paHee co3gaHHO CepBUCHOI YUYETHO 3anucy,

- Naposib YKa3aHHO YYeTHOI 3anmcy (MoXHO ykasaTb Npy NMOMOLLY NepeMeHHO OKPYXXeHUs, B AaHHOM
npVYMepe UCNosib3yeTcs NepemMeHHas okpyxeHus PWD),
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- noMeHHoe umsa ALD Pro,
- 6a30BbIii cyhdMKC 451 MOMCcKa B KaTasiore.

General Server Settings

LDAP URI Idaps://uid=wordpress,cn=sysaccounts,cn=etc,dc=ald,dc=company,dc=lan:%env.PWD%@dc-1.ald.company.lan/dc=
The URI for connecting to the LDAP-Server. This usualy takes the form <schemes.//<user><password>@<servers/
<path> according to RFC 1738

In this case it schould be something like Idap:/uid=adminuser,dc=example,c=com:secret@Idap.example.com/
dc=basePath,dc=example,c=com.

If your LDAP accepts anonymous login, you can ommit the user and password-Part of the URI

You can use the pseudo-schema env to provide your LDAP-URI from an environment-variable. So if you have your
LDAP-URI in a variable called LDAP_URTI you canenter env:LDAP_URT in this field and at runtime the appropriate
value will be taken from the Environment-variable LDAP_URT . If the varialbe is not set, then the value will be empty.

You can also provide different parts of the LDP-URI from environment variables by providing %env:
[VARTABLENAME ]% within your LDAP-URI. So if you want to provide the password from an Environment-variable
LDAP_PASSWORD your LDAP-URI looks like ldap://uid=adminuser,dc=example,c=com:

%env : LDAP_PASSWORD%@ldap .example.com/dc=basePath,dc=example, c=com

Caveat!
If you are using Environment-variables for parts of the LDAP-URL then those must not be URL-Encoded!
Otherwise the different parts must be URL-Encoded!

PucyHok 3 - Npumep koHgbuaypayuu pasdena General Server Settings

B none Filter ykazatb cnepytouiee:

(& (uid=%s) (nsAccountLock=False))

[aHHbli nnbTp He NO3BO/IMT 3a6/10KMPOBaHHbLIM MO/Ib30BaTE/SIM aBTOPM30BaTbCs B BEO-NopTasie
WordPress.

3anonHuTb Settings for creating new Users ykasaHHbIMW 3HAYEHUSIMW A5 NONER, N306PaKEHHbIX HA
pucyHke 4:

- givenName,
-sn,

- uid,

- mail.

Settings for creating new Users

User-Read V)
If checked the plugin will use the user's account to query their own information. If not it will use the admin account

Name-Attribute givenName

Which Attribute from the LDAP contains the Full or the First name of the user trying to log in

This defaults to name

Second Name Attribute sn

If the above Name-Attribute only contains the First Name of the user you can here specify an Attribute that contains the second name.

This field is empty by default

User-ID Attribute uid

Please give the Attribute, that is used to identify the user. This should be the same as you used in the above Filter-Option
This field defaults to uid

Mail Attribute mail

Which Attribute holds the eMail-Address of the user?
If more than one eMail-Address are stored in the LDAP, only the first given is used

This field defaults to mail

PucyHok 4 - Mpumep koHuaypayuu pasdena Settings for creating new Users
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3anonHnTb Groups for Roles, kak nokasaHo Ha pucyHke 5.

Group-Base

cn=groups,cn=accounts,dc=ald,dc=company,dc=1lan

Group-Attribute

cn

Group-Filter

(&(objectClass=1ipausergroup) (member=uid=%s,cn=users,cn=accounts,dc=ald,dc=company,dc=
lan))

Groups for Roles

LDAP Groups override role of v
existing users? If role determined by LDAP Group differs from existing WordPress User's role, use LDAP Group

Group-Base cn=groups,cn=accounts,dc=ald,dc=company,dc=lan
This is the base dn to lookup groups

If empty the base dn of the LDAP URI will be used

Group-Attribute cn

This is the attribute that defines the Group-ID that can be matched against the Groups defined further down

This field defaults to gidNumber

Group-Separator

This attribute defines the separator used for the Group-IDs listed in the Groups defined further down. This is useful if the value of Group-Attribute listed above
can contain a comma (for example, when using the memberof attribute)

This field defaults to , (comma)

Group-Filter {&(objectClass=ipausergroup)(member=uid=%s,cn=users,cn=accounts,dc=ald,dc=company,dc=lan))
Here you can add the filter for selecting groups for ther currentlly logged in user
The Filter should contain the string %s which will be replaced by the login-name of the currently logged in user

Alternatively the string %dn% will be replaced by the DN of the currently logged in user This can be helpfull if group-memberships are defined with DNs rather
than UIDs
This field defaults to (&(objectClass=posixGroup)(memberUid=%s))

PucyHok 5 — Mpumep koHgpuaypayuu pasdena Groups for Roles

B pasaene Role — group mapping ykasaTtb Ha3BaHwue rpynr, KoTopble 6blv cO34aHbl paHee B pasaesne
«CosgaHue rpynn WordPress».

Assign this WordPress-Role  to members of this/these LDAP-Groups

Administrator wp_admins
Editor wp_editors
Author wp_authors
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PucyHok 6 - [pumep koHguaypayuu pasdesna Role — group mapping

B 3aBepLUEHNN HY)XHO COXPaHUTb HacTpoiiku. Tenepb Npu Bxoge nonb3oBatesns B WordPress ¢ y4eTHbIMY
JaHHbIMU 13 KaTaniora ALD Pro 6yaeT co3gaH nosib30BaTesb, HAAEeNEHHbI COOTBETCTBYHOLLVMY NPaBamm Tol
rpynnbl, K KOTOPOI OH OTHOCMTCS. MOCMOTPETL CO3AaHHbIX NOMb30BaTesNeli MOXHO B pasgene Users naHenu

agMuHucTprpoBaHns WordPress.
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