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Solar webProxy — 370 kopnopaTtu1BHbIi MPOKCU-CEPBEP U CPEACTBO KOHTPO/IA BEG-40CTYNa,
npegHasHa4YeHHoe 418 ynpaBneHns MHTEPHET-TPadIMKOM Nosib30BaTesell B opraHm3aummn. PelleHune
obecneunBaeT ounbTPaLMo BEG-KOHTEHTA, KOHTPO/Ib A0CTYNA K MHTEPHET-PECypcaM, BEAEHUE XypHa/IOB
aKTMBHOCTMW 1 MPUMEHEHUE NONUTKK 6GE30NACHOCTM A/18 NOMb30BaTeNnein 1 rpynnm.

MHTerpauusa no3BonsieT: NCnonb30BaTth AOMEHHbIe yYeTHble 3anucu ALD Pro ana ayteHTudmkaumm
nonb3oBaTteneli npu gocTyne K MHTepHeT-pecypcam Yyepes Solar webProxy. LieHTpanusosaHHas nposepka
YUYeTHbIX fAaHHbIX 1 UCMONb30BaHNe AOMEHHbIX Pynn NO3BONSAOT NPUMEHATL MOSIMTUKN JOCTYNa 1
hunbTpaumm Bedb-Tpadinka Ha ocHoBe MHpopmauuy n3 katanora ALD Pro, ynpowas agMUHUCTpUpOBaHue 1
NOBbILLASA YPOBEHb MHPOPMALMOHHO 6e30MacHOCTH.

WHCcTpyKuua npegocTtaBneHa paspaéoTumkamm Solar webProxy.
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KOHTeHTHbIV aHanuns

CoBokynHocTb cepBepoB Solar webProxy, CoeAHEHHbIX Mexay cobon
ynpaensoLWUMmn CBA3SIMM

MexceTeBomn aKkpaH

Cuctema ynpasneHusi 6aszamum gaHHbIX

YOOoCTOBEPSOLNN LEHTP

OnekTpoHHas undposasi NnoanMch

Command Line Interface — nHTepdenc KomaHgHOM CTPOKM
Certificate Signing Request — 3anpoc Ha nognuck ceptudukaTa
Certificate Revocation List — cnncok oTo3BaHHbIX cepTudnkaTos
Domain controller — koHTponnep gomMmeHa

Destination Network Address Translation — ckpbiTue IP-agpeca HasHa-
YeHus 3anpoca nonb3oBartensa nytem npeobpasoBaHns agpeca Ha3Ha-
yeHus B |P-3aronoBke naketa

Frequently asked questions — «4acTo 3agaBaemblie BONPOCHI», CripaBka
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B MHTEPHETE
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agpec
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VRRP Virtual Router Redundancy Protocol — ceTeBow NpoToKon, NpegHasHa-
YEeHHbIN ANS yBeNUYeHUs 4OCTYNHOCTN MapLIpyTU3aToOpOB, BbIMOSHS0-
LLUMX POrib LLUMK03a NO YMOYaHNUIO

ZIP dopmaT apxmBauun pannos 1 cxaTus AaHHbIX 6e3 notepb
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NUcnonb3oBaHue cTunen

Wpndt 6e3 hopmaTupoBaHusi OcCHOBHOW TEKCT
MOHOLWUNPUHHBLIA WpudT MNonb3oBaTenbLCckuin BBOA
Pamka

lMporpamMMHbIN BbIBOA Ha 9KpaH

KypcueHbil wpughm HanmeHoBaHWs1 OKYMEHTOB

MNonyXnpHbIM NoaYepPKHYTLIN ddnoneToBbIn BHYTPEHHAS cebinka
wpundT

MonyXXupHbin WpudT HanmeHoBaHne aneMeHToB MHTepdenca
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MporpammHbIi kKOMMnekc Solar webProxy (ganee — Solar webProxy) npeactaensiet cobow
cuctemy aHanusa tpaduka, nepegasaemoro no npotokonam HTTP, HTTPS, FTP over HTTP,
SOCKSS5, 1 nHcnekumio naketoB Ha ypoBHe L7 (DPI), ¢ uenbto naeHtndukaumm cobbiTni, Ko-
TOpble MOryT CBUOETENbCTBOBATb O HApyLIEHUU NpaBun MHPOPMALMOHHOrO obmeHa. [Ons
3TOro BeCb Tpaduk gomkeH npoxoanTb Yepes Solar webProxy.

Solar webProxy koHTponupyeTt npoxogawun Tpadvk onsi NpeaoTBpalleHns 4ocTyna K 3anpe-
LLIEHHbIM pecypcam 1 yTe4kn BaxkHon nHpopmaummn. Solar webProxy obecneunBaet cneayoLwime
yHKUMOHasbHbIE BO3MOXHOCTH:

AHanua Tpaduka no pasnuyHeiM kputepuam. O6bLeKTOM aHanm3a ABAseTcs MHopMaLms,
nepegasaemas B 3anpocax u oteetax npotokonoB HTTP, HTTPS, FTP over HTTP un
SOCKSS5.

WHcnekunst nakeToB Ha yposHe L7 (DPI).

BbinonHeHue 3apaHee onpeaeneHHbIX AeNCTBUI Haa nepegaBaeMon nHdopmaumeit, cooT-
BETCTBYHOLLEN 3a4aHHbIM KpuTepuam. MNprmepamu OeincTBUi MOryT GbiTb GrOKMpoBKa A0-
CTyna, SIBHOE pa3peLleHne AoCTyna 1 paspeLleHne oCTyna nocne noaTeepXXaeHus norb-
3oBarenem.

ABTOMaTMN3MPOBAHHOE NMOMELLEHME B apXM1B AaHHbIX O NepeagaBaemoit UHopMaLmMm, oTee-
Yarollel 3alaHHbIM KpUTEPUSIM.

dopmmpoBaHMe OTYETOB O OEWNCTBUSX Norib3oBaTenen B ceTM MHTEpHET No pasfinyHbIM
KpUTEPUSIM, TAKNUM KaK afipec canTa, BpeMsa OCTaBKu MHopMaumm, 06bem 0OCTaBMSiEMOW
MHdopMaLmn.

MpepocTasnexHve agMmmHUcTpaTopam 6e3onacHoCTu, NpoLueLWwnM npoueaypy ayTeHTudm-
Kauum, BO3BMOXXHOCTU NPOCMOTpa MHpopmaLmm, cobpaHHON B NpoLecce MOHUTOPUHTA.

MpenocTtaBneHne agMUHUCTpaTopam 6e30nacHOCTK, NpoLleawnm Npoueaypy ayTeHTudun-
Kauumn, BO3MOXXHOCTM HAaCTPOMKM GOYHKLMI Be30MacHOCTMW.

KBanudukaumss cuctemHoro agmumHuctpartopa Solar webProxy gomkHa 6biTb 4OCTaTO4HOM
AN BbINONHEHMA 3agadv no obcnyxmBaHMo cucteMbl, obecneuynBatowmnx GecnepebonHoe
bYyHKUMOHMPOBaHNE BCEX €€ KOMMOHEHTOB.

K 3apgayam cuctemHoro agmmHuctpatopa Solar webProxy oTHocsTcs:
YCTaHOBKa M HaCcTpoWKa KOMMNOHEHTOB Solar webProxy;
MOHUTOPUHT PYHKLMOHNPOBAHUS MPOLIECCOB CUCTEMBI;

pearMpoBaHue Ha cnyxebHble yBe4OMEHUSI CUCTEMBI.
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CuctemMHbI agMuHucTpaTop Solar webProxy gormken:

® OpueHTMpoBaTbCA B 0COBeHHOCTAX paboThl Solar webProxy;

® noHumatb paboTy CeTeBbIX NPOTOKOSOB,;

e obnapaTtb 3HaHMAMU B obnactun 6esonacHoctn OC knacca UNIX.

B cBoewn pabote cucteMHble agMUHUCTpaTopbl Solar webProxy OomKHbI MCNONb30BaTh BHY-
TPEHHIOK AOKYMEHTaumMo 1 gokymeHTauuto no OC Linux.

1.4. MepeyeHb 3KcnnyaTaLlMOHHOM AOKYMEHTaUumn Anst O3HaKoOMJ1eHUs

CuctemHbIn agMmunHucTpaTop Solar webProxy gomkeH 03HaKOMUTLCS € 3KCnIyaTaumoOHHbIMU
AOKYMEHTaMMU:

e Pykosodcmeo o ycmaHoske U Hacmpolke (HaCTOALWNA JOKYMEHT).

o Pykosodcmeo admuHucmpamopa beszonacHocmu.
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2. HazHa4yeHue u Bo3moxHocTu Solar webProxy

2.1. HasHauyeHue Solar webProxy

Solar webProxy npegHasHadeH A8 3alWuTbl KOPNOPaTUBHBIX JTOKaNbHbIX BbIYUCIUTENbHbIX
ceTen OT PUCKOB, CBSA3aHHbIX C MCMNONb3oBaHWeM Beb-pecypcoB. 3awmta obecnevmnBaeTcs
KOMMIIEKCOM Mep, BKNtoYvasi ounbTpaumo COAepKMMOro MHPOPMaLMOHHOro 0OMeHa no npo-
Tokonam HTTP, HTTPS, FTP over HTTP, SOCKS5, nHcnekuuio naketoB Ha ypoBHe L7 (DPI),
aBTOPM3aUMO NOSb3oBaTeNen U NPOTOKONMPOBAHNE UX OENCTBUN.

2.2. CoctaB Solar webProxy

Solar webProxy nmeet mogyrnbHyo CTPYKTYpY Ha OCHOBE CEPBUCOB, KOTOpPbIE MOTyT paboTaTb
B pacnpeneneHHoM pexume n obecneymBatoT pelleHne KOHKPETHbIX 3aad (CM. HUXKe).

MpumeyaHue

BonbuwuHcmeo cepaucos npuHuMarom coeduHeHuUe Ha cemesom uHmepabetice 0.0.0.0.

Tabn. 2.1. CepBuchbl, ucnonb3yembie Solar webProxy

CepBuc Pewaemble 3agaum MopT

Cepsuc [Jocbe Obecne4ynBaeT XxpaHeHne 1 pennukauuio gaHHblx [Jocke: (2269

(abook-daemon
© nopgepxaHve ocHoBHon Bl agpecHomn kHurm (cosganne |ObecneumBaeT  BHYTPEHHIOO

1 obHOBMNEHne CXGMbI); KOMMYHUKaUUO Mexay y3rnamu

(Mpy HEOBXOANMOCTH MOPT MOX-
© CUHXPOHW3AUUs C BHEWHWMU WCTouHMKamKn (Activeno nameHuTb B HacTpoiikax cu-

Directory) no npotokonam LDAP (TCP/389), LDAPS |crembl)

(TCP/636).
AHTUBUpPYC Ynpasnset cepeucamu aHTmBmpyca. Obecnedmsaet npuem 1344
(antivirus) Tpadpmka no npotokony ICAP 1 ero npoBepKy no fokansHbIM
aHTMBMPYCHLIM Hasam. MpuHumMaeT 3anpocbl Ha Nouck

BMpycoB no npotokony ICAP ot
y3noB ¢ ponbto Punerp HTTP-
Tpadmka (Mpy HeobxogMMoCTH
NnopT MOXHO W3MEHUTb B Ha-
CTpOMiKax CUCTEMbI)

CepBUc xpaHeHus | XpaHWUT 3anpocbl Nonb3oBaTenen n 3BnekaeT AaHHble ans (8123
CTaTUCTUKM NOSIb30- |0TYETOB HA OCHOBE CHOPMMUPOBAHHBIX 3aMNPOCOB.

Barenemn MpuHMMaEeT gaHHbIe OT Y3roB C

(clickhouse) ponsmu @unetp HTTP-Tpadu-
ka u O6paTHbIA NpPOKcU-cep-
Bep

Cepsuc xpaHeHusi |CepBuc, KoTopbii obecrnevmBaer: 5434

OaHHbIx (database)
® XpaHeHue NonuTUK ANs NOACUCTEMbI (UMBTPALMK;

® XpaHeHue OaHHbIX NOACUCTEMbI MOHUTOPUHTA;
® XpaHeHue gaHHbIX [ockbe;

e ynpasneHue Solar webProxy.
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CepBuc

Cepswic 6anaHcpoB-

kv Tpadmka
(haproxy)

Pelwmaemblie 3apgaumn

ObecneunBaeT pacnpegeneHve Tpaduka Mexay y3namm B

COOTBETCTBUM C HacTporikamu Solar webProxy.

MopT
2344, 1010

MpuHUMaET 3anpockl OT Nornb30-
Batenen (npu HeobxoaMMocTu
NnopT MOXHO W3MEHUTb B Ha-
CTPOMKax cUCTeMbI)

CepBuC NepechbIsku

ObecneunBaeT nepecbinky IGMP-nakeToB 13 ogHom cetu

LUMpOKOBELLATENb- |B APYryto Yepes NpoKcu-cepaep.
HbIx IGMP-nakeToB

(igmpproxy)

Cepsuic BupTyanbHo- | O6ecneunBaer  0TKa3oycTomumBocTb  pabotbl  Solar|—

ro IP (keepalived)

webProxy, 06beanHAS HECKOMBKO Y3M0oB MoA4 OAHUM BUPTY-
anbHbIM IP-agpecom. [1ris aBTOMaTUYECKOro NepekntoveHnst
IP-agpeca ncnonb3yerca npotokon VRRP (Virtual Router
Redundancy Protocol).

CepBep NULEeH3npo-
BaHusA (license-
server)

[MpoBepseT coCTosHNE NULEH3NU, NTMLEH3NOHHBIX OrpaHn-
YeHWUW, a TaKke NpefocTaBnsaeT MHAPOPMaLMIO O NIULIEH3NN
OpYrum cepBrcamM CUCTEMBI.

3004

[NpHUMaeT coeguHeHns co BCeX
Y3510B Knactepa

CepBuc peTpaHcns-
LMK XKypHarbHbIX
AaHHbix (log-
streamer)

O6ecneunsaet B3aumogencrtaeme ¢ B[] ClickHouse (otnpaBka
W apxvMBauus 3anpocoB): cobupaer KypHanbHble danrnbl
cepBucoB HUNbTPaLMK, KOHBEPTUPYET UX U NEPEHOCUT B

Bl cepBuca XxpaHeHMA CTaTUCTMKM MoONb3oBaTeneun
ClickHouse.
HekoppekTHble  >XypHanbl 3anucbiBaloTca B hann

/data/spool/skvt/access_log/invalid_log_entries.

Cepsuc cbopa gaH-
HbIX 0 paboTocno-
COBHOCTM cUCTEMBI
(monitor-agent)

CepBMuc, KOTOPbIN BIMOMHAET cregyroLme yHKLWN:

npoBepka COCTOSIHUSA pasnuyHbiX pecypcoB Solar
webProxy;

3anycK n 0OCTaHOBKa HEKOTOPbIX CepBNCOB B 3aBUCUMO-
CTN OT COCTOAHUA NpOBepAeMbIX peCypCcoB.

10050

Mpu HeobxoaMMOCTM NOPT MOX-
HO U3MEHWTb B HaCTpoMKax cu-
cTeMmbl

Cepuc HTTP-un- |Cepeuc HTTP-uHTepdeinca k cucteme MOHUTOpPUHra Zabbix. |80

Tepderica (monitor- | O6ecneunBaeT paboTy MNonb30BaTENLCKOrO WHTEpPdENca

httpd) MOHWUTOPWHra.

Cepsuc BbinonHe- |CepBuc, KoTopbii 0becnevmBaer: 5555

HWS yaaneHHbIX KO-

MaHp, (monitor-ng) NpoBepKy 3adaBaeMblX NapamMeTpoB KOHd)I/H'ypaLI,VIM Ha
COOTBETCTBUE AManasoHam JOMNYCTUMbIX 3HAYEHUI;
BbINOJTHEHWNE YAANEHHbIX KOMaH;
nony4YeHmne XypHanoB CEpBUCOB.

Cepsuc aHanusa  |CepBuC, KOTOPbIN BLINOMHAET criegytoLwme MyHKLNK: 10051

paboTocnocobHOCTH
cuctemMbl (monitor-
server)

HakonneHne gaHHbIX OT cepBuUca c6opa;

coxpaHeHue MHhopPMaLUM O COCTOSIHUM PasfnYHbIX pe-
cypcoB Solar webProxy B B[;

oTnpaBKa yBEOOMIIEHWI O NPOBeAEeHNUN 3a4aHHbIX NPo-
BEPOK;

BbINOSNIHEHWE OENCTBUIA B COOTBETCTBUM C 3adaHHbLIMU
YCIOBUSIMMU.
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ayTeHTUdMKaLmm
(skvt-auth-server)

NOEHTUDUKALMOHHBIX AaHHbIX: 3anpalluMBaeT U KaLWnpyeT
MH(OPMaLMIO O [OMEHHbIX MOMb30BaTensiXx C MOMOLLbH
Basic-ayteHTndumkaumm anst uctodHmkos LDAP (TCP/993),
AD (TCP/995), IMAP (TCP/110), POP3 (TCP/143), RADIUS
(TCP/1812).

CepBuc Pewaemble 3agauun MopT
Cepsuc ynpaeneHusi | CepBuc-areHT, KoTopbli o6ecnevnBaeT: 5566
CeTeBbIMU UHTEp-
celicamu (network- HaCTpOWKy CETEBOM KOHMUrypauum y3rnoB B COOTBET-
config-agent) cTBUM C nonuTrkon Solar webProxy;

pacno3HaHue TeKyLlen CeTEBOV KOHMrypaLum y3snos;
OTNpaBKy MHPOPMaLUM O TeKyLLIEe CeTeBOr KOHdUrypa-
uuM y3noB Ha cepBuc skvt-play-server no npotokony
SSE.
Cepsuc uHcnekuun [Cepsuc cobrnpaet ceTeBon Tpaduk 1 aHanmaupyeT ero Ha (5566
nakeTos (ndpid) ypoBHe L4 (TCP/UDP) u L7 (npuknagHon ypoBeHb), nogaep-
XMBaeT Knaccndukaumio NpOTOKONOB 1 cbop MeTpuk, obpa-
GaTbiBaeT NOTokU Tpadmka 1 arpernpyeT AaHHbIE O HUX.
Cepsuc Basic- ObGecneunBaeT Bxog B CUCTEMy C npegoctasneHvem 2230

Skvt-auth-server oxungaet 3anpo-
Cbl Ha ayTeHTU(UKaLMIO OT y3-
noB unsTpaummn nivnv ynpasne-
HMSA (NpyM HeobXoAMMOCTM NopT
MOXXHO M3MEHWTb B HaCTPOMKax
CUCTEMBI)

CepBuC KaLLMpoBa-
Hus (skvt-cache)

CnyxuT Ans KIWMPOBaHWSA [aHHbIX, MNOfyYyaemblX OT
BHELLHUX BeD-CepBePOB, U BbINOMHSET crieqyowmne yHK-
umu:

KallnpoBaHune (BpemeHHoe JNoKalibHoe xpaHeHme)
CTpaHuu cetn MHTepHeT, 3anpalimBaemMbiX No NPOTOKOSY
HTTP;

BblAa4ya XpaHUMbIX CTPaHMUL, U3 K3Lla Mo 3anpocy Mosib-
3oBaTenen paboumx cTaHuui;

nepeHanpassieHne 3anpocoB Nofb3oBaTtenen pa60qu
CTaHuMn Ha pecypcCbl cetn WHTepHeT npwu OTCYTCTBUA
COOTBETCTBYHLLMX CTPAHUL, B K3LLeEe.

Ha paHHbIN MOMEHT kaLmpyeTcs Tonbko HTTP-Tpaduk.

2228

MpuHumaetr u obGpabatbiBaeT
HTTP/FTP/HTTPS-3anpocbl oT
nokaneHoro skvt-wizor (npu He-
06X0aAMMOCTU MOPT MOXHO N3Me-
HWUTb B HACTPOWKax CUCTEMbI)

CepBuc macLutabu-
PyeEMOro XpaHusu-
La AaHHbIX
Cassandra (skvt-
cassandra)

CYB[, koTopast XpaHUT CHETYMKM TpaduKka, NoATBEPXKOEHUS,
K3l MNPUBA3KM HeayTEHTUMULMPOBAHHOIO Tpaduka K
Nnonb30BaTeNsM 1 K3LU Nofib30BaTenewn, Nony4mMBLINX CTpa-
HULY 3arpy3ku ceptudmkarta Bckpbitua HTTPS.

CepBurC XpaHuUT:

naeHTUdmKaTopbl ayTEHTUMULMPOBAHHLIX NONb30oBaTe-
nem;

naeHTMdmKaTopbl Nonb3oBaTenen ¢ OLMOKON BCKPbITUS
HTTPS;

NOATBEPXAEHUSI OTKPbITUS CTPaHWL;
Lienoykn cepTndnKaTos;
CTaTUCTUKY Mo 06bemMy Tpaduka;

WH(OPMaLMIO O 3arpyXeHHbIX davinax.

7199, 7000, 9042

|_|pI/I Hann4ynm HECKOJTbKUX 3K3EeM-
nnapos B[l Cassandra oHn mo-
ryT obmeHnBaTbcA AaHHbIMW
Takke no nbomy nopty
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CepBuc

Cepsuc Kerberos-

ayTeHTudmKaumum
(skvt-kerberos-
server)

Pelwmaemblie 3apgaumn

CepBuc, HeobXxoaAMMbIV AN ayTeHTMdMKaLMK Nonb3oBare-

nen pabo4mx ctaHumn no npotokony Kerberos (TCP/2226).

MopT
2226

MpvHUMaeT 3anpockl OT Y3roB
dunbTpaumm (Npu Heobxogumo-
CTV MOPT MOXXHO U3MEHUTb B Ha-
CTPOMKax cUCTeMbI)

Cepauc NTLM-
ayTeHTUdmKaLmm
(skvt-ntim-server)

CepBuc, HeobXoANMbIN AN ayTEHTUdKKALMM Nonb3oBaTe-
nen pabounx ctaHumn no npotokony NTLM (TCP/2225).

2225

MpuHumaeT 3anpockl OT y3nos
duneTpaumm (Npy HeobxoauMo-
CTU NOPT MOXXHO N3MEHUTBL B Ha-
CTpOMiKax CUCTemsbl)

Be6-cepsep (skvt-
play-server)

CepBep ynpaBneHns BbINOMHAET crnegytowime yHKUnm:
(YHKLMOHNPOBaHWE NnHTepdenca ynpasneHus;
ayTeHTUdMKauns agMUHUCTPATOPOB;

KOHTPOINb OEVCTBUIN aAMUHNCTPATOPOB;
nepenava AaHHbIX U 3a4ay B Apyrie NoacucTemsl;
nony4yeHne gaHHbIX U3 ApYrx NOACUCTEM;

yCTaHoBneHne noasiIMHHOCTU U OEeNCTBUTENBHOCTM 3a-
rpy)KeHH0171 JINUEH3UN.

Takxke cepBep XypHanupyeT AEACTBUSI agMUHUCTPATOpOB
MO N3MEHEHMIO MONUTMK DUNLTPaLIMM U HACTPOEK KOHpUTY-
pauum.

8443

MpuHumaeT 3anpockl oT 6payse-
POB afMUHNCTPATOPOB

CepBuc yyeta Tpa-
duka (skvt-
trafdaemon)

CepBuc yyeTa Tpaduka, KOTOpbI 06ecneynBaeT HaKkonne-
HMEe N XpaHeHWe OaHHbIX O KOMMYecTBe Tpadumka Mexay
CepBUCOM UMbTPaLIMM U CEPBEPOM Ha3HaYeHMs.

CepBepoM HasHa4YeHUsi cYMTaeTcs y3ersl, C KOTOPbIM CBA3bI-
BaeTCs CepBUC UNBTPaLMM — 3TO MOXET ObITb Kak y3en
cet IHTEpHET, Tak 1 poaMTENbCKUIA MPOKCU-CEPBEP.

Ecnu cnctema yctaHoBneHa Ha eQUHCTBEHHOM y3ane, skvt-
trafdaemon ncnonbayertcs kak GubnunoTeka cepsuca unb-
Tpaummn 1 XpaHuT AaHHble 0 Tpaduke B davine.

Ecnn cuctema dyHKUMOHMPYET B knactepe, B CepBUC
dunbTpauuyM BCTpamBaeTCA KIMeHTckas YacTb  skvi-
trafdaemon, koTopas otnpaBnseT gaHHble Yyepe3 TCP-co-
eavHeHve. B atom cny4vae gaHHble 0 Tpadmke XpaHATCS B
B Cassandra cepBuca macluTabupyemoro xpaHunuiia
OaHHbIX U NepepatoTcd no npotokony TLS.

2299

CepBuc nHTerpaunm
C AOMeHOM (skvt-
winbind)

CepBuc, oOpraHu3yoLLniA B3aMMOLENCTBUE C KOHTPOMEPOM
nomeHa.

CnyxvT gns npegoctaBneHus goctyna cepsucam NSS
(Name-Service Switch) kK pa3anuMy4HbIM NPUNOXKEHNSIM YepPE3
PAM (Pluggable Authentication Modules — nogkntovaemble
MoZynu ayTeHTudmkaumm) n ntim_auth (ytunmuta NTLM-
ayTeHTudMKaumm), a Takke Kk Samba.

CepBuc unsrpa-
unm (skvt-wizor)

PeanVl3yeT NOJINTUKY ©6e3onacHOCTK Ans nosfib3oBaTtenemn u
Ha ee OCHOBE BbIMNMOJTHAET aHalnin3 AaHHbIX, NepenaBaeMbiX
B 000MX HanpaBneHusax.

CepBWC BbINOMHAET criegytoLme MyHKUNN:

CepBVIC NnpUHNMaeT coeanHeHnA
Ha cneayrowmnx noprtax (I'Ipl/l He-
obxoanmocTun NnopTbl MOXHO N3-
MEHUTb B HACTPOMKax CVICTeMbI)Z
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CepBuc

Pelmaembie 3agaumn

NpUMEHeHe NONUTUKK hunbTpaumm K 3anpocam nosb-
3oBarenen pabounx ctaHUuu K pecypcam cetn NHTep-
HET;

e ayTeHTudMKaLmMsa nonb3oBaTenen.
CepBuC ABNSETCA SAPOM NPOKCU-CepBEpa N HaxoauTcs Ha
nyTW NOTOKAa AaHHbIX MeXAy pabo4ymmm CTaHLUMAMU NONb30-
Batenen n cetbto NHTepHeT. OH MOXET DYHKLMOHNPOBATb
Ha Heckonbkux y3nax Solar webProxy.

MopT

2270 — nopT AnA NpUHATUSA
HTTP-3anpocos;

2278 — nopT Ans NpUHATUSA
Tpacuka oT moayns GanaH-
CVIPOBKMU;

2277 — nopT ANs NonyyYeHus
0TnagoyHon MHopmaLum o
mMogayne;

2281 (HTTP), 2282 (HTTPS)
— NopTbl ANs oTOGpaxeHUs
TaKuUX BHYTPEHHMX PECYPCOB
KaK CcTpaHuua noatBepxae-
HUS nepexogda, CTpaHWua
OTIIOXKEHHOW 3arpy3ku, cTpa-
HUUa ayTeHTUdMKaUmm,
cTpaHuLa NpOBEpKU CepTu-
dukaTa, cTpaHuLa MHCTPYK-
LMK MO YCTaHOBKe cepTudu-
KaTa;

2272 — nopT AnA NpUHATUSA
coobuweHnn B dopmare
ICAP;

2443 — nopT And NpUHATUSA
HTTPS-3anpocos;

2444 — nopt Ansa NpUHATUSA
HTTPS-3anpocos B npo3pay-
HOM pexume.

CepBuC pacnakoBku
1 KOHBEPTUPOBaHWS
OaHHbIX (smap-

CepBuC BINOMHSAET criegyrome QyHKUWN:

© U3BMeYeHue TeKCTa 1 BNOXEHN 13 BMHapHbIX hannos;

9998

MpyHMMaeT 3anpocekl ¢ hparmeH-

uun (url-checker-
next)

tikaserver) TaMum CoOGLLEeHNA OT  y3noB
© HOpManusauusi KOAMPOBKM TEKCTOB M3 HEU3BECTHbIX |cpunibTpaLmm (Mpy HeoBGXoaMMO-
NCTOYHWKOB. CTM MOPT MOXHO U3MEHUTb B Ha-
CTpOMiKax CUCTemsbl)
Cepsuc kaTeropusa- | BeinonHsiet npoeepky URL Ha cooTBeTcTBUe kaTeropusiM. |CepBuc NpUHNMaET CoeanHEHNSE

OnpeneneHne COOTBETCTBUIA MPOUCXOOMT COFNAacHO HaCcTPOii-
kam Solar webProxy.

Ha cneayrowmnx noptax (anl He-
obxoanmocTun NnopTbl MOXHO N3-
MEHUTb B HACTPOMKax CVICTeMbI)Z
°

9090 — nopt gRPC-cepBepa;

8090 — nopt REST-cepBepa

Tarke Solar webProxy ncnonb3yeT OONOMHUTENbHbIE NOPTLI, NPeACcTaBneHHble B Tabnuue

HUNXe.

Tabn. 2.2. [lononHUTenbHbIE NOPTbI, UCMONb3yeMble B paboTte Solar webProxy

HasHayeHue

Homep nopta

B3aumopencTteume punsTpa ¢ BHELUHUMU CepBUCaMU

TCP/25 (MoXHO n3meHuTb B|OTnpaBka noythbl

HacTporKax CUCTembl)

CepBuc oTnpaenseT:

POST-3anpochbl npaBun gunsTpaumm Ha 3a-

NMNCb aHHbIX B apXuB;

O SOLAR
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Homep nopta CepBuc Ha3HayeHue

e yBedoMneHWss o cpabaTbiBaHMM MpaBun
dunsTpauum;

¢ yBegomneHuda o npoGnemax cepBepa MOHU-

TOpWUHra

53 (UDP) DNS O6GecneunBaeT B3aumopevictene ¢ DNS-cepse-
pamu

22 SSH MpepocTtaBnser AocTyn AN MOAKIIOYEHUS Mo
SSH

80, 443 internet OpraHunayer [ocTyn K BHELIHUM

HTTP/HTTPS/FTP-cepBepam

[na ynpaeneHus cMcTemMon UcCnornb3yeTcsa rpadpuyeckuii nHtepdenc nonb3oBarens (ganee
- GUI).

2.3. Cxembl nogkntovyeHnsa Solar webProxy

[nsa Solar webProxy npegycMoTpeHO HECKOIBLKO CXEM MOAKMIOYEHUS K KOPMOPaTUBHOW CETU:

e Cuctema ycTaHaBnMBaeTCs B paspbiB MOTOKA C S8HbLIM yKa3aHUeM Hacmpoek Mpokcu y
rnonb3o8amerisi U KOHTPONUPYET BCe AaHHble, nepefaBaemMble Mexay norb3oBaTtensamu u
pecypcamu cetn NIHTepHeT. BoamoxHo nogkntodeHune Active Directory.

e Cuctema ycTaHaBnMBaeTCsl B pa3pbIB NOTOKA B MPpO3payHOM PexxUuMe N KOHTPONMpYeT Bce
[AaHHble, NnepefaBaemble Mexay nonb3oBaTensiMu n pecypcamu cetm MHTepHeT. BoamoxxHO

nogkntoyeHne Active Directory.
L\lnli“_J o

Mpunoxexua AyTeHTudUuKauma n O6paboTka NoNUTHUKK WHTepHeT
apTOpU3aLMA
1. MeceTeBbIM 3KpaHoOM: « [ononHUTENbHblE NPOBEPKM:
2. KoHTeHTHOI dunbTpauneis: MpoTokonoe nogkntovenuns (HTTP, HTTPS, FTP)

+ BCTPOEHHBLIM aHTUBMPYCHBIM MOAYNEM
P Py Ay MeTo4oB NOAKNHOUEHKA

« JTobbiMK BHELWHMMYU cucTemamu no ICAP
MopToB NOAKAOYEHMA

* WICTOYHMKOB COBANHEHMA:
3aro/IoBKOB CETEBbLIX NAKETOB
MNonvsosatens
. Kntoueebix cnos
Mpynny nonesosaTtenen

TUNOB NOAYYaeMbIX M OTNpaBAAeMbIX paiinos

|P-appecos
OnanasoHa IP-agpecos Pazmepa nonydaembix M OTNPABAAEMbIX AaHHbIX
HasHaueHuii coeguHeHNA: JIuMKTOB TpaduKa

OtaenbHbIX pecypcos PacnucaHm1a A4eMCTBUA NOSUTHKM

CMUCKOB M KaTeropuii pecypcos MPOTOKOMK! M MPUNOXEHNS

IP-agpecoe

3. UHcnekymel NakeToB Ha ypoBHe L7

Puc. 2.1. Cxema paboTbl npy NoaknOYeHMU B pa3pbIiB NOTOKa
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e Cuctema yctaHaBnmBaeTcs Ans paboTbl B 06paTHOM pexume, 4To No3BonseT nybnmkosatb
BHYTPEHHWE pecypCbl OpraHM3aunm Ha BHELLHUE UCTOYHUKK. HanprmMep, opraHu3auns MOXeT
npenocTaBUTb CBOUM COTPYAHUKAM JOCTYM K KOPNOpaTUBHOW NoYTe 3a npeaenamMmu opraHu-
3auuu. MNpwn atom Solar webProxy nposepsieT n 6nokupyeT dannsl ¢ KOHPUAEHUManbHOM
NMHopMaLmen Npu NonbITKe NX BbIFPY3nUTb.

Koump u P c 10
&  OSOLAR 0¥
W F ;
"’ Mapupyrvsarop webProxy Outlook Web App
Vaansimi EnEEos, opranmzaumm Vaen ¢ ponbto "OBpatHiii npokew”
/BaneHHbIA NoAb30BaTEND . Pecypc BHyTPY
Wisrephisr opraHmsaumm
ICAP
'.‘.;‘
‘, Dozor
L g
Bonee 2ny ii ananu3 neped pail.

Puc. 2.2. Cxema paboTbl Npy NOAKIIOYEHUN B OOpaTHOM pexume

O SOLAR 21



APM cuctemHoro agMuHmuctpatopa Solar webProxy AomkHO 6biTb 060pya0BaHO NepCOHaNbHbIM
komnbtoTepoM. Ocobbix TpeboBaHui K annapaTtHoMy obecneyeHuto HeT. PekomeHayroTcs
cnegytoluime XxapakTepucTkM NepcoHansHOro KoMmneotepa:

npoueccop P-1V ¢ TaktoBon YactoTon He MmeHee 2 [TLu;
00bem onepaTnBHOM NamMsiTM He MeHee 4 ['B;
obbeMm xecTkoro agucka He meHee 20 B.

B coctaB nporpammHoro obecneveHnss APM cuctemHoro agMmuHuctpatopa Solar webProxy
OOIMmKeH BxoauTb bpaysep. PekomeHayemble 6payaepsbl:

Mozilla Firefox,
Google Chrome.

MpumeyaHue

Bpaysepbl Ha 6aze Chromium nipu pabome ¢ meduadaHHbIMU HEKOPPEKMHO UCMOb3YHM MPOKCU-
cepsep. [nsa peweHus npobremsl:
B ¢patine /etc/sysctl.conf do6as-me cmpoky:
export CHROMIUM_FLAGS="$CHROMIUM_FLAGS --proxy-server=XXX.XXX. XXX XXX:XXXXX"
20e XXX XXX XXX XXX:XXXXX — IP-adpec Solar webProxy emecme ¢ nopmom.

lMepesanycmume 6pay3ep.

Pabota ¢ ynpaenstowmm nHtepgencom Solar webProxy Bo3amoxHa B Apyrmux 6paysepax, HO
B TaKOM criyyae norHoueHHasi pabotocnocobHocTb Solar webProxy He rapaHTupyetcs.

[na xoppekTHoM paboTbl Solar webProxy HacTosaTeENbHO PEKOMEHOYETCS pa3peLLnTb BbIMOI-
HeHune JavaScript u coxpaHeHune cookies (HacTporka No yMOS4aHuio).

BHumaHume!

Ecniu epyyHyto yeenu4ums pasmep wpughma e bpaysepe, dusaliH uHmepgetica Solar webProxy 6ydem
HapyweH, u uHmepgelc cmaHem HerpuaoOHbIM K UCMO0/1b308aHUI0.
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HaHHaga Bepcusa Solar webProxy dyHkunoHupyet nog ynpasneHnem OC Astra Linux Special
Edition Bepcuin 1.7.7 n 1.8.2 «CmoneHck».

Solar webProxy nogaepxmBaet paboTty Tonbko no npotokony IPv4. cnone3osanue MO, pa-
©oTatowlero no npotokony IPv6, moxeT npmBoguTb k owunbkam B pabote Solar webProxy. Pe-
KOMeHAOyeTCAa OTKNIYNTb ncnonb3oBaHue IPv6 cpenctesamu onepaumMoOHHON CUCTEMBI.

Kpome Toro, B npouecce pabotel Solar webProxy Heobxoamm chann ¢ permoHanbHbIMKU ycTa-
HoBkamu ru_RU.UTF8 gns koppekTHOro otobpaxeHusi nonb3oBaTenbckoro Beb-mHTepdenca
Solar webProxy.

dyHKUMoHnpoBaHue Solar webProxy 3aBucnt ot Hanuuna B OC onpegeneHHbIX nporpamMmm u
KOMMOHEHTOB. BONbLUMHCTBO N3 HUX ABMASIKOTCS CTaH4APTHBIMW AMHAMUYECKUMU BubnmoTekamm
OC. Habop HeobxoouMbIX KOMMNOHEHTOB 3aJaeTcsa B BUAE 3aBMCUMOCTEN B YCTAHOBOYHOM
nakete Solar webProxy.

B HacTtporikax OC gormkHbl ObITb OTKPbITHI CETEBbIE NOPThI, KOTOPbIE NCNOMB3YHTCA B paboTe
Solar webProxy. NepeyeHb nopToB ykasaH B Tabn.2.1.

Mo ymonuyanuio Solar webProxy anst OC Linux HacTpoeH Ha UCMNorb30BaHNE CrieQyoLNX J10-
TMYECKMX pasfernos aucka:

lopt — pa3gen, B KOTOPLIN NPON3BOANTCA YCTAaHOBKA KOMMNOHEHTOB Solar webProxy.

/data — pasgen ansa pasmelleHns HakannMBaeMblX gaHHbIX Solar webProxy.

AnnapaTHoe 1 nporpammHoe obecrnedyeHne cepeepa AOMKHO pacronaratbCsl BHYTPU 3allm-
LLleHHOro NepuMeTpa 6e30MacHOCTU AN UCKIHOYEHUS] HECAHKLMOHUPOBAHHOMO AOCTYNa.

Solar webProxy obecneunBaeT CTOMKOCTb Napornen ansa gocrtyna B cuctemy. lNpu cozgannm
nonb3oBaTenen cucTteMa NpoBepsaeT Ka4eCcTBO Naporien, KOTOpoe ONpeaensaeTcsa cneayowmumm
napameTpamu:

MuWHMManbHO paspeLleHHasn ArnvHa napornsi.
N3BecTHas 1 3a40KyMeHTUPOBaHHAs MakcMMarbHas anvHa napons.
KonuyecTBo pasnunyHbIX CMMBOSOB B Naporne:

3arnaBHble 6yKBbl NaTUHULbI;

CTPO4HbIE 6yKBbI JTaTUHULbI;
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Uncbpbl;
cnyxebHble cumBonbl: ~ ! @ #$ % A& * () +-=""_/\|".

Mpu cosgaHuKn napons cuctema paccynTbiBaeT ypoBeHb ero cnoxxHoct (ot 0 go 10). Cuctema
He MO3BONUT CO3AaTb Naposib, ECIM OH HE COOTBETCTBYET 3ajlaHHOMY B HAaCTPOMKaX YPOBHIO
CNOXHOCTU — Hanpumep, ecriv OH CoAepPXUT Bonee AByX CUMBOSOB NOAPSAA U3 04HOro Habopa.
Mo ymonyaHuio ypoBEHb CIIOXHOCTU napons AofmkeH ObiTb He MeHee 6. PacyeT ypoBHSA
CMNOXXHOCTM Naponsi BbIMOMHAETCA Ha OCHOBAHWM CrEAYOLLMX YCITOBUNA:

Ecnu anuna napons paBHa unv 6onblue MMHUMansHon, npubaensercs 1.
Ecnu anuHa naponsa makcumanbHasi, npubaensetcs 2.

Ecnun naponb cogepXxmnt cumBonbl n3 aByx Habopos, npubasnsietca 1.
Ecnun naponb cogepXuT cumBosbl U3 Tpex Habopos, Npubaensietcs 1.
Ecnv naponb cogepXnt cumMBonbl U3 YeTbipex Habopos, npubasnsetca 1.

Ecnn naporsib HE COOEPXUT bonee ABYyX CMMBOJ10B U3 OOHOIo Ha6opa noapsAa, an6aBr|9|eTc;|
1.

Ecnu naponb He cogepxnTt 6ornee ogHOro cMmeorsa 13 ogHoro Habopa nogpsia, npubaens-
erca 2.

Ecnu konnyectso pa3HbIX CUMBOJ10B OornbLle MMHMManNbHOW OJTMHbI napons, np|/|6aan:|eTC$|
1.

Ecnun naponb BbinonHsaeT ycnosust nyHkToB 1, 5, 7, 8, npnbaensaerca 1.
Ecnn cymma ycnosuin 6onblue 10, ypOBEHb CITIOXHOCTW Napons cumtaercs paBHbiM 10.

B HacTporkax no ymonyaHuioo MUHUManbHas AfAvHa napons paBHa 6, MakcumarnbHaa — 12,
MUHUMAIbHO AOMNYCTUMbIA YPOBEHb CIOXHOCTK naponsa — 6. Takum o6pa3om, ecnv ypoBeHb
CNOXHOCTM Napons MeHbLue 6, cuctema He NO3BONUT CO3aaThb €ro.

HacTpoikn no ymonyaHuio MOXHO U3MeHNUTb, OTpeaakTuposas B GUI cnegytolme napameTpbl
(pasgen Cucrtema > PaclwumpeHHble HacTpounku > UHTepdenc, cekunsa CepBep Be6-MHTEp-
denca):

MwuH. gnvHa napons;
Makc. anvHa napons;

YpoBeHb CrOXXHOCTU Napons.
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Cepsep Be6-uHTepdielica  skvt-play- conf

JKypHanupoBaTh AeACTBMA NoNb30BaTenei B syslog  audit-t

MepeHanpaenesve ¢ 443 nopta Ha 8443 nopt  https-redirect

SMTP-appec no4ToBoro cepsepa  smitp-host 10199.28.17

SMTP-NOpPT NONTOBOTO CEpBepa  smtp-port 143

MuH. iMMHa napons  password-minlen 1

Makc. pnMHa napons pa d-maxlen 12

VYpoBeHb CIOXHOCTA NAponA D rd-level 1

3ajlepxKa C nocnegHero 06palleHns K cepeepy nepep 3aBeplieHreM ceccun (€)  auth-inactive-timeout

Puc. 3.1. HacTponku cnoxHoctu napons

B cucteme peanusoBaHa 3awmTa oT B3floMa nytem nepebopa y4eTHbIX AaHHbIX (6pyTdopc).
Mocne 3agaHHOro KONMYECTBa HeyAaqHbIX MOMNbITOK BXOA4A Nepes Kaxkaon crneaytoLwer NonbITKon
BBOAMUTCS BPEMEHHAs 3a4epKKa, KOTopas YBENMYMBAETCS SKCMOHEHUManbHO nocne Kaxaomn
nocneayroLlen HeyaadHom NonbITKU Bxoda. HacTporku 3awmtbl MOXHO 3aaaTtb, UCNOMb3ys
cnegytowime napameTpbl KoHgurypaumm (pasgen Cucrtema > PaclimMpeHHble HaCTPOMKMU >
UHTepdeinic, cekuma CepBep Be6-uHTepcenca > NapameTpbl BXoaa B cuctemy):

Makc. Konn4yecTBO HeyAauyHbIX NOMNbITOK BXOAa B CUCTEMY A0 3a4ePXKKMU;
HayanbHoe 3HauYeHue 3agepXKu Ans Bxoga B cuctemy (c);

Makc. 3HaueHue 3agepXKKu ans Bxoaa B cuctemy (c).

“ [lapameTpbl BXO#a B cucteMmy  brute e-protection

MaKC. KONMYECTBO HEYAa4HLIX NONbITOK BXOA3 B CUCTEMY [0 33EPHKK

HavyanbHOE 3HaYEHKUE 3a[IEPKKK [INA BXOJ3 B CUCTEMY (C) inftial-delay

MaKc. 3HaYEHNE Ja[IEPHKH NA BXDJA B CUCTEMY (C) max-

Puc. 3.2. HacTponka napameTpoB BXxoAda B CUCTEMY

Mpu HenpaBuIbHOM BBOAE Naponsa BOCNONb3yNTeCh CEPBUCOM user-tool a5s ero nameHeHus
(cm. pasgen 10.2.3).
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4. YctaHoBKa u yaaneHue Solar webProxy
Mpoueaypa obHoBNeHnsa Solar webProxy onucaHa B JokymeHte OnucaHue pesnu3sa.

4.1. YctaHoBKka OC Astra 1.7.7, 1.8.2

Ona yctaHoskm OC Astra 1.7.7 nnu 1.8.2 3anyctuTe cepBep € UCMONb30BaHMEM YCTaHOBOYHOMO
ancka unum USB-HocuTens «Astra 1.7.7» unu «Astra 1.8.2» Bepcum 1 BbINOnNHUTE cneayowime
JENCTBUSA:

1. B OkHe NpuBETCTBUSI OCTaBLTE BbIOOP NapameTpOB NPOrpamMmmbl YCTAHOBKM MO YMOSTYaHUIO
(F'padhnueckan yctaHoBKa, Pycckun) n Haxxmute Enter.

- ,
ASTRA LINUX'|  Chcrenn AR

[pabu4ecKas yCcTaHoeKa

Puc. 4.1. OkHO npuBeTCTBUS

2. B okHe JluueH3aunsa Haxxmnte MpoaonknTb.
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l I OMEPALIMOHHASR
ASTRA LI CUCTEMA

NuueHsus

JMLEH3II0HHOE COMAWEHVIE M0 WCMONb30BAHVI OMEPALWAOHHOM CUCTEMD! CMELMANGHOMO HASHAYEHVA ASTRA LINUX
SPECIAL EDITION

BHUMAHWE! MpouTuTe BHUMaTenbHO HUKeusnokeHHoe JIIEH3WOHHOE COMNAWEHVE, npexpe ueM ycTaHaBNWBaTh, 3anyckaTs
MNK MHLIM 06pa3oM MCnonb30BaTe [POTPAMMHbIA MPOOYKT. Nkboe ucnonb3osaHie MPOTPAMMHOMO MPOAYKTA, B TOM YMcne
ero ycTaHoBka M 3anyck, 03Ha4yaeT cornacue ¢ yYCnoBWAMA NpuBeAgHHOro Huxe JILEH3WOHHOMO COrJIALEHVA.

HacTtoauee JueHsuoHHoe cornaweHue (COMJIAWEHVE) ABnfeTCA WPUAMUYECKUM COrfaweHneM Mexay JiueHsnaToMm
(pU3MYECKMM UK KPMANYECKUM NTALIOM, UMEHYeMbM B AanbHeiimem MOML30BATENEM) u JnueHsuapom (ObuecTBoM ¢
OrpaHu4eHHOA 0TBETCTBEHHOCTBI «PycBWTex-AcTpas, MMeHyemM B fanbHeduem MPABOOESATATENEM), koTopoe ABRAETCA
npagoobnagatenemM Onepaly A cMCTeMs crnewy HOro HasHauyeHUs «Astra Linux Special Edilion»(l'lPOl'PAml—blﬁ
MPOOYKT). Mpu 3aknioyeHun Mexpy MONb30BATENEM w NPABOOBNAQATENEM NIEH3WOHHOO [OrOBOPA, npepycMaTpuBauLero
nepefayy npasa ucnonb3oBaHus MPOFPAMMHOMO NPOAYKTA Ha ycnoBWAX NPOCTOR (HEWCKMWMWTENBHOM) NULEH3UM,
COTNAWEHVE » Bce ero NonoKeHWA ABNAETCA HeoTbemneMoid uacTel JIVLIEH3WOHHOMO [OOBOPA YcTaHasnueas,
3anyckan unu WHLM ofpazoM Wcnonbays MPOTPAMMHBIA MPOLYKT, MOMB30BATE/b TeM CaMuM COrNawaeTcs C NOMOKEHMAMA
HacToAuero COTMAUEHVRA. Ecnu MOMIb30BATEML He cornaced Ge30roBOpPOMHO NMPMHATE  MONOKEHMA HAcTOAWEro
COTNAWEHAA, MPABOOENAAATE/b oTkaswiBaeT eMmy B npaBe Ha nwboe ucnonesoeawne MPOTPAMMHOTO NPOOYKTA B aTom
cnyyae MOMb30BATE/ L He MMeeT npaea ycTaHaBNMBaThb, 3aMyCcKaTk, KONUPOBATh UMW WHbIM 06pasoM ucnone3oBaTh
MPOTPAMMHbIA NPOAYKT, a Takke Bnpase BepHyTs MNPOCPAMMHbIA MPOQYKT opraHusauuw, y koTopoid ero npuobpen, npu
YCNOBUM LENOCTHOCTH (OTCYTCTBUA MPU3HAKOB BCKPLITUA) TOBAPHOR yNaKoBKM.

1. OBIME NOJIOKEHVA

1.1. NPOMPAMMHBIA MPOAYKT 0XpaHAeTCA aBTOPCKUM np. , MEXAYHapo Q) corn 0 3aUTE MHTENNeKTyansHoi
coBCTBEHHOCTH W fedCTBYIUMM 3aKoHOfaTeNbCTBOM Poccuiickoil ®egepaunu. OTBETCTBEHHOCTL 3a HapyueHue npas
NPABOOB/NANATEMA Ha MPOrPAMMHbIA MPOOYKT HacTynaeT B COOTBETCTBUAM C JEMCTBYWWMM 3aKOHORATENbCTBOM
Poccuiickol Depepaumi.

0

CHUMOK 3KpaHa | Cnpagka ‘ MpofonkuTe

Puc. 4.2. OkHo JInueH3us

3. B okHe HacTpownka knaBmaTtypbl BbibepuTe yaobHbIN cnocob nepekntodeHms packnagku
BBOAA C KnaBumaTypbl U HaxxmuTe MpoaomKnTb.

= 3
RSTRA LNUX)  Srsteo™™

HacTpo#ka knaeuaTyps

BaM HyXHO yka3aTb cnocof MepeknWUeHUA KNABMATYPbl MEKYy HALMOHANLHOW packnafKod W CTaHPAPTHOW NaTWHCKOW
packnapmKoi.

Haubonee 3proHoMayHbM cnocobom cuuTawTcA npasan knasuwa Altunu Capslock (8 nocnegHeM crydae Qna nepekniyeHns
MeX[y 3arnaBHLIMA M CTpOuHbMM BykBamu ucnonesyetcs koMbuHauua Shift+Caps Lock). EWé ogHa nonynspHaa KoMBWHaLMA:
Alt+Shift, 3aMeTuM, uTo B 3TOM cnyyae koMbuHauua Alt+Shift noTepaeT cBoé npuBbiHOe peiicTBMe B Emacsmu ppyrux,
MCnone3ywuux ee, nporpaMMax.

He Ha BCex KNaBUaTypax ecTb NepeuncneHHsie Knasuun.
Cnocob nepeknuueHHs MeXZy HAUWOHANbHOW M NaTHHCKOW Packnagkoi:

>

npasbiii Alt (AltGr)

npasslii Control

npasbiii Shift

npagan Knaeuwa C NOTOTUNOM
KNaguwa C MeHw

Control+Shift

Control+Alt

Alt+Caps Lock

neesii Control+nessiii Shift

nesbif Alt

]

CHMMOK 3KpaHa | | Cnpaeka ‘ ‘ BepHyTeca | | Mpoponkuts

Puc. 4.3. Hactpoika knaBmaTtypbl

4. Ooxputech 3arpy3kum KOMNOHEHTOB NPOrpammbl yCTaHOBKU. B nosiBuBLuemcs okHe HacTponka
CeTU yKaXunTe KpaTKoe ceTeBoe UMs cepeepa (Hanpumep, webProxy-master1).
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e
ASTRA LINUX'| ot ommas

HacTpo#ika cetn
Beeante uMA 3Toro KOMNBKWTEpPa.

WMma KOMNbKTEpa --3T70 O0QHO CNOBO, KOTOpOE MREHTMOMHMPVET BaWy CHCTeMy B CeTWU. ECnu Bbl HE 3HaeTe KakuM A0NKHO

66T MMA Baweid CUACTEMLI, TO HOCDEeTyﬁTer C afjMUHUCTpaTopoM Bauwer ceTu. Ecnu Bbl ycTaHaenWeaeTe Bawy
coBCTBEHHYK AOMaWHKK CeTh, MOKeTe BhBpaTe Nwboe WMA.

s xomnsloTEpa:

[ webProxy-master1

CHuMoK 3KpaHa ‘ Cnpaeka ‘

‘ BepHyTeca | | MpomonanTs

Puc. 4.4. HacTtpoika cetun

5. B okHe HacTpoiika y4€THbIX 3anucen nonb3oBaTtenen u naponeu s none Mma y4yétHon
3anMcu agMUHUCTpaTopa YKaxute Npou3BofibHOE MM U Haxmute MpoaonkuTtb. He
cnegyeT ucnonb3oBaTb UMsA dozor, NOCKOmNbKY OHO 3ape3epBupoBaHo B Solar webProxy.

e
ASTRA LINUX'| ~ Sfiramontas

HacTpoiika yuéTHeix sanuceid nonssosaTteneid u naponei

BeilbepuTe MMA YUETHOA 3anMCK afMUHUCTPATOpPa. YUETHAA 3anuChk [ONMKHE HAUMHATBCA CO CTPOYHOM NaTHHCKOW Bykewl, 33
KﬂTnpDﬁ MOKET CnepoBaTh nwboe Konu4ecTBo CTPOMHBIX NaTUHCKUX ﬁyKB uwun LLM¢p,

WMA yuETHOI 3aNHCH 3ZMHHHCTPATOPE:

CHUMOK 3KpaHa ‘ Cnpaexa |

| BepHyTecA | | MpogorkuTs

Puc. 4.5. OkHo HacTpoiika y4éTHbIX 3anucen
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6. B nosiBuBleMcs OkHe 3apaiTe naporib A4S CO34aHHOM YYeTHOW 3anucu u NoaTBepavTe
ero. Haxmute MNMpoaomkuTb.

e
ASTRA LINUX'] ~ SnErauvionias

HacTpoiika y4yéTHbX 3anuceid nonbsopaTened M naponei

Xopouwnid napone npepcTaBnAeT w3 cebn cMeck ByKB, UM$p W 3HAKOB NpEenUHaHWA, i AONKEH NEPUOAUHECKH MEHATBCA.
BseguTe napons BIA HOBOTO aAMMUHMCTPaTOopa:

( J

[] NokassieaTe BBOAWMLIA Napons

I'Ipoaepn(a NpaBUNbHOCTH BBOAA OCYWeCTBNAGTCH I'IyTéM MOBTOPHOTO BBOJE Naponsd W CpaBHEHWA pe3ynbTaToB.
BsepuTe napons ewé pas:

[

[] MokaseiBaTe BBOAWMLIA Naponk

‘cuunox akpaka | | Cnpaeka BepHyTeca | | Mpogomwure

Puc. 4.6. Co3,anv|e naponsa gnsa y‘-IeTHOI;I 3anuMcun agMMHUCTpaTopa

7. B okHe HacTponka BpeMeHu 3agante Tpebyemblin HacoBo Nosic 1 HaxkmuTe NMpoaomKnTb.

.
ASTRA LINUX') ~ SppauvionHAs

HacTpoika BpeMeHM

ECNW HYKHOTO YacoBOro MOACE HET B CMMCKE, TO BEPHUTECH K Wary "Buifop A3bika'u BbBEpHUTE CTpaHy, B8 KoTopol
ucnonb3yeTcA TpebyeMsiii YacoBO NOAC (CTpaHy,B KOTOPOI Bbl KMBETE WNU CeAUac HaXOAUTECk).

BuoifiepuTe yacoBod nosc:

MockBa-01 - KanuHuHrpaa

Mockea+00 -

Mockea+01 - Camapa
Mockpa+02 - ExaTepunbypr
MockBa+03 - OMcKk
Mockea+04 - KpacHoApck
MockBa+05- UpkyTck
MockBa+08 - AkyTck
Mockea+07 - BnapueocTok
MockBa+08 - Marapax
Mockpa+09 - KaMuaTka

|cuunox akpaHa | | CnpaBka | BepHyTecA | | Mpopormute

8. B nosiuBLuemcs okHe Pa3amMmeTka AUCKOB BbiDepuTe MeToq pasmeTky BpyUuHyro u HaxXmuTe
MpoRoMmKUTb.
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BHumaHue!

lpu ebibope rbo2o dpy2020 Memoda pasmemku ece daHHble Ha ducke 6ydym rnomepsiHabl.

.
ASTRA LINUX'| ~ 2nEFAumonias

PaameTka puckos

MporpaMMa yCTaHOBKM MOXeT MPOBECTW Bac 4Yepe3 Npouecc pasMeTKM OUCKa (MPefnaras pasHble CTaHAAPTHbIE CXeMbl) Ha

paanenbl,nmﬁo 3T0 MOKHO CpEenaTb BPY4YHYH. Ecnn BblﬁpaTh WCNoNb30BaHWe MHCTPYMEHTa ynpaeneHWs paaMen(uﬁ,y Bac Bcé
paBHo ByneT BO3MOMHOCTbL MO3KE MOCMOTPETL M MOANPaBMTL pe3ynbTaT.

Ecni BeI6paTh WCNOMb30BAHWE WHCTPYMEHTA YNpaBNeHWA pasMeTKoll BCero AMCKa, TO fanee BAc MOMPOCAT YKa3aTh HYKHEI
AMCK.

MeTon pasMeTKu:

ABTO - MCNONb30BaTh BECb AMCK

ABTO -MCNONL30BaTh BECh UCK W HacTpouTe LVM

ABTO - MCMONB30BaTh BECh AUCK C 3aWMTHeM npeobpasosaHuem Ha LVM

BpyuHyw

CHUMOK 3KpaHa ‘ Cnpaeka ‘ ‘

BepHyTecA | | MpogonmuTe

Puc. 4.7. OkHo Pa3meTka guckoB

9. B nosiBuBLLUEMCSI OKHE BblGEpPUTE 0ONACTb ANA pa3MeTKkun, HanNpuMep, Kak NokasaHo HUXe.
HaxmuTe MpopgomknTb.
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OnepaunoHHas cuctema
cneuransHoro HasHa4eHua

Penuz «Cmonenck»

*.
ASTRALINUX"

special edition

PaaMeTKa AWCKOB

nepe,n BaM{ CNTMCOK HACTPOEHHbIX pas3fencs W WX ToYek MOHTHPOBaHWUA. Mepure paspen, yTobbl H3IMEHUTL €ro HEETPDWKM
(THn §anoBoH CHCTeMs, TOUKY MOHTHPOBaHMA M Tak janee), cBobopHoe MecTo, yTobb CO3[aTh HOBLM pasfen, Wwiu
YCTpoHCTBO, yToBs CO34aTh Ha HEM HOBYW Tabnuuyy pa3pgenocs.

ABToMaTuuyeckan pasMeTKa

HacTpouTe ToMa iSCSI

SCSI3 (0,0,0) (sda) - 322.1 GB VN e Virtual disk

OTMeHUTL W3MeHeHWA pa3fenocs
3aKOHYWTL pasMeTKy W 3anucaTb U3MEHEeHMA Ha AMCK

CHUMOK 3KpaHa | Cnpaska } ‘ Cnpaeka ‘ [ BepHyTeca | | MpoponauTe !J

Puc. 4.8. Bbi6op obnactu ansa pasmeTku

10. B nosiemBLIemcsi okHe ¢ 3anpocom Co3paTb HOBYHO NYCTYlO Tabnuuy paspenoB? Bbibe-
pute BapuaHT Aa. HaxmuTe MpoaomkuTb.

OnepaunoHHas cuctema
cneuransHoro HasHa4eHus

Penuz «Cmonenck»

*.
ASTRALINUX"

special edition

PasMeTKa AWCKOB

Bel Bhlﬁpaﬂ" pasMeTKy BCero Aucka. Ecnu Bbl ceifuac npofonk1Te, TO ﬁyp,eT co3faHa HoBas Taﬁnuua paspenoe KU Bce
CywecTByluMe paspensl BymyT YHUYTOKeHbL

I'Ipuneuauwe:npu KenaH1M Bbl CMOXETE OTMEHWTL 3TH W3MEHEHWUA.

Co3gaTs HoByw NycTyw Tabnuuy pasgencs Ha 3TOM ycTpoicTee?

O Het

CHuMoK 3kpaHa | | Cnpaska 1 [ BepHyTeca | MpogonauTL )

Puc. 4.9. Co3pgaHue Tabnuubl pasgenos

11. B nosiBUBLLEMCS1 OKHE BblAennTe CTPOKy, noMmeyeHHyto kak CBOBOOHOE MECTO, un Ha-
xmute MpoaonknTb.
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OnepaunoHHas cuctema
cneuransHoro HasHa4eHua

Penuz «Cmonenck»

:A§|;|;clal adlyulr.ljx

PasMeTKa AWCKOB

Mepen BaM CHCOK H3CTPOEHHLX DPa3fenoB W WX ToYek MOHTHpOBaHMA. BebepuTe pasfen, uTobbl H3MEHWTb €ro HacTPOHKM
(THn §ainoBod CHCTeMs, TOYKY MOHTMPOBaHMA M Tak janee), cBobopHoe MecTo, yTobb CO3[aTh HOBLM pasfen, Wwiu
yCTposcTBO, yTobsl CO343Th HA HEM HOBYW Tabnuuy pa3fencs.

ABTOMaTHUECKan pasMeTKa

HacTpoiika nporpammHoro RAID

HacTpofika MeHemkepa Noruyeckux ToMos (LVM)

HacTponTe 3auMTHoe npeobpasosaHne [IR TOMOB

HactponTe ToMa iSCSI

- SCSI3 (0,0,0) (sda) - 322.1 GB VMware Virtual disk

nepe/nor 3221 GB CBOBOHOE MECTO

OTMEHUTE W3MeHEHWA pas3fenocs
3aKOHYUTE PasMeTKy W 3anucaTb W3MEHEHWA Ha QUCK

CHuMOK 3kpaHa | | Cnpaska } ‘ Cnpaeka [ BepHyTeca | MpoRonkuTE I

Puc. 4.10. BbiGop npocTpaHCcTBa AnA co3aaHuA pa3gernoB

12. B nosiBuBLLEMCS OKHE C 3anpocomM YTo genaTb CO CBOOOAHLIM NPOCTPAaHCTBOM BbibepuTte
BapuaHT Co3aaTtb HOBbIN pa3sgen. Haxmute NMpoaonxuTb.

:A§|;|;clal adlyulr.ljx

PaaMeTKa AWCKOB

OnepaunoHHas cuctema
cneuransHoro HasHa4eHusa

Penuz «Cmonenck»

Uro pgenats co cBobofHbM nNpoCTpaHCTBOM:

Co3naTe HOBLIA paspe

ABTOMaTUUECKN pasMeTuTh cBofopHoe MecTo

Mokasate reomeTpuw gucka (CH/S)

CHUMOK 3KpaHa | Cnpaska ‘ [ cnpaska [ BepHyTeca | | Mpoponaute !J

Puc. 4.11. Bbibop BapuaHTa Ans co3gaHua pasgena

13. B nosiBmBLUEMCS OKHe 3aganTe pasmep aucka 1 GB. Haxmute MpoaomkuTs.
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OnepaunoHHas cuctema
cneuransHoro HasHa4eHua

Penuz «Cmonenck»

:A§|;|;clal adlyulr.ljx

PaaMeTKa AWCKOB

MakcuManeHbid pasMep QNR 3Toro pasfena paseH 3221 GB.

Ha 3ameTky: uToBbl 3afaTh MakCHManbHeli pasMep MOXHO BBECTW "Max”,a Takke MOKHO 3aflaBaTb NPOLEHTHOE 3Ha4YeHWe
(HanpuMep, "20%"), KOTOPOE CUMTAETCA OT MAKCUMANBHOTO pasMepa

Hosswi pasmep pasgena:

[1cq |

CHuMOK 3kpaHa | | Cnpaska } [ BepHyTeca | ﬂpap,nnnwrb!J

Puc. 4.12. 3agaHue pa3mepa pasgena

14. B nosismBLuemcsi okHe BblbepuTe Tun pasgena NMepBuuHbin. HaxmuTe MpogomknTb.

:A§|;|;clal adlyulr.ljx

PaaMeTKa AWCKOB

OnepaunoHHas cuctema
cneuransHoro HasHa4eHus

Penuz «Cmonenck»

Twn HoBOroO paspena:

MepBUUHbIA

Noruyeckuit

CHuMOK 3kpaHa | | Cnpaska 1 [ BepHyTeca | MpoRonKuTe

Puc. 4.13. Bbi6op TMna pasgena

15. B nosiBMBLUEMCS OKHE BbIGepuTe pacnonoxeHue pasgena Hauano. Haxwvnte MpogomkuTb.
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OnepauvonHas cuctema
CNeunansHoro HasHayeHus

Penuz «CMmoneHck»

*.
ASTRALINUX

special edition

PasmeTKka AMCKOB

BoifiepuTe, rie Bbl XOTWTE CO3[aThb HOBLIA Pasfen: B Hauane WO B KoHUe cBob0AHOr0 MpocTpaHcTBa
MeCTonONOXeHe HOBOFO pa3fgena:

KoHey

CHUMOK 3kpaHa | | Cnpaska } [ BepHyTecA | | MpomonmnTs j

Puc. 4.14. BbiGop mecTononoxeHus pasgena

16. [JBONHBIM LLIEMYKOM MbILLX OTKPONTE NapamMeTpbl CTPOKN ToYKka MOHTUPOBaHUS 1 B NOSBUB-
Lemcsi okHe BblbepuTe BapuaHT /boot. Y6eantech, 4to Ha cTpoke MeTka '3arpy3o4Hbin’
BblOpaHo 3Ha4eHne BkN. Haxmute Mpogomknte.

OnepauuoxHas cuctema
cneunansHoro HasHa4eHusa

Pennz «CmoneHck»

*
ASTRALINUX

special edition

PasmeTka AMCKOB

Bbl M3MeHAETe pasfen #1Ha ycTpoiicTee SCSI3 (0,0,0) (sda). Ha 3ToM pazfene He HaligeHo §ainoBeix CUCTEM.
HacTpoiiku pasgena:

Wcnonb3oBaTe Kak: XypHanupyeMan dainosan cucTema Extd

Toyka MOHTUPOBAHMUA /boot
MapaMeTpbl MOHTUPOBAHWA: defaults
MeTka: oTCYTCTRBYET

3apesepBupoBaHHbie Gnokin: 5%
0BbYHOE UCMONB30BAHNE: CTaHRapT

MeTka '3arpy3ouHblii BKN

¥panuTe paspen

HacTpoiika pa3spena 3akoHueHa

CHumok 3kpaHa | | Cnpaska ‘ ‘ Cnpagka [ I BepHyTeca | MpogonauTe )

Puc. 4.15. NapameTpbl MOHTUPOBaHUSA pa3gena

17. Belgenute cTpoky HacTponka pasaena 3akoH4yeHa 1 HaxmuTe MpoaomknTb.
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18. CosganTe HOBbIM pasgen, Boinonyme warn 11 n 12.

19. B nosiBuBLLIEMCS OKHe BblOOpa pasmMepa pasferna octaBbTe MakcMMaribHOe 3HayeHue no
ymonyanuio. Haxmute MpoaonmknuTb.

20. B nosiBuBLUEMCA OKHE BbiGepute TN pasgena Jlormvyeckuin. Haxxmute MpoaomknThb.

*.
| ASTRiﬁ\LJI[\IIUX

PasMeTKa AWCKOB

OnepaunoHHas cuctema
CMeunansHoro HasHayeHusa

Pennz «CMmoneHck»

e
AW b

A

e

Tun HoBOTrO pazjena:

MepBrUHbIA

TNoruyeckuit

| cHumok akpana Cnpaeka | BepHyTeca ﬂpop.onm‘rbﬂ

Puc. 4.16. Bbi6op Tuna pasgena

21. B nosiBMBLLEMCSA OKHE HaXXmMUTe CTPOKY Mcnonb3oBaThb Kak:, Bblbepunte BapuaHT cousmnye-
ckunn Tom ana LVM un Haxmute Mpoponmxuntb. Beigenute ctpoky Hactpomnka pasgena
3aKOH4YeHa N HaxmuTe MNMpoJoMKUTL.
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OnepaunoHHan cuctema
cneunansHOro HasHa4yeHus
Penua «Cmonexck»

*.
| ASTI?l.‘i\LJIE\IIUX "

PasMeTKa [UCKOB
MPHHUUN NPHMEHEHUA 3TOr0 pazgena:

XypHanupyeman paiinoBan cuctema Extd
KypHanupyeman paiinoeas cucTeMa Ext3
DainoBaf cucTeMa Ext2

KypHanupyeman paiinosan cuctema btris
KypHanupyeman paiinoeans cucTema JFS
KypHanupyeman paiinoeas cucTeMma XFS
®aiinosan cuctema FAT16

®ainosan cucTema FAT32

pasgen nogkadvku

tMSMLIECKMﬁ TOM N8 33WMTHOrO npenﬁpasusaumﬂ

pusnyeckuis ToM gna RAID

fusnueckuii ToM gna LVM

He WCNonbL30BaTk pasfen

CHuMok 3kpaHa | | Cnpaska 1 [ cnpaska [ BepHyTecA | r‘lpononumb!J

Puc. 4.17. Bbibop BapuaHTa UCcnosnb30BaHUA pa3gena

22. [1IBONHBIM LLLENTYKOM MbILLIM OTKPOWTE NapaMeTpbl CTPokn HacTponka meHegxepa normye-
ckux TomoB (LVM) 1 B nosiBuBLueMcS OKHe BblbepuTe [a. Haxmute NMpoaonkuTb.

OnepaunoHHas cuctema
CreunansHoro HasHa4eHwa

Penuz «Cmonenck»

A
ASTRALINUX

special edition

PaaMeTka puckoB

Mepeg Bami CNMCOK HACTPOEHHWX PA3FEN08 W WX TOYEK MOHTMPOBaHWA. BulbepuTe pasgen, 4uTobsl WIMEHHTL €ro HacTPOMKH
(TUn $aiinoBoil CHCTEMs, TOUKY MOHTHDOBaHWA W Tak Janee), cBobogHoe MecTo, uTobw CO34aTe HOBSW pazpen, unu
ycTpodcTao, yTo6s C038aTe Ha HEM HOBYR Tabnuuy pasgenos.

ABTOMAaTHUECKEA PasMeTKa

HacTpoiika nporpamMHoro RAID

OrUYecKux TO

HacTpouTe 3auwMTHOE I'IDED“DEEIOBEHMQ AnA ToMoB

HacTpouTte ToMa iSCSI

+ $SC8I3 (0,0,0) (sda) - 322.1 GB VMware Virtual disk
> #1  nepsuud. 9993MB B F ext4 /boot
> #5  noruvec. 321.1GB K vm

OTMEHUTE M3MEHEHHA pa3paenocs
3aKOHYUTL pasMeTKy W 3annucaTb USMEHEHMA Ha AWCK

CHUMOK 3KpaHa | Cnpaeka [ Cnpaeka | BepHyTkCA | MpoAoNKUTE EJ

Puc. 4.18. NMyHKT HacTpOMKU MeHeaKepa NorM4ecknx TOMoB

23. B nosiBuBLLEMCS OKHE BbiOepuTe BapnaHT Co3gaThb rpynny TomoB. HaxmuTte MpoaomkuThb.
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OnepauuoHHas cuctema
CNeunansHoro HaaHayeHus
Penuz «Cmonexck»

*.
ASTRALINUX

special edition

PasMeTKa AWCKOB
KpaTko 0 WMERWERcR KOHpUrypauuu LVM:

CeofiopHo pu3uueckux ToMos(PV): 1
Wcnonb3oBaHo duandeckux TomoB(PV): O
Fpynn ToMoB(VG): 0
Noruyeckux ToMoB(LV): 0

HacTposika LVM:

MokasaTe HacTpoiiky noppobHed
Co3AaTe rpynny Tomos

3aKOoHUMTE

[ BepHyTecA | r‘lpononnwrbkj

‘ ‘ Cnpaeka

CHUMOK 3KpaHa | Cnpaska

Puc. 4.19. Co3paHue rpynnbl TomoB ans LVM

24. B nosiBMBLLEMCSI OKHe 3aJanTe Ha3BaHue Ons rpynnsl TOMOB, Hanpumep, webproxy. Ha-

xmute MpoaomKnNTb.

A
| ASTFWLJIIT'?IUX'

PasMeTKa pUCKOB

OnepaunoHHas cuctema
CNeunansHoro HasHa4eHus

Penuz «Cmonexck»

Beepute Ha3BeaHWe, KOTOpoe Bel XOTUTE faTk HoBO rpynne TOMOB.

HasgaHwe rpynnsl TOMOS:

CHAMOK 3KpaHa N Cnpaska

Puc. 4.20. BBoa meHu rpynrbl TOMOB

25. B nosiBmBLLUEMCS OKHE BblbepuTe pasaen, co3aaHHbin Ha ware 18. Haxvute MpoaonkuThb.
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OnepaunoHHas cucTema
CMeLMansHoOro HagHa4eHusa

Penuz «Cmonenck»

o+
| ASTH:#I\LJFI}IUX'

PasMeTka AuCKOB

Bulfepute yCTPOWCTBA ANS HOBOW FPynnbl TOMOB.

Bl MokeTe BeifpaTk OAHO WNK HECKONLKO yCTPoHCTE.
YcTpoiicTea pnA HOBOW rpynnsl ToMoB:

[] /dev/sdal (999MB, extd)

dev/sda5 (321120MB)

| CHuMok 3kpaHa | Cnpaska | Bepuyteca || Mpopommute [

Puc. 4.21. Bbi6op ycTponcTBa Ansi pa3MmeLleHusa rpynnbl TOMOB
26. B nosiBuBLLEMCSA OKHE BblGepuTe BapmaHT Co3aaTtb nornyeckum Tom, Haxxmute Mpogon-
XUTb N YKaXUTE rpynny TOMOB, CO34aHHy0 Ha ware 23. Haxmunte MpoaonkuThb.

27. B nosiBUBLLIEMCS OKHE NS HOBOrO SIOrnM4eckoro Toma 3agante ums root. Haxxmute MNMpogon-

XKWTb.

o OnepaunoHHas cucTema
e » " CMeUManLHOM HA3HAYeHNA
. Penuz «CmoneHck»

*
| ASTF%II-'I\I:LI}IUX'

PasMeTka auckos

BeeguTe Ha3BaHWe, KOTOpoe Bbl XOTHTE [JaTbe HOBOMY NOTHYECKOMY TOMY

Ha3paHue NOrHYecKkoro ToMa:

[rooﬂ

| BepHyTbCA | MpofonsnTe I

f
CHUMOK 3KpaHa Cnpaexa

Puc. 4.22. 3agaHne uMeHM nornyeckoro Toma root
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28. B cnepgytoLiem okHe Anst HOBOrO JIormyeckoro Toma 3agante pasmep 25G. Haxmute Mpo-
OOMKUTb.

OnepaunoxHas cuctema
AST AL NUX CMeunansHoro HasHa4yeHns
special edition Penna «Cmonenck»
PasMeTka AMCKOB
BeefquTe pasMep HOBOr0 NOTMUEcKOro Toma. Pasmep moweT ObiTh ykasaH B cnegywwux ¢opmatax: 10K (kunobaiiTsi), 10M
(MerabaiTel), 10G (rurabaiTel), 10T (Tepabaiite). Mo yMonuaHWio MCNONB3YKTCA MerabaiTel
PasMep NOrudeckoro ToMa:
[2sal
CHUMOK 3KpaHa CnpaBka BepHyThCA I MpoponkuTe &'

Puc. 4.23. BoigeneHue pa3mepa Ansa nornyeckoro toma root

29. Co3pganTe TOM C Ha3BaHMeM var u Bbigenute anst Hero 50 B, BbINONHAA AENCTBUS LLIAroB
26, 27 n 28.

30. CospanTe Toma, BbINOMNHAA AecTBUS waroB 26, 27 n 28, B 3aBUCUMOCTU OT Ha3HA4YeHUS
y3na:

e [lpun yctaHoBKe Ha master-y3en — cosgante ToMma data v opt. [Ina Toma data Buigenute
ANCKOBOE NPOCTPAHCTBO B COOTBETCTBMU C TpeboBaHMsAMMU K pa3mepy xpaHunuuwa. Pe-
KomeHayeTca BblaenuTb He MeHee 100 'b gmMckoBoro npocTpaHcTBea.

BHumaHue!

KpaliHe xxenamernbHO, Ymobbl 06beMm npocmpaHcmea, 8bidesieHHo20 0511 moma opt, cocrmaerisisn
He meHee 130 'b. dmom mom 8 rnpouecce akcriyamayuu Solar webProxy akmueHO HarlosHsI-
emcs 0aHHbIMU, U UcYepriaHue ce0b00HO20 Mecma Ha HeM rpusedem K agapuUtiHOU 0CmMaHOoB8Ke
Solar webProxy.

o [1pun yctaHoBKe Ha slave-y3en — cosganTte Toma opt n data. [ina Toma opt Bbigenute He
meHee 130 I'b anckoBoro NnpocTpaHcTBa, a Ansa Toma data — Bce octaBLueecsd ANCKOBOE

MPOCTPAHCTBO.

31. B nosiBuBLLEMCS OkHe HacTponka LVM BbibepuTe BapmaHT 3akoHunTb. Haxxmute Mpoaon-
XKUTb.
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* -
l ASTRALINUX
special edition

PaaMeTka gWcKoB

ycTpolicTBo, uT0bE CO34aTb Ha HEM HOBYW TabmuUy pa3fenocs.

OnepaunoHHas cuctema
CMeLMansHoro HaaHaveHus

Penua «CmoneHck»

llepeq Bam4 CNMCOK HACTPOEHHLIX PA3NENOB M MX TOUEK MOHTMPOBaHWA. BubepuTe pasgen, yTobs M3MEHHTL €ro HacTpoiKu
(Tun $aiinoBod CHCTeMs), TOUKYy MOHTHPOBaHMA M Tax jAanee), cBobogHoe MecTo, YTobw Co3faTb HOBbE paspgen, wim

< LVM VG dozor, LV data - 100.0 GB Linux device-mapper (linear)

> # 100.0 GB

< LVM VG dozor, LV opt- 136.1 GB Linux device-mapper (linear)
> #1 136.1 GB

< LVMVG dozor, LV root - 25.0 GB Linux device-mapper (linear)
> #1 250 GB

< LVM VG dozor, LV var - 50.0 GB Linux device-mapper (linear)
> #1 50.0 GB

¥ SCs8I3 (0,0,0) (sda) - 322.1 GB VMware Virtual disk
> #1 nepBuYH. 9993MB B F extd /boot
> #5  noruvec. 321.1GB K Ivm

OTMEHUTEL W3MEHEHUA paspenos

3aKOHYNTE pasMeTKy W 3anMcaTbe M3MEHEeHWA Ha [WCK

[)

3

[ CHUMOK 3KpaHa ‘ [ Cnpasxa | I Cnpaeka ‘ { BepHyTbesn

I MpofonsnTe %I

Puc. 4.24. Pa3meTka AMCKOB Ansi master-ysana

MpumeyaHue

Ha master-ysne pasamep moma opt MOXHO ymeHbwums 8o 50 b.

A -
| ASTRALINUX
special edition

PasMeTka Auckos

yCTpoiicT80, uT06K CO34aTh Ha HEM HOBYW Tabnuuy pa3penocs.

OnepaunoHHan cucTema
CNeUUansHoro HagHa4eHus

Penuz «Cmonexck»

Mepen Bamu CAMCOK HACTPOSHHLX PA3AEN0B M MX TOYEK MOHTHPOBaHMA. BufepuTe paspen, yTobsl HIMEHMTE €r0 HACTPOIKM
(Tun $aiinoBoi CHCTeMsl, TOUKY MOHTHPOBaHMA M TaKk panee), ceobogHoe MecTo, uTobb CO38aTe HOBM pasfen, unu

e S e

< LVM VG dozor, LV data - 116.1 GELinux device-mapper (linear)
> #1 116.1GB
= LVM VG dozor, LV opt - 130.0 GB Linux device-mapper (linear)

> #1 130.0 GB
= LVM VG dozor, LV root - 25.0 GBLinux device-mapper (linear)
> #1 250 GB

= LVM VG dozor, LV var - 50.0 GB Linux device-mapper (linear)
> #1 50.0 GB

= SCSI3(0,0,0) (sda) - 322.1 GB VMware Virtual disk
> #1 nepBHuH. 9993MB B F extd /boot
> #5  noruuec. 321.1GB K Ivm

OTMEHUTE M3MEHEHWA paspenos

3aKOHUUTE pasMeTKy W 3anMcaTe U3MEHEHWA Ha [JUCK

[)

CHUMOK 3KpaHa } ( Cnpaeka | I Cnpaeka I [ BepHyTbCA

I MpoAonknTe [:!

Puc. 4.25. PaameTka auckoB ans slave-y3ana
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32. 3aganTe TOYKM MOHTMPOBAHUA U hanroBble CUCTEMbI A1 CO34aHHbIX TOMOB. Hanpumep,
Ang Toma root BblgenuTe CTPOKY:

> #1 25.0 GB

Haxxmute MpoaomkuTb (M BeINONMHUTE ABOMHOM LLEMNYOK Ha 3TON CTpokKe). B nosiBuBLLEMCA
OKHe ABOWHbIM LLEMYKOM MbILLM OTKPONTE NapameTpbl CTPokn Mcnonb3oBaTh Kak: He uc-
nonb3oBaTb. B nosisuBwemcs okHe BbibepuTe cTpoky XXypHanupyemas cannoBas cu-
ctema Ext4 n Haxxmute MNMpoaonxutb. B okHe HACTpoek ToMa OTKPOWTE NapaMeTpbl CTPOKK
Touyka MOHTUpPOBaHUA 1 BbiIbepuTe TOUKY MOHTUPOBaHWs / -- KOpHeBas tpannoBasi cucre-

Ma. B okHe HacTpoek Toma BbINOMHUTE ABOWHOM LLENYOK No cTpoke HacTpowka pasgena
3aKOH4eHa.

)
ASTETJ?\LJ.[\'IUX

PasMeTka AMCKOB

OnepaunoHHan cuctema
CNeunansHoro HagHa4eHus

Penuz «Cmonenck»

Bbl M3MeHAeTe pa3pen #1Ha ycTpoicTee LVM VG dozor, LV root Ha 3ToM paspene He HaipeHo $aiinoseix CUCTEM.
HacTpoiiki pazpena:

Wcnone3oBaTe Kak He ucnonk3oeaTk

CTMPEHME A3HHBIX Ha 3TOM pazpene

Hactpoima paspena 3akoH4YeHa

CHUMOK 3KpaHa Cnpaeka [ Cnpaska | BepHyThbCA MpofonknTE I}Y‘

Puc. 4.26. HacTtpowku Toma root
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OnepaunoHHas cucTema
CMeLMansHoOro HagHa4eHusa

Penuz «Cmonenck»

ASTR AL NUX

special edition

PasMeTka jgWckoB

MHLHN 3T0ro pasg
P P

X pHanu

KypHanupyeman §aiinosas cucTema Ext3
Gaiinosan cucTema Ext2

KypHanupyeMan palinosan cucTema birts
KypHanupyeMan paiinosan cuctema JFS
KypHanupyeman daiinosas cuctema XFS
taiinosan cuctema FAT16

GaiinoBan cucTeMa FAT32

pasfen nopkadku

$m3udeckuii ToM ONA 3auMTHoro npeofpazoBaHun
He Wcnonb30BaTe pasfen

| chumok 3akpaHa | Cnpaeka I Cnpaeka ‘ [ BepHyThCH | MNpoponsnTe D!

Puc. 4.27. Bbibop ¢pannoBon cuctemMsbl

OnepaunoHHan cucTema
CNeuransHoro HazHa4yeHusa

o
. Pennz «Cmonexck»

AST AL NUX

eclal edition

PaameTKa AMCKOB

Touka MOHTHDOBaHMA 3TOrc paspena:

/boot - cTaTUyeckue haiinsl CHCTEMHOrO 3arpy3unka

/home - poMawHue kaTanorn nonb3osatenei

Amp - BpeMeHHble daiine

/USF - CTAaTUYHBIE [aHHbIe

Nar - U3MEHAEMBIE IaHHbIE

ISV - faHHbIe CNyKB, NpeocTaBNAEMLX CACTEMOI

/opt - BONONHUTENBHbIE MaKeTbl NPOrpaMMHOro oBecnedyeHun
fusr/local - noKaneHele KaTanoru

BeecTU BpyuHyw

He MoHTWpoBaTk 3TOT paspen

| CHumok 3KpaHa | Cnpaeka [ BepHyTbecA | MpofonkuTL »

Puc. 4.28. BbI60Op TOYKM MOHTUPOBaHUA

(O SOLAR
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OnepaunoHHas cuctema
CMeLMansHoro HaaHaveHus

Penua «CmoneHck»

*
(ASTRALNUX

PasMeTka auckos

Bbl w3MenAeTe pazpen #1Ha ycTpoiicTee LVM VG dozor, LV root Ha 3ToM pa3pene He HaiaeHo §aiinoBbx cHCTEM.
HacTpoiiku pazpgena:

Wcnonb3oBaTh kak: KypHanupyeMan §aiinoeas cucTema Extd

Touka MOHTHPOBAHUA:

MNapaMeTpbl MOHTUPOBAHUA: defaults
MeTka: oTCyTCTBYET
3apeszepeuposauHele bnoku: 5%

OBbIYHOE WCNONL30BAHKME: CTaHpapT

C'rupauue AaHHBIX Ha 3TOM pa3fiene

H'a‘fT[ZH)\:\F a paspena 3aKoH4eHa

| Chumok 3KpaHa Cnpasxa [ Cnpaska | BepHyTbeR MpofonsnTe B

Puc. 4.29. 3anonHeHHble HAaCTPOMKM Toma root
33. BoinonHute genctens npeabigyliero wara, 3agasas criegytowmne To4Kn MOHTMPOBaHUSA U
hannoBble CUCTEMBI:
e var - /var, ext4
o data —/data, ext4 nu6o xfs (cM. npumevaHue)
o opt —/opt, ext4

MpumeyaHue

Beibepume 3HadeHue extd unu xfs e 3asucumocmu om 3adad.

Mpn BbIGOpe ToOYek MOHTMpOBaHWs Ans Toma data crnegyeT BblOMpaTb NyHKT BBecTu
BPYUHYIO.
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OnepaunoHHas cuctema
CNeunansHoro HasHa4eHus

Penuz «Cmonexck»

ASTR AL NUX

special edition

PasMeTKa AucKoB

Mepeg samu CAMCOK HACTPOSHHLX PA3AEN0B M MX TOYEK MOHTHPOBaHMA. BufepuTe paspen, yTobs HIMEHMTE €r0 HACTPOSKM
(Tun $aiinoBoi cHCTeMsl, TOUKY MOHTHPOBaHMA M Taxk panee), ceobogHoe MecTo, uTolb CO38aTL HOBLW pasgen, unu
ycTpoicTao, yTobs €03gaTh Ha HEM HOBYW Tabnuuy paspgenos.

< LVM VG dozor, LV data - 116.1 GB Linux device-mapper (linear) (~]
> #1 1161 GB T extd /data
= LVM VG dozor, LV opt - 136.1 GB Linux device-mapper (linear)
> #1 136.1GB 1 extd lopt
= LVM VG dozor, LV root - 25.0 GB Linux device-mapper (linear) L]
> #1 25.0 GB t extd /
= LVM VG dozor, LV var-50.0 GB Linux device-mapper (linear)
> #1 50.0 GB t extd var
= SCSI3(0,0,0) (sda) - 322.1 GB VMware Virtual disk
> #1  nepeuyH. 9993MB B F  exid4 /boot
> #5  noruvec. 321.1GB K Ivm

OTMEHUTE W3MEHEHMUA pazpenose

3an1caTh W3MEHEHMA Ha [AWCK S

| Crumok 3KpaHa | Cnpaska I Cnpaska I [ BepHyTbCA | MpojonsnTe D

Puc. 4.30. 3anonHeHHble HAaCTPOMKU TOMOB AnNA master-y3na

OnepaunoHHas cucTema
CMELMANLHOMD HAZHAYEH NS

Penunz «Cmonexck»

ASTR AL NUX

special edition

PaaMeTka AWCKOB

llepen Bamu CNMCOK HACTPOEHHLIX PA3AEN08 W HX TOYEK MOHTHPOSaHMA. BubepuTe paspen, uTobbl H3MEHMTL €70 HACTPOIKM
(THn $aiinoBoK CHCTeMsi, TOUKY MOHTHDOBaHWA M Tak panee), cBobogHoe MecTo, yTobw cO3faTe HOBLM pasgen, unu
ycTposicTao, yTobs €03[4aTL Ha HEM HoByl Tabnuuy pasgenocs.

Rl b il

< LVMVG dozor, LV data - 116.1 GB Linux device-mapper (linear)
> #1 116.1 GB f ext4 /data

= LVM VG dozor, LV opt - 130.0 GB Linux device-mapper (linear) W
> #1 130.0GB f ext4 /opt

= LVM VG dozor, LV root - 25.0 GB Linux device-mapper (linear)
> #1 250 GB f ext4 /

= LVM VG dozor, LV var - 50.0 GB Linux device-mapper (linear)

> #1 50.0 GB f oext4 var
= SCSI3(0,0,0) (sda) - 322.1 GB VMware Virtual disk

> #1 nepeuuH 9993MB B F ext4 /boot

> #5  norudec 321.1GB K vm

OTMEHUTL W3MEHEHUA paspenocs

| CHumok 3KpaHa | Cnpaeka [ Cnpaska } I BepHyTbCA | I'Ipou.oanb%J

Puc. 4.31. 3anonHeHHblIe HAaCTPOMKN TOMOB ANA slave-y3na

. BblbepuTe CTpoKy 3aKOHYUTb pa3MeTKy M 3anucaTb U3MEHEHUA Ha OUCK U HaXMUTEe
MpoRomxuTb.

35. B nosiBuBLuemcs okHe Byget otobpaxeHo npeaynpexaeHve ob oTCyTCTBMM pas3aenos Ans
npocTpaHcTBa nogkaykn. Crniegyet Bbibpatb HeT 1 HaxaTtb MpoaomknThb.

O SOLAR 44



B
ASTRA LINUX) ~ 2neraumonnan

PasmeTka puckos

Bl He ykasanu HW OfHOTO pa3fena ANA NPOCTPAHCTBA NOAKAYKW. PekoMeHAYeTCA MCMONb30BaTh NPOCTPAHCTBO MOAKAYKM,
TaK KaK CHCTEMa CMOKET fydWe WCNONL30BaTk MMEWWLYKWCR (U3MYEcKyl NaMATe, W cucTema bydeT paboTaTe nyywe npu

HexBaTke U3MYECKOl NaMATW. ¥ Bac MOryT BO3HWMKHYTL npobrnemel © yCTaHOBKOMW, €C/IM §U3MYECKOW NaMATH OKameTcA
HeoCTaTOuHO.

Ecnu Bbl He aepHéTeca B MEHW pasMeTKW W He yKakuTe pasfpen NOAKaykW, To yCTaHOBKa NPOJONKMTCA fes
npocTpaHCTBa NoAKauyku

XOTHTE BEPHYTLCA B MEHK PA3METKH?

‘ CHMMOK 3KpaHa | | Cnpaska

‘ BepHyTecA | | MpopomwuTte

Puc. 4.32. NMpepynpexaeHne o6 OTCYyTCTBUM pa3aesioB AN NPOCTPAHCTBA NOAKAYKU

36. B nosiBMBLLEMCA OKHE ByaeT oTobpaxeHa nHdopmMaunsa o pasmeTke gUckoB. Ybeantecs,
4YTO 9Ta UHopMmaLMs BepHa, BoibepuTe [la n HaxmuTe MpoaomkuTb.

e 3
ASTRA LINUX'|  gpermitOrHAs

PasMeTKa AMCKOB

Ecnu Bbl MPOAONKUTE, TO W3MEHEHWRA, NEPEUYUCEHHbIE HIKE, BYAYT 3anucaHbl Ha AMCKW. N Ke Bbl MOKETE CENaTh BCe
M3MEHEHUA BPYUHyK

BHWMAHWE: 3Ta onepauuA YHWUTOKMT BCE [aHHBIE Ha y[anAeMbix pasfenax,a TakKe Ha Tex pasfenax,Ha KOTOpeIX MOMKHa
6biTe CO3faHa HOBaA §aiinoBaR cCHCTEMa.

Ha 3Ttux yCTpOﬁCTBBX N3MEHEHBI Taﬁl’lMleI pazpenoe:
SCSI3 (0,0,0) (sda)

Cnepywume paspens 6yayT oTgopMaTUPOBaHLL
LVM VG astra-vg, LV root kak ext4
LVM VG astra-vg, LV var kak ext4
pazpen #1Ha ycTpoiAicTee SCSI3(0,0,0) (sda) kak ext2
3anucaTh U3MEHEHWA Ha AUCK?

O Her

CHAMOK 3kpaHa | | Cnpaska |

Puc. 4.33. UHchbopmauus o pasmeTKe AUCKOB

37. DoxguTechb ycTtaHoBKM 6Ga3zoBon cuctembl. B nossumsliemMcs okHe BbibepuTe sapo linux-
5.10-generic.
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A
ASTRA LINUX'|  ZpEraiinonas

YcraHoBka 6as30Bod cUcTeMsl

Cnucok COOepXUT AROCTYNHbIE ﬂp,pa‘Bhlﬁeere 0fAHO U3 HMX,NTDGH CUCTeMa Morna 3arpysuTbCca C KECTKOro fMUCKa.
Hma ANA yCTaHOoBKH:

linux-5.10-generic

linux-5.10-hardened
linux-5.4-generic
linux-5.4-hardened

CHuMOK 3kpama | | Cnpaska

| Bepuyteca | | Mpopormure

Puc. 4.34. Bbi6op sgpa

MpumeyvaHue

Bepcus si0pa moxxem MeHsIMbCS 8 3agucuMmocmu om ycmaHoeneHHol eepcuu OC Astra Linux.

38. NMocne okoHYaHMsA YCTaHOBKU B NOsSIBMBLLUEMCS OKHE BbIGOp nporpammHoro o6ecneyeHums

BblGepuTe BapnaHTbl KOoHconbHbIe yTunutbl 1 Cpeacrtea yaaneHHoro gocrtyna SSH.
Haxxmnte Mpoaonxkutb.
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-
ASTRA LINUX']  SpErAumontas

Buifop nporpammHoro ofecneuenus

B ﬂ,EHHbﬁ MOMEHT yCTaHOBMeHa TONbKO OCHOBa CUCTEMbL Wcxops u3 sawmx ﬂOTpEBHUCTEﬁ,MUKETE BblbpaTb OOMH M Bonee u3
roToesix HBGDPOE nporpaMMHoro obecnevyenns

Buibepute ycT. nporp obecneverme:

[] rpauuecknii uHTeppeiic Fly
[} cpepcTea paboTsl ¢ WHTepHeT
[] Oduckele npunomerua

[] Cpepctea paboTel ¢ rpagukoii
[7] CpepcTea MynbTumMepua

[] CpepcTea BupTyanuzauum

[ Wrpel

KOHCONEHbIE YTHAUTEI

[] CpepcTsa $MNbTPaUMK CeTeBbX NakeToB Ufw
[} PacumpenHble cpepcTea A paboTel C CEHCOPHBIM 3KpaHOM

ACTBa yAaneHHoro nopkniyeHns SSH

CHuMOK 3kpaHa | | Cnpaska \ MPoAONKNTE

Puc. 4.35. Bbi6op nporpammHoOro o6ecneyeHus

39.B nosiBuBLIEMCA okHe [JononHuTenbHble HacTponkun OC BbiGepute MakcumanbHbIN

ypoOBeHb 3awuieHHocTU "CmoneHck", ecnu nossonset nuueHsus. Haxmute Mpopgon-
KUTh.

>
ASTRA LINUX'|  gperman OFHAR

flononHWTenbHeie HacTpoiku OC

Bbl&EpMTE YpoBeHb 3aBMBEHHOCTH B 33BMCHMOCTH OT anDﬁpETEHHOﬁ TIMYeH3un:

MakcuMankHBiA ypoBeHb 3auMeHHocTH "CMoneHck”

YCuneHHelii ypoBeHb 3alMueHHoCTH "BopoHex”

Baz0Bbiii ypoBeHb 3alMuWeHHoCTH "Open”

CHuMOK 3KpaHa ‘ Cnpaeka ‘

Puc. 4.36. Bbi6op ypOBHSA 3alMLLEHHOCTU

40. B crnegyroliem okHe CHUMUTE Bce oNaxkku u Haxxmute MpoaonKuThb.
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#-
ASTRA LINUX S;E:?:::IOHH”

fononHWTenbHble nac'rpoﬁxu oc

Bbl MoxeTe HacTpoUTL NapaMeTpbl 6esonacHocT OC B 33aBUCUMOCTH OT BblﬁDaHHDI'O pexumMa paﬁUTbl,UTKﬂWHMTb
aBToMaTU4eckKyw HﬁCTpOﬁKy CETHM W HAacTpPOUTL CHCTEMHbIE Yachbl

HononnuTensHsie HacTpolku OC

[C] MaHpaTHeN KOHTPONME LENOCTHOCTH

[[] MaHpaTHoe ynpaeredue pocTynoM

[} 3amkHyTan nporpaMMHan cpepa

[] OumcTka ocsobokpaemMoil BHewHeld NaMATh
[] 3anper BbiBOpA MeHw 3arpysunka

[] 3anper TtpaccupoBku ptrace

[} 3anpoc napons gnA koMaHps sudo

[7] 3anper ycTaHoBku GUTa MCNOMHEHWS

[} 3anper WcnonHeWWA CKPUNTOB Monb3oBaTens
[} 3anpeT WcnonHeHWA MakpocoB Monb30BaTens
[] 3anpet koHconu

[} CucTemHsie orpanudeHns ulimits

[} 3anper aBToHacTpoiikK ceTu

B MecTHoe BpeEMA ONA CUCTEMHbIX 4Yacos

CHUMOK 3KpaHa | Cnpaeka ‘

Puc. 4.37. lononHutenbHble HacTpouku OC
41. B nosiBUBLLEMCS OKHE YcTaHOBKa cucTeMHoro 3arpy3inka GRUB Ha xXecTkun guUck Ha-

KMuUte npO,IJ,O.H)KVITb.

42.B nosBMBLUEMCS OKHE 3ajanTe naponb Ans cuctemHoro 3arpysdmka GRUB. Haxmute
MpopomxnTb, NOBTOPUTE BBOA Napons n HaxxmuTte NMpoaormkuTb.

43. Tlocne 3anpoca CMCTEMbI OTKIOYUTE YCTAHOBOYHbIN HOCUTENDb U HaXxxMuTe MpoAomKNTb.
44, Tepes3arpysnte CUCTEMY U BONANTE NO4 YY4ETHOM 3aNUCbIO aaMUHUCTpaTopa..
45, Banyctute SSH-cepBep, BbINOMTHWMB KOMaHAbI:

~$ sudo systemctl start ssh

~$ sudo systemctl enable ssh

MpumeyaHue

3decb u danee komaHObI CLI criedyem 8bINOAHAMbL OM UMEHU Cyrneprionb308amerisi, UConb3ys
KomaHOy:

sudo

46. Y3HanTe uma ceTeBoro nHrepderica, BoiNOSIHUB KOMaHAY:
~$ipa

BbiBOg kOMaHabl OyaeT cogepkaTb NPOHYMEPOBaHHbIN CMIUCOK MMEH CETEBLIX MHTepdeicoB
(BKItO4AsA nNokarnbHY NETo nog Homepom 1).
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OTkponte aona pegaktnpoBanusa ann /etc/network/interfaces.d/eth0 (roe eth0 — nmsa
CETEBOro MHTepdenca, NOMy4YEHHOro Ha npedbiayLlemM Liare) u BHecute Heobxoaunmble
N3MEHEHMA B COOTBETCTBUMN C CYLLECTBYIOLEN B KOMMNaHUN CETEBON apXUTEKTYPOMU:

auto eth0

iface ethO inet static

address <IP>/<mask>

gateway <IP>

Ecnu pann /letc/networkl/interfaces.d/eth0 nycT, BoinonHuTe cnegytowmne aencTems:

OTtkpowiTe ans pegaktnpoBaHus dann letc/network/interfaces v 3agaiite koHdurypaumto
cetu. Npumep ang aBToMaTUYECKOro KOHPUIypmpoBaHus ¢ ncnons3osaHnem DHCP:

auto eth0
allow-hotplug ethO
iface eth0 inet dhcp
Mpymep ons py4HOro KOHMOUIrypnpoBaHus:
auto eth0
iface ethQ inet static
address <IP>
netmask <mask>
gateway <gateway>
dns-nameservers <dns>
roe:
<IP> — ctatuyeckun IP-agpec cepsepa.
<mask> — macka ceTu.
<gateway> — agpec ceTeBoro wso3a.

<dns-nameservers> — |[P-agpec cepsepa DNS. MoOXHO yka3aTb HECKOMbKO aipecos,
nepeuncnsas nx yepes npoben.

BbinonHute gencTBuA WwWara a ansg Bcex ocTarnbHbIX CETEBbIX MHTEP(ENCOB.
MepesanyctuTe ceTeByto Criykby, BbINOMHMB KOMaHAY:
~$ sudo systemctl restart networking
BbinonHuTe komaHapl:
~$ sudo systemctl disable ufw
~$ sudo init 6
ABTOpU3yNTECH N0 YH4ETHOM 3aNnNCLI0 root, BbIMOMHUB KOMaHAY:
~$ sudo su -
3aganTe naporsb 3TOM YYETHOWN 3anncu, BbIMOMHMB KOMaHAy:

# passwd
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Pa3pelunTte aBTopmn3aumio 1 BXOA NOA 3TOW YYETHOW 3aMNMChi0, BbINOSHMB KOMaHAy:
# echo "PermitRootLogin yes" >> /etc/ssh/sshd_config

MNepesanyctuTe cepBucC ssh, BbINOMHMB KOMaHAY:

# systemctl restart ssh

Ecnun ncnonb3syetcsa Touka MOHTUPOBaHUA Ans pasgena /tmp, ybeantech, YTo OH HaxXoauTCs
Ha master-yane n nNpMMoOHTMpPOBaH 6e3 MCMnonb30BaHNA NapaMmeTpa noexec. [1nsi sToro B
CLI BbInonHuTe KOMaHAay:

# mount | grep /tmp | grep noexec

BbiBOO kOMaHAbl AOMKEH ObITb nyCTbIM. B NPOTUBHOM Clly4ae crnefyet NOMeHATb napamMeTp
MOHTUPOBaHUA ANA pas3aena ltmp N nepeMoHTUpPOBaThb ero. ,D,J'IFI 3TOro.

OTkponTe anga pegaktnpoBaHus cann /etc/fstab n HanguTe B HeM CTPOKY, OTHOCALLYOCS
K pasgeny /tmp.

3amMeHnTb NapamMeTp noexec Ha exec.
CoxpaHute u 3akpownTte dann.
lMepeMoOHTUpPYITE pasgen, BbINOSTHMB KOMaHAy:
# mount -0 remount,exec /tmp

MpumeyaHue

Lns yeenuderus npou3go0umesisHoCMu MPOKCU-Cepeepa Ha 8bICOKOHazpyXeHHbIX cucmemax e CLI
8 ¢hatine /etc/sysctl.conf ykaxume 3HayeHus napamempos:

net.ipv4.tcp_max_syn_backlog = 40000
net.core.somaxconn = 40000
net.core.wmem_default = 8388608
net.core.rmem_default = 8388608
net.ipv4.tcp_sack = 1
net.ipv4.tcp_window_scaling = 1
net.ipv4.tcp_tw_reuse = 1
net.ipv4.tcp_moderate_rcvbuf =1
net.core.rmem_max = 134217728
net.core.wmem_max = 134217728

net.ipv4.tcp_mem = 134217728 134217728 134217728
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net.ipv4.tcp_rmem = 4096 277750 134217728
net.ipv4.tcp_wmem = 4096 277750 134217728

net.core.netdev_max_backlog = 300000

MpuBeaeHHble B 4aHHOM pasgene npoueaypbl NpeaBapuTeribHOM HaCTPONKM AOIMKHbI BbiTb
BbIMOSTHEHbI HA BCex cepBepax Solar webProxy.

[o 3aBepweHns yctaHoBku Solar webProxy cnegyet cTporo npuaepXxmBaTbCA ONMCaHHBLIX
HWKEe NPOLIeayp M He yCTaHaBNMBaTb Kakne-nnbo naketbl nnn obHOBAEHUSI cucTeMbl. QucTtpu-
oytnB Solar webProxy cogepxut Bce Heobxoaumble ans paboTbl NakeTbl, U B Criydae ero
ycTaHoBkM Ha OC ¢ AOMNOMHUTENbHO YCTAHOBMEHHLIMU NakeTamu u/unu 0BGHOBREHUSIMU He
rapaHTMpyeTcs koppekTHasa pabota Solar webProxy.

BHumaHume!

Lna pabomsi Solar webProxy ¢ ebluuecmoswum fpokKcu-cepeepoM HeobxoOuma Hacmpotika DNS.
lpu amom codepxumoe hatina /etc/hosts npu 3anpocax He y4umsieaemcs.

Hacmpotika DNS ebinonHsiemcsi 8 ¢haiine /etc/resolv.conf. Mnghopmayus us gpatina cuumsiearomesi
MOorbKO Mpu 3arycke cepauca Skvt-wizor, moamomy fnocrie 8HeceHuUs Mobbix UsMeHeHul 6 ¢haline
mpebyemcs nepesaryck cepsuca skvt-wizor.

MpoBepbTe cogepxMmoe creayroLmnx gannoB Ha Beex yanax Solar webProxy:
letc/hosts

B cpanne /etc/hosts ob6a3aTensHO JoMmKHa NPUCYTCTBOBATL 3anvCb O TEKYLLEM y3ne Buaa:

10.199.21.148 webProxy-master1.company.local webProxy-master1

Ecnun B Solar webProxy npucyTcTBytoT Apyrue yanbl, Ansi KOPPEKTHON paboTbl OHU LOIMKHbI
NMeTb BO3MOXXHOCTb pa3peLleHuns Bcex MeH y3nos DNS. CaenaTb 3To MOXXHO Kak C MOMOLLbO
DNS (ucnonbsytotcsa HacTponkn DNS n3 cpanna /etc/resolv.conf), Tak n B hainne /etc/hosts.
PekomeHgyetca ykasbiBaTb |IP-agpeca B dainne letc/hosts, 4tobbl pabota DNS He Bnusna
Ha cTabunbHocTb paboTbl Solar webProxy. B atom cnyvyae B channe /etc/hosts ykaxute
CTPOKM 1151 BCEX Y30B knacTtepa Solar webProxy, kaxgas us kotopbix coctouTt us IP-agpeca
y3na, ero nornHoro (FQDN) u kpaTkoro (4OMeH HUXHEro ypoBHS) JOMEHHOIO MMEHUW, HanpuMep:

10.199.21.148 proxymaster.company.local proxymaster
10.199.21.149 filter1.company.local filter1
10.199.21.147 filter2.company.local filter2

IP-a/J,peC n 3anncn JOMeHHOro MMeHun OO0JKHbI ObITb pasgeneHbl CUMBOJTIOM Ta6yn;|u,vw|.
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BHumaHume!

Cmpoku, codepxxauiue uHgpopmauyuro ob yanax Krnacmepa, O0/MKHbI cosriadamb Ha 8Cex y3rax Kia-
cmepa (MOXHO 3anonHumb chbalin hosts Ha o0HOM y3ne u 3ameM CKOMnupogamb €20 Ha 6ce
ocmaribHble).

lpu ykazaHuu OOMEeHHO20 UMEHU y3ra Heflb35 UCMOoIb308amb CUMBOJT M0OYepKUBaHUS.
PecypcHble 3anucu yka3aHHbIx DNS-cepeepoe 0omxHbI cosrnadame.

lpu Hanu4uu cmpoku ¢ IP-adpecom 127.0.1.1 ee Heobxodumo ydanume Uiu 3aKOMMEHMUPO8aMkb.

CuHxpoHu3auns BpemMeHn BHYTpu knactepa Solar webProxy Heobxoguma gns ero KoppekTHon
paboTbl. B oTcyTCTBME KOHTPOMNNEpa AOMEHa UNN OPYroro UCTOYHMKA TOYHOTO BPEMEHU BO3-
HUKHYT Npo6remMbl n3-3a pa3HOro BpEMEHU B XKypHanax n MeTkax BpEMEHU Ha JaHHbIX, a Takke
BO3MOXHbI Npobnembl ¢ paboTton npotokona HTTPS. [na cnMHXpoHu3auun BpeMeHU MOTyT
ObITb NCNONb30BaHbl OAMH U HECKOSIbKO CEPBEPOB TOYHOIO BPEMEHW, HAXOASLMNXCSA KaK B
KopnopaTuBHOWM CETU, TaK U B ceTU IHTEPHET.

[1ns HaCTpOWKM CMHXPOHM3aLMN BPEMEHM Ha BCcex yanax Solar webProxy BeinonHuTe cnegyto-
wme OencTBus:

Hangnte Hy>XHYt0 BPDEMEHHYHO 30HY, BbINOSHMNB CReayoLLyo KOMaHay:

# timedatectl list-timezones

[nsa ynobcTBa nomcka MOXXHO BOCMONb30BaTLCA COPTUPOBKOW, HAanpuvep:

# timedatectl list-timezones | grep Europe

YCTaHOBUTE HY>XHYIO BPEMEHHYIO 30HY, BbINOMHMB KOMaHAy CrieayroLero Bmaa:
# timedatectl set-timezone <timezone>

roe <timezone> — 3HayeHWe, HaWAEHHOe B NpeablayLeM ware.

Y6eauTech B NpaBuIibHOCTM HACTPOWKM BPEMEHHOW 30HbI, BLINOMHUB CrieyHoLLYI0 KOMaHAy:
# timedatectl

YctaHoBuTe NakeT ntp, BbINOMHMB KOMaHAy:

$ sudo apt install ntp

OTkponTe ansa pegaktupoanusi pann letc/ntpsec/ntp.conf n go6assTe B Hero ogHy mnm
HECKONbKO CTPOK CrneayLlero Buaa:

server <timeserver> iburst

roe <timeserver> — FQDN unu IP-agpec NTP-cepBepa (BHeLUHero unm npyHaanexaliero
opraHu3auun). NapameTp iburst asnsetca Heobs3aTeNbHBIM U CIYXXUT ANSA NOBbILEHUSA
TOYHOCTU CUHXPOHU3ALMM 3a CYET YBENUYEHHOIO KONMYeCcTBa NakeToB, OTNpaBnsieMblX Npu
obmeHe aaHHbIMK ¢ NTP-cepBepom.
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Hanuune Heckonbkux 3anucer NO3BOMsieT NPoAOoMKaTb CUHXPOHM3ALUMIO B Crlydae oTkasa
kakoro-nmbo n3 NTP-cepsepoB. CepBepbl onpalumBaloTCs N0 oMepeam, B Nopsake nx nepe-
yncneHus B dpanne ntp.conf.

3anyctute cnyx6y NTP 1 nobaBbTe ee B aBTo3arpy3sKy, BbIMOSHUB KOMaHAbI:
# systemctl start ntp
# systemctl enable ntp

Y3HaTb CNMCOK paboTatoLmX UCMONb3yeMbIX CEPBEPOB TOYHOIO BPEMEHN MOXHO BbINOMHUB
criefytoLLyto KoMaHay:

# ntpq -p

Solar webProxy ncnonssyet B[] Clickhouse. [1ns KoppeKTHOro pyHKUMOHUpoBaHus aton B
Heobxoaumo, YTOOLI NpoLeccop nogaepkuean Habop MHCTpyKUM ssed_2. [NpoBepuTb Hanudne
3TOM NOAAEPKKN MOXKHO C MOMOLLbHO KOMaHAbl:

# grep ssed_2 /proc/cpuinfo

BbiBog KOMaHAbl He OOMKEH ObITb NYCTHIM.

MpumeyaHue

Ans omknoyeHus omnpasku nakemos ICMP redirect (ICMP type 5) Ha y3ne:
B CLI 6 ¢patine /etc/sysctl.conf do6assme napamempni:
net.ipv4.conf.all.accept_redirects = 0
net.ipv4.conf.all.send_redirects = 0
net.ipv4.conf.default.accept_redirects = 0
net.ipv4.conf.default.send_redirects = 0

lNepe3aepy3ume ycmpolicmeo.

[nsa yctaHoBku Solar webProxy ans OC Astra Linux Bepcumn 1.7.7 Ha master-yane B CLI BbI-
MONHUTE KOMaHApb:

# chmod +x /var/tmp/solar-wp-4.4.0-1096.astra17-1.7.7-signed.run
# Ivarltmp/solar-wp-4.4.0-1096.astra17-1.7.7-signed.run --install
roe Ivar/tmp/solar-wp-4.4.0-1096.astra17-1.7.7-signed.run — nyTb K UHCTaNNATopy.

[na ycrtaHoskn Solar webProxy ans OC Astra Linux Bepcuu 1.8.2 Ha master-yane B CLI BblI-
NorHUTE KOMaHAabl:
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# chmod +x /var/tmp/solar-wp-4.4.0-1096.astra1.8-1.8.2.8-signed.run
# Ivarltmp/solar-wp-4.4.0-1096.astra1.8-1.8.2.8-signed.run --install
rae Ivar/tmp/solar-wp-4.4.0-1096.astra1.8-1.8.2.8-signed.run — nyTb K MHCTanNnsaTopy.

MpumeyaHue

lpu HeobxoduMOcmu rocrie ycmaHo8KU Ha master-y3ie noemopume 6binofIHeHUe KOMaHA Ha Kaxoom
slave-y3ne knacmepa.

Mocne 3aBepLUeHUs YyCTaHOBKM HEOBX0AMMO 3aaaTh Naporb nonb3osarens dozor Ans master-
y3ra C MOMOLLIbIO KOMaHbl:

# passwd dozor

Ona koppekTHon paboTbl Solar webProxy Heobxogumo OTKNIOYMTb CUCTEMHYKO CRyxXOy
ynpaBreHnUs MexceTeBbiM 3KpaHoM ufw.

YT06bI NOCre yCTaHOBKM NOSIBUICS AOCTYN B BEG-UHTepdENC, OTKIMOYMTE CNYXKObl yripaBneHns
MEXCETEBbIM 3KPAaHUPOBaHMEM, BbINOMHUB KOMaHAbI:

# systemctl stop ufw

# systemctl disable ufw

MpumeyaHue

Ha daHHbIli MomeHm obHoeneHue Solar webProxy dnsi OC Astra Linux ¢ eepcuu 1.7.7 Ha eepcutro
1.8.2 He noddepxusaemcs.

O6HosneHue Solar webProxy He06x00UMO 8bIrOHSMbL OM UMEHU r0o/1b308amerisi root.

lMeped obHosneHuUemM obpamume 8HUMaHUe Ha mo, ycmaHoeseH nu 8 pa3desie Cucmema > Pacwu-
peHHble Hacmpolku > UHmepdpelic > Cepeep seb-unmepdgbelica chriaxok lNepeHanpaeneHue c
443 nopma Ha 8443. Ecnu ¢rniaxxok ycmaHosrieH, rnocsie obHoerneHus cucmemsl GUI 6ydem docmyrneH
morsibko o adpecy https://<master-host>, 6e3 ykasaHusi nopma. Ecnu ¢rnaxok cHam, rno adpecy —
https://<master-host>:8443, c ykazaHuem nopma 8443.

[ns o6Hoenenunsa Solar webProxy ana OC Astra Linux Bepcun 1.7.7:
Ha master-yane B CLI BbINONMHMTE KOMaHAbI:
# lopt/dozor/bin/shell
# dsctl down

# chmod +x /var/tmp/solar-wp-4.4.0-1096.astra17-1.7.7-signed.run
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# Ivarltmp/solar-wp-4.4.0-1096.astra17-1.7.7-signed.run --install

roe Ivar/tmp/solar-wp-4.4.0-1096.astra17-1.7.7-signed.run — nyTb K UHCTaNNATopy.
Bongute B y4eTHyto 3anucb dozor ¢ NOMOLLbI0 KOMaHAb:

# su - dozor

BbinonHuTte komaHay:

$ /opt/dozor/bin/shell

3anyctute master-ysen, BbINOMHUB KOMaHAY:

$ dsctl boot

BbinonHuTe nepesarpy3ky monitor-server ¢ MOMOLLbI0 KOMaHAbI:

$ dsctl restart monitor-server

B nto6om crioe pasgena NMonutuka Haxxmute NMpuMeHUTb nonuTuKy nnun B CLI BbinonHuTe
KomMaHay:

$ policy-tool apply

Mocne obHoBNEHUS master-y3na BbInosiHuTe obOHOBNEeHne Bcex sIave-ysnos Knacrtepa. Onsa
3TOro NoOBTOPUTE BbIMNOJIHEHNE LLaroB 1-3 Ha kaxkaom slave-ysne.

MpumeyaHue

lNocrne 0bHosneHus 8 pa3derie MOoHUMoOpPUH2 Mo2ym omobpaxkambCsi He8epHbIe OaHHbIE Mpu22epo8
cucmeMbl MOHUMOpPUHea (Hanpumep, "license-server — He 3anyweH" unu "smap-tikaserver — He 3any-
weH"). Takue owubku He enusiom Ha KoppekmHocme pabomsbi Solar webProxy. Ymobbi oHu He
omobparkanucb, mpebyemcsi oducmume ba3y 0aHHbIX cucmembl MOHUMOopuUHaa. Obpamume eHUMaHuUe,
4Ymo npu o4yucmke 6asbi daHHbIX 6yOym ymepsiHbl 8ce OaHHbIe CUCMEMbI MOHUMOPUHaaA.

Umobb! oducmums 6asy 0aHHbIX cucmeMbl MOHUMOpPUHaa, Ha master-y3ne 8birnosiHume criedyrujue
KOMaHObl:

# sudo -u dozor /opt/dozor/bin/dsctl stop monitor-server
# psql -U dozor -p 5434 -h 127.0.0.1 -d postgres -c "DROP DATABASE zabbix;"
# sudo -u dozor /opt/dozor/bin/dsctl start monitor-server

lMpu 803HUKHOBEHUU Npobriem 8 pabome cepsuca Zabbix nocrne 06Ho8neHuUs 8bINMoIHUME criedyroujue
delicmesusi:

OcmaHosume cepsuChl C MOMOWbIO KOMaHObI:
$ dsctl down
BbironHume komaHoy:

# apt-get install --only-upgrade zabbix*
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3anycmume cepsuc zabbix komaHAOU:

# systemctl start zabbix

[nsa yoaneHna Solar webProxy:
OctaHoBuTe npouecchl Solar webProxy, BbINOMTHUB KOMaHAY:
$ /opt/dozor/bin/dsctl down
Ypnanute Solar webProxy, BbinonHve KomaHay:
# apt remove “apt list --installed | grep -o '[*"]*solar[*/]*"
YpanuTe katanoru yctaHoBku Solar webProxy, BbINOMHMB KOMaHAbI:
# rm -rf Jopt/dozor

YpanuTe katanor pasmelleHusa penosutopus Solar webProxy ¢ gaHHbIMW, BbINOMHUB KO-
MaHay:

# rm -rf /data

Ecnu He npegnonaraeTtca ucnonb3oBaTh B AanbHeKnWweM nonb3oBartens dozor, yganure:
nonb3oBatens dozor 13 CUCTEMbI, BbIMONTHUB KOMaHAYy:
# userdel dozor
n3 cpanna letc/sudoers 3anuce:

dozor ALL=(ALL) NOPASSWD: ALL

Ypanute NnovToBbIN ALWMK norb3oBaTens dozor, BbINONHMB KOMaH4Y:

# rm /var/mail/dozor

Mpn HeobxoammocTn yaanute uns letc/krb5.conf n /etc/krb5.conf.save 3anvcu Buga:
default = FILE:/opt/dozor/var/log/krb5libs.log

kdc = FILE:/opt/dozor/var/log/krb5kdc.log
admin_server = FILE:/opt/dozor/var/log/kadmind.log

MpumeyaHue

lNocne ydaneHusi Solar webProxy Hacmpolme u 8KmtoHume cucmemMHYyr Ccriyx6y yrnpasieHusi Mexce-
meebiM 3KpaHom ufw.
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Mocne yctaHoBku naketoB Solar webProxy Ha Bce y3nbl knactepa:

MpumeyaHue

LaHHbIlU MyHKM He HY)HO 8bIMoIHAMb, €C/IU cUcmeMa ycmaHaeusasack agmomMamu4yecku ¢ ro-
mouwibro ISO-obpa3sa.

BbiGepuTe cpeam y3noB Knactepa cepeep, KOTOpbIi NaHMPYEeTCs UCNoNnb30BaTh Kak master-
y3er, nogknoymTecb kK Hemy no SSH 1 HasHaybTe eMy yNpaBnsoLLYyO Pofb, BbINOMHUB
crieayloliMe KomaHabi:

# su - dozor

$ /opt/dozor/bin/shell

$ set-role master main

3anycTuTe cepBuC, BbIMOMHNB KOMaHAY:
$ dsctl boot

SaperMCTpMpyPlTe slave-ysnbl B KJf1acTtepe, BbINOJIHMB HA BCEX sIave-ysnax cnegywoune Ko-
MaHAbl:

# su - dozor

$ /opt/dozor/bin/shell

$ reg-slave <master-host> [name]
$ dsctl boot

rae <master-host> — FQDN master-yana (Hanpumep, proxymaster.company.local), a
<name> — M PErMCTpMpyeMoro yana, kotopoe dyaet otobpaxaTtbcs B GUI Solar webProxy.

Ha master-yane obHoBUTE MOHWUTOPWHI, BbIMOJIHUB KOMaHAy:

$ /opt/dozor/bin/dsctl restart monitor-server

lMocne HacTpolikK KracTepa CMEHUTE Naposb Mo yMonyaHuo ansa goctyna k GUI:

Otkponte ©Gpaysep wn nepengute no agpecy https://[<master-host>:8443 nun6o
https://[<master-ip>:8443, roe:

<master-host> - nosHoe OOMeHHoe nms master-yana. Hanpumep,
proxymaster.company.local,
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o <master-ip> — IP-agpec master-yana. Hanpumep, 10.199.21.148.

2. B oTKpbiBLLEMCS OKHE aBTOPU3aLIMM BBEOUTE MMsI NONb30BaTENs M Naposib N0 YMOMYaHMIO:
admin/admin. [Nocne atoro cuctema nNoTpebyeT U3MeHUTb Naporb.

3. CnepyeT yCTaHOBUTb HOBbIV Naposb TpebyeMoro ypoBHst HagexHocTn (cMm. pasgen 3.2.5)
1 aBTOPM30BaTLCH C HOBLIM Maponem.

Mocne nepBoHayaribHON CMeHbI Napons B BEPXHEN YacTu 3KpaHa NosiBUTCA yBeAoMIeHne
006 OTCYTCTBMM NULIEH3NN.

OtcytcrByeT chail nuLEeH3uNn

UnenTudmratop nucrannaummn: w+zZy5clVoSRth9gsjwvgw—

Puc. 5.1. YBegomneHue o6 oTcyTCTBUU NIULIEH3UN
[na sarpysku nuueHauu:

1. B MeHI0 Nonb3oBaTens HaxKMuTe KHOMKy JTuueH3us 1 B okHe JluueH3usa Haxmute 3arpysuTb
NIVLIEH3MIO.

2. B OTKpbIBLLEMCS OKHE YKaXuTe NyTb K hanny ¢ nuueH3nen, nocrne 4ero HaXxXMmTe KHOMKY
OTkpbITL (Open) 1 goxantech 3arpysku nuueHsnn. OHa aBTOMaTUYECKU COXPaHUTCH B
danne ¢ nmeHem license.xml.

MpumeyaHue

JluyeH3susi ebidaemcsi Ha MaxxopHyto eepcuto Solar webProxy. To ecmb nuyeH3us Ha Solar webProxy
sepcuu 4 delicmsyem Ha ece eepcuu om 4.0 u darnee.

[lns npocmoTpa ceBeaeHui o nuueHaum Solar webProxy BbiGepuTe MyHKT MEHIO NONb30BaTENS
JInueHsus.
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JVLeH3msA X
40218 10.04.2025 ( )
Wgenmndrkarop wHcTanaauu: SPh7gnybqlPa0K1vFnGKUw==

AMEHOBAHME KOMMaHWA Demo
lorosop Tectoean avuensma TICloud 2024-04
WMEUAHUE K NULIEHZUK (Tectoean aMueHzus)

EaHWE NPOAYKTa Solar webProxy 4
100

LBCTED MO NS e AR 1

Mepuog aeiictensa c 10.04.2025 00:00 no 10.07.2025 00:00
(A AHTUBMpYCHaR 38WMTa
" Mepwog aeiicrens ¢ 10.04.2025 no 10.07.2025

MonyueHre oBHoeneHwid dugoe Solar Tl Feeds
Mepwog aefcTana ¢ 10.04.2025 no 10.07.2025
Monyyexne oBHoENEHMA KaTeroprzatopa webCAT
Mepwoa aeficreus c 10.04.2025 no 10.07.2025
TexHuueckan NogaepxKa 1 noayyeHne obHoBNEHWIA
Mepuoa gesicrens c 10.04.2025 no 10.07.2025

¢ OBpatHeilfi npokcw
N2 Mepuos aicrens ¢ 10.04.2025 no 10.07.2025

Puc. 5.2. OkHO ¢ nHcpopmaLumen o nNUUEH3un
B Solar webProxy Bxogsat mogynu:

Tabn. 5.1. Mogynu Solar webProxy B coctaBe cTaHAapTHOW NOCTaBKU

HasBaHue OnucaHue

Core Mopynb peanusyeT criefyroLume yHKLMOHAMNbHbIE BO3-
MOXHOCTH:

e pasrpaHudeHue npas AocTyna k Beb-pecypcam ¢ uc-
Nofnb30BaHNEM CIeyHLWMX MEXaHN3MOB ayTEHTUN-
kauum (B Tom umcne SSO):

o Basic,

o NTLM,

o Kerberos,

o no IP-agpecawm.

o MpUMEHEHWE NONUTUK Ge30MacHOCTY MO CreayoLwmm
napameTpam:

O YNEHCTBO B rpynne,

o URL- nnun IP-agpec pecypca,
O KITHOYEBblE CIOBA,

o pacnucaHue,

O MOpTbl,

o npotokonbl (HTTP, HTTPS, FTP over HTTP u
SOCKS5),

© Tun nepegaBaemoro danna,

O KaTeropuu Be6-canToB.
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HasBaHue OnucaHue

e 6rnokMpoBaHMe 4OCTyNa, paspelueHne AOoCTyna Kak
ABHOE, TaK 1 C 3anpoCcoM noaTeepXXaeHuns paGOTHI/IKa;

e OnokuMpoBaHMe pekrnamMHbix 6aHHepOoB MpU MOMOLLM
6a3bl adBlock;

® MpoOBEpKa Ha Hanuine BUPYCOB B MepedaBaeMbixX
davnax (Mpu MHTEerpaunm co CTOPOHHUM aHTUBMPY-
com);

® apxvBUpOBaHWe AaHHbIX O NepedaBaeMol NHopMa-
LMK No pesynsTatam aHanusa;

e KaTeropusauus Beb-pecypcoB BCTPOEHHbLIMU MeXxa-
Husmamu (webCAT) u npy nHTErpaumm ¢ cuctemamm
Symantec Blue Coat n SkyDNS;

e orpaHuyeHue gocTyna k Beb-caritam no 6ase AaHHbIX
KaTeropuit pecypcoB (Hanpumep, BO3MOXHOCTb
OrpaHMYnTb OOCTYN TOMBKO K COLManbHbIM CETAM);

e u1cnomnb3oBaHMe BbilecToswero Solar webProxy, a
Takke nonyyeHus 3anpoca no ICAP ot gpyroro Solar
webProxy;

® XypHanupoBaHWe 1 COCTaBIIEHUNE XypHariOB BO BCEX
cTtaHgapTHbIX dopmatax: Apache, Squid nnm Squid-
detailed;

e hopmmpoBaHMe CTAaTUCTUYECKNX OTHETOB MO KpUTe-
pvsM: agpec canTta, BpeMsi 4OCTaBKU MHAopmaumu,
o6bem gocraBnsgemon MHopMauum u T.4.

Antivirus

MO}J,yJ'Ib aHTVIBVIpyCHOVI 3aWNTbl BbIMONMHAET 3alunTy
yCTp0I7ICTB KOMMbIOTEPHBIX CETEN OT BHELLIHUX BUPYCHbIX

yrpos

Tabn. 5.2. lononHutensbHble Mogynu Solar webProxy

HasBaHue OnucaHue

O6paTHbIN NpoKcK

Mopcucrema o6paTHOrO MPOKCK BbINMOMHAET peTpaHCns-
LMI0 3aMpoCoB, MOCTYNAMLLMX U3 BHELLHEW CeTH, Ha BED-
cepBep BO BHYTPEHHEN CETWU, C BO3MOXHOCTbBIO WX
dunsTpauumn

AreHt

Mogynb nepeHanpaensieT BeCb Tpacuk paboumx CTaHUmMn
Ha Solar webProxy, B Tom uncne npunoxenun. MNoaaep-
xunsaet OC Windows

Mony4yeHne obHoBneHun kateropusatopa webCAT

Mopynb BkntovaeT B ceba aBTomatudeckoe obHoBneHve
6a3 kateropusauum webCAT. [MoctaBnsieTcsi TONMbKO
COBMECTHO ¢ mogynem Mony4yeHne o6HOBNeHUN pmaos
Solar Tl Feeds

MonyyeHve obHoBneHni uagos Solar Tl Feeds

Mopgynb BkntovaeT B cebsi pacluMpeHne WCTOYHMKOB
hraoB n nx obHoeneHue. MNMocTaBnseTcs TONbKO COBMECT-
Ho ¢ moaynem Mony4yeHne 06HOBNEHMUI KaTeropm3aTo-
pa webCAT

LleHTpanusoBaHHOE ynpaeneHue

EnuHbii nHTepdenc ynpaesneHust master-yanamm Solar
webProxy (Mmoaynu Core). ABnsaercs oTAenbHOWM He3aBu-
CUMOW MHCTaNnsunen

KoHTponb npunoxeHumn

Mogynb NO3BONSET KOHTPONMPOBATL TPAVWK NPUNOXKE-
HuiA. MocTaBnsieTcs COBMeCTHO ¢ Mmogyrem Core
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MpumeyvaHue

AKmyarbHble ro3uyuu rpatica u coomeemcmaeyrouiue um MoOyriu MOXHO MoIyHume 8 omaerie npodax
unu Ha caume rt-solar.ru.

CrieBa OT Ha3BaHWsl MOAYMst OTOBpaXKaeTcs ero cTaTyc:
" — MoZynb NoaKMoYeH;

— CPOK OeWCTBMSA NMLEH3MN Ha Moaynb MeHee 30 AHel, HeoBXoAMMO NPOANUTL NULEH-
3u10;
™

-rf_ 1 ~
\>_<J CPOK OencTeuA nnueH3nmn Ha Mmoayrib UCTEK;

N

o= npu BbIYNCINEHUN CTaTyca npounsoLuna owunbka.

MocTosiHHasa nuueH3unsa Solar webProxy Bcerga »ecTko NpuBsid3aHa K KOHKPETHOW annapaTHOW
nnargopme (BUpTyanbHon nnmn dumandeckorn) master-ysna knacrepa Solar webProxy.

[lns ogHO3HaYHOM NPUBA3KN NCNOSb3YETCHA MAEHTUDUKATOP NHCTaNSAUNN, NPeacTaBnsoLWLnii
cobon ocobbim 06pa3om POPMUPYEMBIN X3LL, 3aBUCALLMIA OT HEKOTOPbIX YHUKAIbHbIX Xapak-
TEPUCTUK annaparHoro obecneveHns master-yana. ilgeHTudpmkarop nHctannaumnm dopmmupy-
etcsa npu nepsom 3anycke GUI Solar webProxy n nepegaetca nHxeHepamu BHEOPEHUS B
BEHOOPCKYH0 CNyx0y NoAAepXKK, KOTopas Ha ero OCHOBE BbiMyCKaeT akTUBMPOBAHHYHO NULIEH-
3110 4119 NOCTOSIHHOTO UCMONb30BaHMS.

MpumeyaHue
I/IdeHmudDUKamop UHCMarsiAayuu He 3agucum om xapakmepucmuKk onepamueHoCl rnamMsamu u >Kecmkux
ouckos. Vix 3ameHa He npusodum K rpekpaweHuro delicmeausi UyeH3uU.

OO0Hako usmeHeHue xomsi 6bl 0OHOU U3 Xapakmepucmuk master-y3na, om Komopbix 3agucum UdeH-
mucgbukamop uHcmarnasayuu, npusodum K HedelicmaumeribHOCMU 8bIMyWeHHOU IUUeH3uu u Hepabo-
mocrnocobHocmu Solar webProxy.

lpu ¢byHKUUOHUPOBaHUU master-yana 8 supmyarnbHol cpede Muzpauusi eupmyansHol MauluHb!

npusodum K mem xe rocrnedcmeusim. B amux criydasix HeobxoOumo obpamumbcsi 8 8eHOOPCKYHO
cnyx6y noddepxkku A5 MOBMOPHO20 8bIMyCKa /TULUEH3UU.

[nsa nogkntoyeHna Solar webProxy k mogynto MultiProxy (nogpo6Hee cm. Pykogsodcmeo o
pabome ¢ modyrnem MultiProxy) BbINONHUTE KOMaHAbI:

# su - dozor
$ /opt/dozor/bin/shell

$ reg-control -h <multiproxy-host>
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rae <multiproxy-host>— FQDN y3ana c ponbto LieHTpanmM3oBaHHOe ynpaBneHue (Hanpumep,
multiproximaster.company.local).

MpumeyvaHue

o ymonyaHuro eHewHutl nopm MultiProxy — 33088. Ecrniu nopm 6b11 usMeHeH, 0151 MOOKITHYEHUS K
MOQYITO 8bIMOIHUME KOMaHAy:

# su - dozor

$ /opt/dozor/bin/shell

$ reg-control -h <multiproxy-host> -p 33089

20e 33089 — sHewHut nopm modynsi MultiProxy.

YUTtobbl oTkntounTb Solar webProxy ot LieHTpann3oBaHHOro yrnpaeneHust BbINOMHUTE KOMaHAY:
# su - dozor

$ /opt/dozor/bin/shell

$ unreg-control

raoe <multiproxy-host>— FQDN y3ana ¢ ponbto LieHTpanmM3oBaHHOe ynpaBneHue (Hanpumep,
multiproximaster.company.local).

MpumeyaHue

Lnsa koppekmHo2o obHoeneHusi Modyriss MultiProxy rocrie obHoeneHus Solar webProxy Ha eepcuto
4.4 8 GUI Heobxodumo sHecmu ntobble uamMeHeHus 8 pasdersne Monumuka u Haxxams KHorky lMpume-
HUMBb NMOJIUMUKY.

Ecnu nocne obHoeneHus Solar webProxy Ha eepcuto 4.4 e modyne MultiProxy omobpaxxaemcs He-
KoppekmHasi eepcus y3na, yOanume e20 — OH bydem OobaerneH e pasden UHhpacmpykmypa >
HepacnpedeneHHble y37bl, U ommyda rnepeHecume e20 8 HyXHyt kameaoputo pazdena UHgpa-
cmpykmypa > PacnpedesieHHble Y3JIbl.

YnpaBnaTb KOHUrypaumen u HacTpomkamm CUCTEMbl B UHTepEeNnce MOXHO B CriedytoLmx
pasgenax cuctembl:

Docbe n Monutuka Ha Bknagke HacTponkn. 310 3HAUMTENBHO YNPOLLLAET HACTPOWKY CU-
CTeMbI 1 MO3BONSET ObICTPO BHOCUTb M3MEHEHUSA B KOH(UIypauuio, He Nokuaas pasaena;

Cucrtema > Hactponku.

[na goctyna k 6onee LWMPOKOMY NEpPeYHI0 HacTpoek nepengute B pasgen Cucrema > Ha-
CTPOMKM > OCHOBHbIe HacTpomnku > [lockbe (cMm. Puc.5.3).
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X Hacrpoiiku

CoxpaHnTe MNprMeHnTL

v Cepewc obHoBnenus Jocke

ABTOMaTMUECKan CUHXPOHW3aL WA
WCTOYHWUKOB ﬂOCbE

+ _ M-
Mep1oANYHOCTL CHHXPOHM3ALIM _

He pekoMeHgyeTca 2a4aBaTk Nepro] MeHble 20 MUH

,D,OCT),-'I'I K MCTOYHMKAM JaHHBIX O CWHXPOHW3MpOBaTHL Jo6aeutb

dozorfile.local

Puc. 5.3. Bknagka «HacTtpownkn» pasgena «[Jocbe»

Bknagka Hactpouku pasgena Monutuka cogepxuT Te e napameTpbl, 4To 1 pa3gen Cuctema
> HacTtponku > OcHoBHble HacTpouku > PaboTta cuctemsl (cm. Puc.5.4).

X Hacrpoikn

CoxpaHutb MNpymennts

V QuabTpauma 1 aHanus Tpaduka nos

2270
MNMopT cepBepa AnA coeAnHeHns
Mo yMonuaHWIo cepBrc GUAETPaLWK skvt-wizor HacTpoeH Ha pat...

300
TaAmayT coeanHeHwa (cek)
Ecin no mcrevenuro YKa3aHHOIO BpeEMEeHH C LUeNesoro xocra He M...

Wcnonszoeate cepeuc Cassandra ans
pacrpefenéHHOro pexumMa

[pvHyauTensHoe wcnons3oeadme HITPS
BnokvupoBath peknamy

10000
Taimayr DNS-zanpocoe

3HaueHWe 33/13eTCA B MUIIMCEKYHAAX. TaiMayT 3a36T MaKCAMA...

Pexxum ayTeHTMdUKaLMK Proxy-Auth

MeToa ayTeHTMdmMKaLmn Negotiate

CpDK 2KW3HW aBTOMAaTM4Yeckoro CBA3bIBaHUA 3

(MuH) 3HaueHWe 23A36TCA B MUHYTaX. YCTaHOBUTE HEOBXOAUMOE EPEMS...

MNoaAepKKa OTAOKEHHOrO CKauMBaHWS [ |

Puc. 5.4. Bknagka «Hactponkun» pasgena «Monutuka»

B pasgene Cucrtema Ha Bknagke HacTpomnkum Bce napameTpbl HACTPOWKK CrpyNnMpOBaHbI MO
NX Ha3HaYEeHWIO:

® [N151 OCHOBHbIX HACTPOEK cUcTeMbl — BKraaka OCHOBHbIe HAacTPOMKM (CM. Puc.5.5);

© NS UCNonb30BaHWsA pacluMpeHHOro Habopa HacTpoek — Bknaaka PaclumpeHHble HaCTPOMKU
(cm. Puc.5.6).
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Tabn. 5.3. Mpynnbl OCHOBHbLIX HAaCTPOEK

Mpynna HasHauyeHue

AyTeHTudukauus HacTtponku ayTeHTumKaumm m3 BHELLHUX UCTOYHMKOB ANS unbTpaumm n Beb-cepeepa:
Kerberos, NTLM, LDAP n RADIUS ayteHTucmkaums

Hocbe HacTponku B3anmogencTens ¢ BHELLHUMU cuctemamm, Hanpumep, Active Directory. Coaep-
XWUT HacTpowkn obHoBneHns [locbe 1 JoCTyna K UCTOYHMKaM AaHHbIX AN UMNOpTa AaHHbIX
nonb3oBatenen u3 Active Directory

XypHanuposaHue |HacTpoiika ypHanMpoBaHus CEpBUCOB CUCTEMbI

MoHUTOPUHI OnpeueneHme nepeYyHsA npoBepokK n yBe}J,OMJ'IeHVIVI OT CUCTEMbI MOHUTOPUHIA

MpounsBoanTensHOCTL [ HacTporkv Npon3BoauTENbHOCTU CUCTEMBI U MOTPEDONEHNS pecypCcoB

Pabota cuctemsbl O6Lwas HacTporika paboTbl cUCTEMBI: NapaMeTpbl UNLTPaLMK U aHanusa Tpadmka CUCTEMbI,
[OCTYN agMUHUCTpaTopa W NULEH3Ns aHTUBMpYyca

Solar webProxy
Hacrpoiiku

OcHOBHbIE HACTPOTKH

%

PaGota cuctembi

F]

MonwTopusr AyrenTaguKaLl...

Lass

MpowssouTen... XypHanuposa..

Puc. 5.5. Pazpgen «Cucrtema > OCHOBHbIe HACTPOMUKN»

[lns koppeKkTHON paboTbl CUCTEMBI B GOSbLUMHCTBE crlyd4aeB docmamoyHo 3adamb OCHOBHbIE
Hacmpodku (no ymon4yaxuto B Solar webProxy ans Bcex napamMeTpoB CUCTEMbI YCTaHOBMEHbI
pekoMeHayeMble pa3paboTymkamm 3HaYEHNS).

Ona 6onee 0emarnbHOU HacmMpPoUKU cucmeMbl NPeayCMOTPEHbI pacluMpeHHble Habopbl napa-
METPOB, CrpynnMpoOBaHHble N0 PYHKUMOHaNbHbIM Brnokam cuctembl. CriegyeTt yyecTb, YTO B
OCHOBHbIX W pacCLUMPEHHbIX HACTPONKax NapameTpbl CrpyNnNMpOBaHbl B pa3aerbl B 3aBUCUMOCTU
OT UX Ha3HayeHus. Kaxapli pasgen cogepXXuT cekunm, npegcrasngtowme cobon otaenbHble
KOHdoUrypaumoHHble hansbl.

Kpome Toro, n3 pasgena ¢ OCHOBHbIMW HACTPOMKaMM MOXHO ObLICTPO NEPENTU MO CCbISIKE K
paclMpeHHOMY CMUCKY NapameTpoB HAaCTPOMNKN.

[na 6onee onepaTtuBHom paboTbl C KOHUrypauuen npengycmMoTpeH MOUCK MO Ha3BaHUAM
KOH(pMrypaumnoHHbIx pannos, nMeHamM NapaMeTPoB U MX 3HAYEeHUAM. YToObl BOCNONb30BaTLCS
NMOVCKOM, BBEOAUTE Ha3BaHME NCKOMOTO 3fieMeHTa unu ero YyacTb B none Mouck, pacnonoxeH-
HOM B MPaBoOW BEPXHEN YacTu akpaHa (Puc.5.7). Ytobbl nepentn B pa3aen ¢ MICKOMbIM 3f1EMEH-
TOM, HaXMUTE ero nms (BbI4ENEHO CUHNM).
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Solar webProxy & &

Hacrpoiiku 361 M posn MoruTopuHr Ceresbie coeauHenus Ipimectame
OCHOBHbIE HACTPOWKN PaciumpeHHble HaCTpOWKM MCK Q

AIMUHUCTPUPOBaHYE CHCTEMbI AyrerTumkanua

wsg

. Hacrpoiikn . . Cepsep
WHTepdeiic XypHan journald
MOHUTOpWHTa ayTerTu¢uKaLmm

PeXBaUeHHBIX AaHHLIX BeriomoraresbHbie

i X o

OunbTpaums n Kareropusatop Vssneuerme "
p Cepauc Yuer tpaduka
xoumposatine Be6-pecypcos u TexcToBbIX Xparerme

Cassandra nonssosatenei
Tpagpuka MCTOUHVK Gua0s AaHHbIX

Puc. 5.6. Pazgen «Cucrtema > PaclumpeHHble HacTPOMKNU»

HacTpoikm

) A KO 2L
Appec cepeepa host ldap.exampleru (Gma-—u WON?HFBI'EML.[HFI-

) A KO 3L
Afpec NpoKcH-cepeepa NEhost 10.199.11.38 (.ﬁ.ulan lfonq?ur%c?-funn :

a ) A KOH(Urypauna
CeTeBoit apec CEpBMuca 355aN0ra-| ${node-ip} (_ﬁ_ma i m ?rf'fu s
06wWan KOHHIYPaUnA

Email nonyyatens gamHH_.. mt Tiver-t admin@local R

Cuntarb localfi nosep_ (lﬁ_ula-'vl KoH murypd un? .

Puc. 5.7. NMouck no koHdurypaumm

lMocne BHeECEHNSA UBMEHEHWI B 3HAYEHNS napameTpos KOH(bMpraLl,MVI COXpaHuTe nx nnn oT-
MEeHUTE C NOMOLLbIO COOTBETCTBYHLLNX KHOMOK:

HacTpoiku

PacLHpEeHHBIE HACTRORKH . HKondrypaums / Yaen

WHTeppedc

f CoxpaHuTh | | OTMEHHTE ._

Puc. 5.8. KHonku «CoxpaHuUTb» U « OTMEHUTb»
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[na npumeHeHusa HacTpoek KoHdwurypauum Haxmute kHonky MpumeHutb. Pagom ¢ aTou
KHOMKOW pacnornoxeHa MHpopMaLMOHHasa NKOHKa, NP1 HaBegeHUN Kypcopa Ha KOTOPYH NosB-
NATCA CBEAEHUSA O BpeMeHN npeabiayLero npuMeHeHUs HacTpoek:

® &

[NpyMeHUTL

Tekywan sepcua 05.06.2025,

09:32:58 | SKVT
KommeHTapwii roles master http-
filter analyzer set to node main

CaHWe .‘ Bce HacTpoiikm

Puc. 5.9. KHonka «[TpumeHUTbL»

[lna onucaHus Toro UM MHOro NapameTpa MOXHO 0TobpasnTb NoackaskM kK napaMeTpam Ha-
CTPONKM KOHcpurypaumm. [Ons otobpakeHUs ornmMcaHusi KOHKPETHOro napameTpa HaBeguTte
KYpCOp MbILLW Ha ero HasBaHue.

PacnpepeneHHoe XpaHeHue faHHblx Cassandra  common.yaml

Mmayana  clust Cassandra${subcluster-id}

PoTauma dhanno e y3nan I 1M B Npeaenax knactepa Solar webProxy,

ni Solar Dozor, Ha KOTOPBLIX 3a
=p Cassandra TONLKO HA OCHOBAHWKM COBNIAEHHA

Honwyecr

Puc. 5.10. Noackaska ¢ onucaHMem napameTpa

[ns oTobpaxeHns Bcex noackasok BkroumTe NokasbiBaTb ONMcaHMUe B BEPXHE YacTu pas-
aena.
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Hacrpoiismn Yane! v ponu M i an 5 MpMMEHHTL

FRURERETRE]  Kondwrypaun /vsen

HH Cepewc Cassandra 1 Xpanerue

CoXpanuT OTMeHnTE Moxazbieate onucanue ()

PacnpefeneHH (i HHE [AHHBIX

Wmaysna  cluster-name Cassandra$ {subcluster-id}

PoTaluA ta NOTOB CEPBMH

KonuuecTeo haiinoB  rot:

Pasmep thana (ME)  rotate-

Puc. 5.11. OTo6paxeHue noackasok

YT06bI 32aaTb MHAMBMAYaNbHbIE NapameTpbl KOHUrypaLmmn ong kakoro-nnbo yana, Bbibepute
aT1oT y3en B cnucke Kondurypauusa/yYsen (Puc.5.12).

HacTpoikum

PaciumMpeHHbIE HACTPOMKK | Kondmrypauma / Yaen 0611aA KOHQMTYPAUNR X

0B6LLER KOHDUFYPILMA

AQMMHWCTPUPOBAHWE CHCTEMBI main

28
E-H- LN‘

filter noxanskse nacTpofn

WuTepgenc MoHuTopHHT

Puc. 5.12. Bbi6op y3na

Ecnu kakon-nnbo ysen mmeer vHavMBuAyarbHble HACTPOMKM (XOTS 6bl OOMH NapameTp), B
cnucke KoHdmrypaumsa/Ysen pagom ¢ HasBaHMeM 3TOro ysna OyaeT pacrnonoxeHa MeTka
nokarnbHble HACTPOMKKU. Takas xe MeTka Byaet pacnonoxeHa B 3annucu o6 yane Ha BKnagke
Y3nbl U ponu, a Takke Ha MKOHKaxX Tex pas3fienoB HAaCTPOeK, KOTopble UMET MHAMBUAYalbHbIE
HacTpoukK, Nnpu Belbope 3aToro y3na B cnncke KoHndurypauusa/ysen.

MpumeyaHue

UHgopmayusi 0 cocmosiHUU cucmeMbl Ha eKkrnadke Y37bl u posiu agmomamuyecku obHoessemcsi
Kax0bIl pa3 npu OmKpbIMuu 8KadKu.
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PN
(1]

Solar webProxy

Cnucok cepeepos

main

Astra Linux - Intel Core Processor (Broadwell, no TSX, IBRS) - solar-wp-4.3.0-202

eth0: 10.201.66.74/20

Cepaep ynpagnesuts | wnstp HTTP-pagma * | Awanwzarop paguka

Puc. 5.13. UHgukaTopbl MHAUBUAYalNbHbLIX HACTPOEK B CMUCKe Yy3rnoB

HacTpoiku Pon

Hondhurypauma / ¥3en filter  noKansH= KSCTRORKI X

ALMHHKCT 2 CHCTEMBI AYTEHTH(PHKALWA

MOHHATOPHHT

{3 NEPEXBIAYEHHBIX AaHHBIX BcnomoratensHble ce|

ADKANGHEIE HICTPORKN

% | % || =8

DuneTpauma u Wzeneuesue
Kateropwzatop Cepeuc
KILWPOBAHHE TEHCTOBBIX

Tpadmka SeCIRecYPoos AaHHbIX Cassandra

Puc. 5.14. Ungunkatopbl MHAMBUAYarNbHbIX HACTPOEK AJsl BbIOpaAHHOro y3na

YTtob6bl MHAMBUAYanbHble (NoKanbHble) HAaCTPOMKM KOHUrypaumm yana BCTYNWAW B CUny,
BKMounTe Mcnonb3oBaTb NOKanbHble HACTPOWKM CripaBa OT Ha3BaHWSI CEKLMM NapamMeTpoB
(Puc.5.15). Kaxxgas cekumsa MMeeT CBOHO OMUMIO.

Wcnonb3osath nokansHele Hactpoitky

Puc. 5.15. Ucnonb3oBaTb JIOKanbHble HACTPOMNKN

Mocne 3arpy3ku NULEH3UM U BXOAA B CUCTEMY MOXHO Ha3HayaTb POMM y3rnam C NMOMOLLbO

GUL.

[na HasHavyeHuns ponen yanam ncnonb3ynTte Bknagky Cuctema > Y3nbl U ponu, cogepallyro
MHOPMALMIO O COCTOSIHUKM U PONsIX BCeX y3noB knactepa Solar webProxy.
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[na HasHayeHus ponu y3ny B pasaene Cucrtema > Y3nbl U POSIN B CEKLUKN C HY>KHBbIM Y3710M
HaxxmuTe nore Ponu y3ana v BbibepuTe B packpbiBaloLLEMCS CNIMCKE OOHY UM HECKOMNBbKO porien
ANdA Hero, a 3aTeM HaxxmuTe nobyo obnacTe 3a Nnpeagenamm cnucka. HasHavyeHHble y3ny ponu
BblenNeHbl B cnvcke ooHOM ronyboro ugeta.

YUTobbl CHATL C y3na polib, Ha>XMUTe:
® 3Ha4yoK C Ha3BaHMEM 3TOM ponwu;

e BblOGpaHHylO Ponb B CNIUCKE.

Solar webProxy

HacTpoikn  Vanbiuponu  MouTopui

Cnncok cepepoB

BH7ouaeT: QUILTALMS M
K3LLMPOBaHHUe TPaKa, HacTpoiiku
main MOHUTOPUHIa, )KypHanupoBaHve,
Cepauc Cassandra, Cepep
ayTenTipuKkaLIm,
TPOM3BOANTENLHOCTD,

Astra Linux - Intel Core Processor (Broadwell, no TSX, IBRS) - solar-wp-4.1
en
AyTesTuchuaLms, MoHuTopuH,
eth0: 10.201.64.32/20 Pa6oTa cucTembl

Cepeep ynpaenenus | Avanusatop Tpagumka x | @unstp HTTP-Tpaguka x | @unstp SOCKS5-Tpacuka

AHanu3aTop Tpadka

AHTUBIPYC

BanaHCUpOBLLVIK

BUpTYansHsit IP-aapec (VRRP)
KOH(Urypupyemble ceTesbie napamerpl
06parHbIit NpoKcH-cepaep

Cepeep Kerberos-ayTenTueyKaum1

Cepeep NTLM-ayTenTHMKaLn

Puc. 5.16. HasHauyeHue u cHATME ponewn y3na
lMocne ycTaHOBKU ponen Ang Bcex y3noB Haxxmute CoxpaHuTtb U NMpumeHUTb.

MpumeyaHue

Ecnu nuyeHsus He Oelicmeyem Ha KakoU-nubo mModyrb, porib 6ydem HedocmyrHa u UHghopmayus
06 amom omobpa3umcsi & criucke posel u 8 Modckaske rnpu HagedeHUU Kypcopa MbilU Ha Porb, KO-
mopyto crnedyem HasHadume 0nsi pabombl MoOyns. Ecnu nuyeH3usi Ha Modyrnb 3aKOHYuachk, pPosb
0rig pabomsi 3moe2o Modyrisi ocmaHemcsi HasHa4eHHoU y311y, Ho caM Modyrib pabomame He bydem.

OnucaHne Bcex poren, KoTopble MOXHO HasHauuTb Yy3ny, NpuBegeHo ganee. [ns Kaxgown
poNK yKkasaH cocTaB CepBnCOB, obecnevmBaromnx ee PyHKLMOHUPOBaHKE.

Tabn. 5.4. NepeyeHb ponen

HasBaHue ponn HasBaHue ponu OnucaHue CepBuchl
B GUI B CLI
Ananusarop Tpadu- |analyzer KaTteropusaums Be6-pecypcos. url-checker-next, smap-
Ka tikaserver
AHTUBUpPYC antivirus lMpuem 3anpocoB Ha NOMCK BUPYCOB MO Npo- |antivirus
Tokony ICAP.

Mpn ncteyeHun NUUEH3UM Ha aHTUBUPYC,
MOZyJNb OCTAHOBUT CBOI paboTy.

BanaHcnpoBLLmK balancer PacnpegeneHne Tpadwuka no cepsepam |haproxy
dunerpaumm Solar webProxy. Ponb ncnons-
3yeT cepBuc 6anaHcuposLumka HAProxy.
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Ha3BaHue ponu Ha3BaHue ponu

B GUI

B CLI

OnucaHue

CepBuchl

BuptyanbHein  IP-|vip OO6beanHeHne HeCKOMNbKMX Y3MnoB nog BupTy- |keepalived
agpec (VRRP) anbHbIM IP-agpecom.
KoHdpurypupyemsle |network-config LleHTpanu3osaHHoe ynpasneHue ctatndecku- [network-config-agent

ceTeBble MapameT-
pbl

MW MapLipyTaMuM M NpOCMOTP Tabnuubl
MapLLpYyTU3aLIMK Y3I10B, Ha KOTOPbIE YCTaHOB-
rneHa porb.

O6paTHbI  NpoKcK-
cepBep

reverse-proxy

duneTpaumns M KaWwMpoBaHWe Tpaduka B
obpaTHOM pexume paboTbl CUCTEMbI.

skvt-wizor, log-streamer,
skvt-cassandra

CepBep vHTerpauum

api-gateway

Pa6ota c API Solar webProxy.

MpumeyaHune

Ponb docmynHa monbko 0nsi master-
y3na.

wp-api-service

CepBep Kerberos-|kerberos Kerberos-ayTeHTudpukaums. skvt-kerberos-server
ayTeHTudmKaumum

Cepsep NTLM-|ntim Peructpaunsi cepsepa B gomeHe, NTLM-|skvt-winbind, skvt-ntim-
ayTeHTudmKaumum ayTeHTudmKaums. server

CepBuC nepecbinku
LMpoKoBeLaTenb-
HbIX igmp NakeToB

igmpproxy

Mepecbinka IGMP-nakeToB 13 0OAHON CETU B
OpYrylo Yepes npokcu-cepsep.

igmpproxy

CepBWc pennukaumm
[ocbe Ha NnogYnHeH-
HbIX y3nax

abook-slave

Oy6nupoBaHue Yactu gaHHbix Jocke. Ponb
npegHa3HayeHa ANs MOBbILWEHWS OTKas3o-
YCTOWYMBOCTU B CUTyaLMsX, Korga CBsi3b C
master-y3nom (1 xpaHsiLummcs Ha Hem [locbe)
BPEMEHHO OTCYTCTBYET.

CuHxpoHm3auus [locbe C BHELUHUM UCTOYHU-
KOM BO3MOXXHa TOMbKO Ha CepBepe ynpasne-
Hua (master). Ha abook-slave 3arpyxaetcs
konus [locbe ¢ master-y3na v BHECEHHbIE Ha
HeM n3meHeHus1. Ecnun Ha BHeLUHEM UCTOYHMU-
Ke eCTb M3MeHeHMus, ucnonb3ymte master-
y3en AN CUHXPOHM3auuMM U nepegavn Ha
cepsuc abook-slave.

abook-daemon

CepBsep ynpaeneHus

master

EnvHas Touka ynpasneHus. Takyto ponb Mo-
XeT MMETb TOMbKO OAMH y3en knactepa (cMm.
Takke onucaHue ponn Bce cepsuchbl). Ha
y3re c 3ToW ponbio 3anyckaercs Beb-cepsep
ans goctyna k GUI, HacTpauBaeTcs KOHU-
rypauusi, a Tawkke reHepupyetcs nonutuka
duneTpaumm, pacnpoctpaHsemas Ha Bce
ocTarnbHble y3rbl knacrepa.

skvt-trafdaemon,
database, monitor-server,
monitor-httpd,  abook-
daemon, license-server,
skvt-auth-server,  skvt-
cassandra, clickhouse

DUNbTP MHCNEKUMN
NnakeToB

packet-inspection

dunbTpaums npuknagHblXx NpoTokonoB L7
(RDP, FTP, SSH n Telnet) n npunoxeHuin.

MpumeyaHne

Porib MOXHO ycrmaHo8umb MoribKo Orist
y3noe c¢ ponsamu @Punbmp HTTP-
mpagpuka unu @Punbmp SOCKS-
mpadbpuka.

ndpid.service,
ndpisrvd.service
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Ha3BaHue ponu Ha3BaHue ponu OnucaHue CepBuchl

B GUI B CLI
®unetp HTTP-Tpa- | http-filter dunbTpaumns n kaWwmMpoBaHve Tpaduka. skvt-wizor, skvt-auth-
duka server, skvt-cassandra,
skvt-cache, log-streamer
®dunstp SOCKSS5-|socks-proxy dunsTpauus 1 kawmposaHue Tpadumka no |skvt-wizor, skvt-auth-
Tpaduka npotokony SOCKSS5. server, skvt-cassandra,
skvt-cache, log-streamer

5.5.2. PekomMeHaaunm no Ha3HaA4YeHUIO ponen

B knactepe Solar webProxy pekomeHgyeTcsa pacnpefenaTtb ponu no ysnam crnegyrowmm ob-
pasoMm:

e Slave-y3ny (yanam) HasHauuTb ponb ®unsrp HTTP-Tpacumka (ans npuMmeHeHnst NOAUTUKK
dunesrpaumm Tpaduka), ponv Cepeep NTLM-ayteHTudukauum nnn Cepeep Kerberos-
ayTeHTUdUKaLmm (B 3aBUCMMOCTU OT UCMONb3yeMOro Tuna ayTeHTudmKaLmm nonb3osare-
newn, cM. pasgen 5.9.4) u pons AHanusaTtop Tpaduka (ecnv nonuTuka unsrpaumm Tpa-
dmka npegycMaTpmBaeT BO3MOXHOCTb OrNOKMPOBKN COEAMHEHMS B 3aBUCUMOCTU OT Tuna
COAOEPXKUMOTO U KaTeropumn).

e [lpy HanMuum JOCTATOYHOrO KONMUYECTBa OMepaTMBHOW MaMsTU slave-ysnam C poribio
®dunbtp HTTP-Tpacdhmka cnegyet takke HasHauuTb ponb CepBuc pennukaumm flocbe
Ha NOAYMHEHHbIX y3nax. YTtobbl oueHUTb Tpebyembii 06bemM nNamsTn, Ha master-ysne
BbINOMHWTE CreayoLwyo KOMaHay:

curl -k -H "Content-type: application/json" --key /opt/dozor/etc/ssl/bus.key --cert
/opt/dozor/etc/ssl/bus.pem --data-binary '{}'
https://<hostname>:2269/persons/info?groups=true\&addresses=true\&department=true\&ctl=true |
WC -C

Nma yana (hostname) B komaHge cnegyeTt 3aMeHnUTb.

Mony4yeHHoe 3HavyeHne yMmHoxuTe Ha 10 — nony4nTtcs Tpedbyemoe 3HadeHne obbema namaTm
B OanTtax. [NepeBeante ero B MmerabanTbl 1 3anULUNTE B Ka4eCcTBe 3HaAYEHUs napamerpa
KoHcpurypaumm Makc. o6bem ucnonsayemomn O3Y (M6) B pasgene Cucrema > OCHOBHbIE
HacTpouku > lNpoussoauTenbHOCTbL > CepBuc pennukauum [locbe Ha NOAYMHEHHbIX
y3nax. Ecnv nonyyeHHoe 3Ha4eHne okasanocb MeHbLUE 3HaYeHUs napameTpa no ymosnya-
HWIO, TO YMeHbLLATb 3HAYEeHUS NapamMeTpa He HY>XHO.

5.6. CTaTnyeckas mappytmsaums

[na ynpaBneHus cTtaTMyeckumu maplipytamu B pasgene Cucrema > Yanbl U ponu Ha
yrnpaBnsieMoM ya3re Kractepa KOHTEeHTHoW comunbTpaunm gobasete ponb KoHdurypupyembie
ceTeBble NapamMeTpbl.

HacTpoika napameTtpoB pabotbl cnyx6 ponn KoHdurypupyemblie ceTeBblie napameTpbl
BbINOMHseTCcH B pa3gene Cucrema > PaclumpeHHble HacTPOMKMY > YnpaBneHue ceTteBbIMU
napameTtpamu.

B cekunmn AreHT KOHTPONA ceTeBbIX NapamMeTpoB > KoMnoHeHTbI Aapa cepBUca npeacras-
NeHbl NapameTpbl:

o VTYSH npoangep (vtysh-provider) — cepsuc, KoTopbIn peanuayeTt npoBangep 4ns B3a-
umogenictemnss ¢ FRRouting yepes vtysh. B atom pasgene HacTpaumBatoTca napameTpbl
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TavimayTa Ansi BbIMOMHEHMS KOMaHA KOH(UIypupoBaHUS CETEBbIX MapameTpoB B 4acTu
cTaTM4ecknx MapLupyToB. Ecnu 3a ycTaHOBMNEHHbIN B KOH(Urypaumm TanmayT BbiNofHEHNe
KOMaHf ynpaBneHus napamerpamMmu mapLipyTm3aumm He 3aBepLUMIIOCh YCMELHO, NonbITKa
BbINONIHEHMS KOMaHAbl NOBTOPSETCA 40 €€ YCMNEeLHOro NpumMeHeHuns. EanHmuel nuamepenuns
— MUHYTbI.

MeHenxep koHdurypauum (configuration-manager) — cepBuc, KOTOPLIN peanuayeT ne-
pYoOAMYECKNIA 3anycK (C 3alaHHbIM B HACTPOMKax cepBuca MHTepBanoMm) 3agadv Ans KoH-
TpoNsA ceTeBow KoHurypaumn. B pamkax 3Ton 3agayn OOIMKEH BbIMONHATLCA KOHTPOSb
05151 BCeX KOMMOHEHTOB KOHpurypauum (Ha AaHHbIA MOMEHT KOHTPOIMb TOMBKO AMs KOMMOo-
HeHTa KoHdurypauum routing).

B oaHHOM ceKkuum MOXHO 3aaaThb napamMeTpbl:

HayanbHas 3agepkka nocrie 3anycka cepBuca — onpeaenser BeNMuvHy 3aepKKu
Ha UHMLUMann3aumno HeobxoanMbIX CNy>6 Ans NPUMEHEHMUST KOHUIYpaLWK;

WUHTepBan mMexay npoBepKaMu KOH(Urypauum — onpeaensiet nHTepsan BpeMeHn,
yepes KOTopbIN cucTemon OyaeT BbINONIHEHA NPOBEPKa COOTBETCTBUS TEKYLLIEN YCTAaHOB-
NEeHHON KoHMUrypaumm u, npn HeobxognumocTu, ee 06HOBNEHME.

MeHexep npoBepkun coctosiHuA (state-checker) — cepsuc, KOTOpbIN OTBEYaET 3a nepu-
04MYECKY0 MPOBEPKY COCTOSIHMA CETEBOW KOHpurypauumn. CepBuc CoaepxuT cueHapui,
KOTOpbIM Ha BXo4e UMeeT nepnoanyeckyto (C 3agaHHbIM B HaCTPONKax MHTepBanom) UHu-
uuaumio NpoBEPOK AN BCEX KOMMOHEHTOB KOHMUrypaumm (Ha aHHbIM MOMEHT NpoBepKa
TOMNbKO 41151 KOMMOHEHTa KoHdurypauum routing).

B oaHHOM cekuum MOXHO 3aaaThb napamMeTpbl:

MHTepBan mexay nposepkaMy COCTOSAHUA > [NUTeNbHOCTb — ONpeaensieT 4acToTy
BbIMOSTHEHMS! NPOBEPOK KOHUIypaLmu;

UHtepBan mexay HEARTBEAT ctatycamu > [InMTenbHOCTb — ONpeaernseT 4yacToTy
OTMpPaBKM COCTOSAHUA areHTOM MOACUCTEMbI YNpaBneHnss ceTeBbIMU napaMmeTpammn Ha
ynpasnsoLwnin cepseep.

B cekumn AreHT KOHTpoOnA ceTeBbiX napameTpoB > HTTP-untepdenc (http) moxHo 3agatb
HacTporkn HTTP-cepBepa, obecnevymBaioLlero B3aMmogencTBMe KOMMNOHEHTOB MOACUCTEMBI
ynpaBfieHnsi CETEBON KOHUrypaumnen:

HTTP-cepBep > MopTt — He 3aHATLIN gpyrnmun cnyxbamm TCP nopt, Ha koTopom 6yaet
paboTaTb CepBuC;

O6pabotka SSE 3anpocoB > Paamep Gycepa coobLEeHNN — KONMYECTBO COOBLLEHNIA,
KOTOPOE MOXET XpaHUTbLCHA CEPBEPOM B ouepean 0o ux obpaboTku.

UToObl HACTPOUTL MapLUPyTbl, OTKporTe pasgen CeTb M BbIbepuTe Hy>XHYIO BKNaAKy:

MapLIprTbI B nNnpucoegnHeHHble CeTU — MapLlpyTbl B CETU, K KOTOPbIM Y ynpaBliideMoro
y3na eCTb NOAKITIO4YEHHbIE CeTEBbIE I/IHTep(*)eVICbI.

Ha gaHHon Bknagke MapLwpyTbl QOCTYMNHbI TOJ1IbKO OJ14 NPpOCMOTPa. ,D,aHHbIe npeacTtasli€Hbl
no cneayrwnm noridam:

Ha3BaHue maplupyTa,
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Craryc,

Apnpec Ha3Ha4vyeHus,
UHTepdenc,

Lnros,

Kem n korga nameHeHo,
AAQMUHUCTpaTUBHAA ANCTaHLMA.

[nsa ynobcTBa MapLUpyTbl MOXHO OT(ULTPOBATL MO CTaTycaM, y3raM Ui HamTh HYXXHbIR
MapLLpPYT C MOMOLLbIO Noucka.

UT06bl OTPEfakTMpoBaTh Ha3BaHNE MapLUpyTa, HaXXMUTE .

MapwpyTbl N0 YMOMYaHUIO — MapLLPYTbI, MO KOTOPOM ByAyT OTNpaBfeHbl NakeTbl, agpec
Ha3HayYeHMs1 KOTOPbIX HEe COBNaAaeT HU C OAHVMM aapecoM Ha3Ha4YeHUs B Tabnuue mapLupy-
TM3auum.

UTtoObl co3gatb MapLupyT:
B neBom BepxHeEM yrny HaxmuTe kKHonky Co3aaTb MapLupyT.
3anonHuTe nons:
HasBaHue,
Appec,
Lnos,
Y3en (ynpaBnsiemMbii y3er, Ha KOTOPOM HeEOBXOAUMO co3daTbh MapLUpyT),
AAMUHUCTpaTUBHAA AUCTAHLMA (MPUOPUTET).
MocnepoBaTternbHO HAXXMUTE KHOMKM CoxpaHuTb 1 NMPUMEHUTbL N3MEHEHUS.
[aHHble NpeacTaBneHbl MO CNeayoLWmMmM Nomnsam:
Ha3BaHue maplupyTa,
Craryc,
Anpec Ha3Ha4yeHus,
LWno3,
Kem n korga nameHeHo,
AaMUHUCTpPaTUBHaA OAUCTaAHLMA.
CtaTtnyeckue MapLUpyTbl — BCe OCTarbHble CO34aHHbIe MapLUPYThI.

UTtoObl co3gatb MapLipyT:
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B neBom BepxHeEM yrny HaxmuTe kHonky Co3aaTb MapLupyT.
3anonHuTe nons:
Twn (y3en unuv noaceTsb),
Ha3BaHue,
Appec,
Lnos3,
Y3en (ynpaBnsiembii y3er, Ha KOTOPOM HeEOBXOAUMO co3daTbh MapLUpyT),
AAaMUHUCTpaTUBHAA AUCTAHLMA (MPUOPUTET).
MocnepoBaTternbHO HaXXMUTE KHOMKM CoxpaHuTb U NMPUMEeHUTbL U3MEHEHUS.

Ona yoobctBa MapLipyTbl MOXHO (buMnbTpoBaTh MO cTaTycaMm, y3nam UM HanTU HY>KHbIV
MapLLpPYT C MOMOLLbIO Noucka.

MpumeyaHue

U3meHeHUs1 HaCmpoeK cmamuy4ecKol Maplipymusayuu rnocse ux npuMeHeHUs ecmyrnarom 8 cusly 8
meydeHue 08yX MUHYmM.

[Ona  HacTpoMkM  poTauuMuM  XKypHanmoB AocTyna Ha y3ne main B danne
Ivar/spool/cron/crontabs/dozor BHecuTe B pacnvucaHve nnaHNpoBLLMKa Cron CrnegyoLwyio
3anuchb:

0 0 1 * * Jopt/dozor/clickhouse/bin/cleanup-db.sh -d <days>

roe <days> — 3HauyeHve BpeMeHn B AHsX. [laHHble )KypHanoB AOCTyna cTapLue 3TOro 3Ha4eHus
OyayT yoanartecsa. B gaHHom npumepe Bbi3oB ckpunta cleanup-db.sh Oyget npoucxogutb
nepBOro Yncna Kaxagoro mecsua.

MOﬂ,yJ'Ib Hocbe a Takke pPA4 UHbIX beHKLI,VIOHaJ'IbeIX obnacTten MOXeT B3aMMOAeNCTBOBaTb
C BHEWWHUMUN UCTOYHUKaMW OaHHbIX AN1Ad CUHXPOHU3auun n nonyvyeHna aaHHbIX N3 HUX.

CunxpoHusaums ¢ Active Directory moxeT npoucxoguTtb no npotokonam LDAP (cm. pasgen
5.8.2) n LDAPS (cm. pasgen 5.8.3).

CwuHxpoHuaunpoBaTb [1ocbe C BHELUHUM MCTOYHMKOM MOXHO B HECKOMBKMUX pasgenax CUCTEMBI:
Ons getanbHOW HacTpoKrkn — pasgen [locbe OCHOBHbIX HACTPOEK KOHUrypauuu,;

ans 6onee 6bicTporo Aoctyna — pasgen flocke > Hactponkn. Habop napameTpoB HacTpown-
KM aHanoru4eH nepeyHio B pasaene locbe 0OCHOBHbIX HACTPOEK KOHUrypaLmu.
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UToObl HacTpoOUTb CUHXPOHM3AUMIO AaHHbIX [JoCbe C BHELWHWM WMCTOYHUKOM, WMCMONb3yH
OCHOBHbI€ HACTPOMKN KOHUrypauuu:

B pasgene Aocbe > HacTtpounku > [locTyn K UICTOYHUKAM AaHHbIX 4115 NapamMeTpoB UC-
TOYHMKOB AaHHbIX AD example n File example ycTaHOBREHbl 3Ha4YE€HUS MO YMOMYaHMIO.
Bbl moxeTe:

[o6aBnTb HOBbIN MCTOYHUK AaHHbIX 6€3 3Ha4YeHu No ymon4yaHuio (kHonka Jlo6aBuTb).
Mpn HEOBXOANMOCTM MOXKET UCMONb30BaTLCSA AN PACLUMPEHHOM HACTPONKN.

CkonupoBaThb BblGpaHHbIA UCTOYHMK AaHHbIX CO BCEMU 3HaYeHusMK. [1ns 3Toro cnpaea

OT Ha3BaHMA UCTOYHMKA AAHHbLIX HA>XXMUTE .

MpumeyaHue

[na napamempa ucmo4yHukoe OaHHbIX File example ucrionb3ytime ¢halinn gpopmama .csv ¢ 3anu-
camu suda:

lpumep ¢ onucaHuem apynri:

1 |id;pid;gr‘oup

1;;just_group_name

lMpumep ¢ nepcoHamu eHympu 2pyrir:

id;group-id; fullname;title;submit_to;birth_day;email;telephone_number;ip;hired;priveleges;image;image_preview;sid;hostname;skype;login
2 140;1;the first tester; 335-1-5-21-793904598-208165932-2932072800-1123; pc-name; kalinkin_55;ea.ershoy

YctaHoBuTe nepekniovatens MapameTpbl AOCTYNa K UCTOYHUKY AaHHbIX B MONOXEHNe
Idap.

v LDAP Source
VNEHTHHKATOP MCTOMHMKA  Id
Ha3gaHue HCTOYHMKA  Label LDAP Source
J- MapameTpsl AOCTYNA K NCTOYHMKY AAHHBIX  SOUTCE O ldap

DN nonb3osarens  bind-dn administrator
Maponb nonb3oBatens | C T
URL LDAP cepsepa  Idap-url \dap//10.199.2996389
ba30Bbiil DN Ans noucka n dc=isim,dc=local

KONMYecTBo 3anucei Ha CTPaHMLE 3anpoca 1000

©UNLTP noppasaenedud  filter-o nit (objectCategory—organizationalUnit)

©uneTp rpynn filter up (objectCategory=group)

@unsTp nepcon  filte n (&{objectCategory=person)(objectClass=user))

Puc. 5.17. HacTtpowka cuHxpoHusauum [locbe

3afanTe 3HaYeHUs crneagyroLmnx napaMmeTpos:
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HasBaHue UCTouYHMKa — YKaXXnTe NPon3BOfibHOE Ha3BaHMe UCTOYHMKA AaHHbIX AD. Pe-
KOMeHAyeTcs BbibpaTh Ha3BaHue, oTpaxatrollee peannun ceTeBon MHOPacTpyKTypbl op-
raHmsaumm.

DN nonb3oBaTens — Ms y4eTHOW 3anncu ¢ npaBamm YteHus katanora AD. Mg ykasbl-
BaeTcHa BMecTe ¢ JoMeHoM (Hanpumep, admin@organization.local).

Maponb nonb3oBaTens — naposb YY4ETHOWN 3anucK, ykasaHHOW B npeablayluem napa-
MeTpe.

URL LDAP cepBepa — agpec LDAP-cepBepa opraHusaumm ¢ ykasaHnem npoTokosa u
nopta (Hanpumep, ldaps://ldap.organization.local:636). Ecnu nma ysna 3agaetca ¢
nomoubio FQDN, oHO oomkHO pa3peluaTtbes ¢ noMmowbio DNS unv gormkHo 6bITb 3agaHo
B channe /etc/hosts.

BasoBbin DN ana noucka — 6asa noucka. YKaxuTe 3HavyeHue B COOTBETCTBUU CO
CTpyKTYypon katanoroB AD opraHusaunu.

Mpn HeoBXoOMMOCTM packpoKrTe rpynnbl napameTpoB COOTBETCTBUA aTPMOYTOB NEpPCOH,
CoorBeTCcTBUSA aTpuOYyTOB rpynn 1 gobaBbTe U/MNU MCNpaBbTE COOTBETCTBUMS MeEXOy
aTpubytamm AD n atpubytamm [locke.

MpumeyaHue

Lna Kerberos-aymeHmucbukayuu npedycmMompeH napamemp upn. [ns e2o HacmpoUKu 8 rione
Ampubym nepcoHbl adpecHol kHu2u ebibepume User principal name u 3adalime 3HayeHue
LDAP-ampubyma userPrincipalName.

LAna NTLM-aymenmucbukayuu npedycmompeH napamemp windows-login. []nis e2co Hacmpouiku
8 rnosie Ampubym nepcoHbl adpecHol kHu2u ebibepume Windows login u 3adalime 3Ha4eHue
LDAP-ampubyma msDS-PrincipalName.

Lonyckaemcs ucrionb3o8aHue napamempos upn u windows-login 05151 00H020 OomeHa 0OHo8pe-
MEHHO.

Ecnu dns nonb3oeamerns 8 kapmoyke npedycmompeHo oba ampubyma, 0511 e20 aymeHmugukayuu
bydem ucrnionb3og8amscs napamemp Windows-login. Ecnu y nepcoHbl omcymemgyem UPN u/unu
Windows-login, aymeHmucbukayusi 6ydem 8bInonHAMbCS 10 [02UHY.

Kerberos-aymeHmucbukayusi pabomaem Kak ro napamempy upn, mak u rno windows-login. [ins
NTLM-aymeHmugbukayuu xe npedycMompeH mosnbko napamemp windows-login.

HaxxmuTte MpoBepuTb Ans NPOBEPKN NOAKMIOHYEHNS K UCTOYHUKY AaHHbIX. B criydae Heycnexa
ybeanTecb B KOPPEKTHOCTM 3afj@aHHbIX NapameTpoB.

Haxmute CoxpaHutb 1 NMpUMeHUTD.

HaxmuTte kHonky CuHXpoHM3upoBaTtb. [10 OkOHYaHUM OTOGpasuTca ysBegomneHve ob
YAAYHON CUHXPOHU3ALUN.

MpumeyaHue

CuHxpoHu3ayusi 603MOXHa MOJIbLKO MPU 8bIMOSTHEHUU CEQYOWUX YCr108UU:
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Xomsi 6b1 00UH UCMOYHUK OaHHbIX 8KITHOYEH (ycmaHoereH ¢hriaxkok CUHXPOHU3ayusi 8KJTHOHEHa).
Hacmpoliku ecex ucmoyHuUKo8 GaHHbIX YCreWHO NPUMEHEHbI.

B 0aHHbIU MOMEeHm He 8bInonHAemcs: Opyaasi CUHXPOHU3aUUS.

BepHutech B GUI 1 npoBepbTe HannumMe opreTpykTypbl B pasgene Jocbe > OpraHusauym-
OHHas CTPYKTypa.

[Mpun N3MEHEHUN HACTPOEK B NpoLiecce 3KCNyaTauumn (HAaCTPOEHHOM paHee CUHXPOHM3aLNn)
HeobxoauMo npomnseecTn cbpoc TekyLlen 6asbl [locbe C NOMOLLbI0 KOMaHA,:

# su - dozor
$ /opt/dozor/bin/shell
$ dsctl stop abook-daemon
$ /opt/dozor/abook-daemon/bin/abook-reset -hard
$ dsctl start abook-daemon
Mo oKoOHYaHWMK 3aanTe NHTEepPBar CUHXPOHU3ALNN:
OTkponTe cekumtio CepBuc o6HoBneHus flocbe > Pa6oTa B rmaBHOM pexume.
YctaHoBuTe onaxxok ABToMaTuyeckas CUHXPOHU3aUus ¢ UCTOYHUKaMM.
3apanTe 3HauyeHue napameTpa MNepnoaNIHOCTbL CUHXPOHU3ALUM.

MpumeyaHue

He pexkomeHdyemcs ycmaHaenueame 3HadeHue nepuoduyHOCMU CUHXPOHU3auyuu MeHbwe 20
MuUHym, m.K. npu obbemMHom LDAP-kamanoze u 6onbwom konuvecmee rosb3o8amernel O
ycrnewHoeo 3asepuweHust 0bHoerneHuUs1 0aHHO20 8peMeHU Moxem bbimb He00CMarmo4HO.

lpu 3Ha4eHuu 0 yacos 0 MUHym CUHXPOHuU3ayusi pabomame He 6ydem.

Haxmute CoxpaHutb 1 MNpuMeHnTb.

[ns HacTPOMKM CUHXPOHM3aUUKM AaHHbIX [Jocbe C BHELHUM UCTOYHUKOM B pasgerne Jocbe
HaXXMUTE KHOMKY HacTponkm 1 BeINonHMTE Npouenypy, ONMcaHHYIo Bbille.

Tpadumk, nepegaBaembint no npotokony LDAP, He aBnsieTcs 3awwmweHHbIM. YTo6bl CUHXPOHK-
3aumsa AaHHbIX 6bina KoHpmaeHumanbHom n 6esonacHomn, ncnonb3ynTte npotokon LDAPS, ko-
TOpbIN ABNAeTCS 3almieHHon Bepcuen LDAP, 1 B KOTOPOM ucnonb3yeTcs AedonTHbIN NopT
636 BmecTo 389, kak y LDAP.
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LDAPS npepctasnsieT cobow TexHonornto «LDAP yepes SSLy», koTopasi n03BonseT LWmndpoBaTb
NPOLIECC CUHXPOHM3ALMN OAHHBIX U ayTeHTUMKaLNN.

[na HacTporku cMHXpoHM3auumn no npotokony LDAPS:

BbinyctuTe 1 nmnoptupynte ceptudukaT B LeHTpe cepTudmkauum gomeHa (CA) — cm.
pasgen 5.8.3.2;

NmnoptupynTte ceptudmkat ueHtpa ceptudpmkaumm gomeHa (CA) B Solar webProxy — cm.
pasgen 5.8.3.3;

B pasgene [locbe > HacTponku > [locTyn K MICTOYHUKAM AaHHbIX BbINONTHUTE NPOoLEenypy,
onucaHHyto B pasgene 5.8.2, npeaBapuTenbHO 3aMeEHMB NOPT Ha3HadYeHns Ha 636 (BMecTo
389).

MpumeyaHue

Y6edumecb, ymo adpec cepaepa & napamempe URL LDAP cepeepa Ha4yuHaemcsi ¢ Idaps://.

Mocne HacTpoek NpoBepbTe CBA3M C UCTOYHWKOM CUHXPOHM3aUMKW. [Ns 3TOro Haxmure
kHonKy CMHXpOHM3UpoBaThb Ha Bkragke HacTpoiku pasgena flocbe unv B pasagerne Cu-
ctema > [locbe OCHOBHbIX HACTPOEK.

MpumeyaHue

Ecnu He pabomaem cpasy, 8 CLI ebinonHume pecmapm cepsgucoe monitor-ng u abook-daemon
C MMOMOWbIO KOMaHO:

$ dsctl restart monitor-ng

$ dsctl restart abook-daemon

YcTaHoBKka JONYCTUMOro ceptudomkata Ha KOHTponnepe gomeHa nossonsiet cnyxbe LDAP
npocnywmeaTtb U aBTOMaTUYECKU NpuHUMaTh nogkntodeHnss SSL kak gna LDAP, tak n gns
rnobanbHoro Tpadumka KaTanoros.

[nsa reHepauun ceptudmkara:

Ha cepeepe c¢ ponbio Certification Authority (CA) sanyctute koHconb Certification
Authority Management Console, nepengute B pasgen ¢ wabnoHamu cepTudukaTos
Certificate Templates n B KOHTEKCTHOM MeHI0 BbiGepuTe Manage.
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Puc. 5.18. YnpaBneHue wabnoHamu ceptucukaTons

2. Cospgante konuto wabnoHa Kerberos Authentication certificate, BbiGpas B KOHTEKCTHOM
MeHto komaHay Duplicate Template.
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Puc. 5.19. Co3zpgaHue konuu wabnoHa ceptudukara

3. B okHe Properties of New Template Ha Bknagke General nepenmeHynTe WwabnoH cepTu-
dvkata B LDAPoverSSL, ykasas nepuog ero gevctaus, n onybnukyite ero B AD (Publish
certificate in Active Directory).
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Puc. 5.20. NMepenmeHoBaHKe U Nyo6nukauusi wabnoHa ceptudmkara

4. Ha Bknagke Request Handling yctaHoBute pnaxok Allow private key to be exported n
COXpaHuTe LLAabIoH.
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Puc. 5.21. CoxpaHeHue WwabnoHa ceptudukara

5. Onybnukynte HOBbIN TUN cepTUdUKaTa Ha base cos3gaHHoro wabnoHa:

e B koHTekcTHOM MeHio pasgena Certificate Templates BbiGepute komangy New >
Certificate Template to issue.
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Puc. 5.22. BbiGop cepTuchukata ansa reHepauum

e B cnucke goctynHbix wabnoHos Beibepute LDAPoverSSL u Haxxmnte OK.

File Action i’uw Hq:

Select one Certificate Template bo enable on this Cenfication Authorty.
MlGMMMmMMMmmmhhmmmﬂmwﬂuﬂ
feenation about thes terelate has been repboated to ol doman controllers.

Al of the centficate templates in the crganization may not be avalabie to your CA.

For more information, see Certificate Template Concepks.
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Puc. 5.23. Bbibop Tuna ceptudumkara LDAPoverSSL

6. Ha koHTponnepe nomeHa, Angd KOTOporo nnaHupyetcs 3agenctesoaTtb LDAPS, oTkponTe
OCHaCTKy ynpasreHusi cepTudumkatamum 1 B xpaHunuiue ceptudukaros Personal sanpocute
HOBbIN cepTuduKaTt. [ns 3Toro B KOHTEKCTHOM MeHo Bbibepute komangy All Tasks
> Request New Certificate.
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Puc. 5.24. 3anpoc HoBoro ceptudukara

7. B cnucke OoOCTynHbIX cepTudukatoB Bblbepute ceptudmnkat LDAPoverSSL n Haxmu-
Te Enroll. Ceptucukart 6yaet BbinyLueH.

_.| Certificate Enroliment

Request Certificates

You can request the following types of certificates. Select the certificates you want to request, and then

click Enrall.
[ LDAPoverSSL i) STATUS: Available Details ~ |~ |
The following options describe the uses and validity period that apply to this type of cerificate:
Key usage: Digital signature

Key encipherment
Application policies: KDC Authentication
Smart Card Logen
Server Authentication
Client Authentication

Validity period (days): 730

Properties

[[] Show all templates
Learn more about certificates

Puc. 5.25. Bbinyck ceptudukara

8. B CLI BbINONHUTE 3KCMOPT KOPHEBOIO cepTudmKkata yaoCTOBEPSIOLWErO LeHTpa B dann,
BbIMOSTHMB Ha cepBepe ¢ pornbio Certification Authority komangy:
certutil -ca.cert ca_name.cer
. ®ann ceptuukata coxpaHmMTca B Nnpodounre TekyLlero nonb3oBaTens B danne dopmara
CER. Hanpuwmep, ca_ name. cer.

9. [lo6aBbTe 3KCMOPTUPOBAHHLIN cepTudunkat B KoHTerHepe ceptudumkaToB Trusted Root
Certification Authorities xpaHunuwa cepTdurkaToB Ha KIIMEHTE N KOHTPOINEpe AOMEHa,
BbinonHme B CLI komaHgy:
certmgr.exe -add C:\ca_name.cer -s -r localMachine ROOT
. MonHocTbto nepesarpysute DC.
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[obGasneHwne ceptudumkara B LeHTpe ceptTudmkanmm gomeHa (CA) no3BONUT OTKPbIBaTL 3aLLm-
LLeHHble coeaMHEHMS C APYTMMM YCTPOMUCTBaMU, UMEOLLMMN cepTUdMKaT, BbIMYLLEHHbIN 3TUM
e LLEeHTPOM cepTudmrkaumnn.

[na umnopTta ceptudhmnkarta YL B xpaHunuile ceptudmkaToB Solar webProxy:

CkonunpynTe nony4YeHHbIn cepTudmkaTt Ha Bce yanbl knactepa. [Nepengnte B kartanor B
cepTtudukatom u ¢ nomolbto CLI ckoHBepTupyiTte ero B oopmat PEM, BbinonHme komaHAay:

# openssl x509 -inform der -in cert.cer -out cert.pem
Anst umnopTa cepTudmnkaTa B XpaHUNULLE BbIMONHUTE KOMaHAY:

# keytool -import -v -trustcacerts -alias <cert_alias> -file /var/tmp/cert.pem -keystore
lopt/dozor/etc/ldap.jks -deststoretype JKS

roe <cert_alias> — Ha3BaHuWe cepTudmKaTa B XpaHUnuLe.

MpumeyaHue

lNocrie 8binosnHeHUs KoMaHOb!I MOXxem 6bimb 3arpPoWeH naposib OM K/4e8020 xpaHunuwa. Ecnu
OH He b6bin 3a0aH paHee, rpudymaltime Ho8bIU.

Ecnu e napone ucrnonb3ytomcsi crieyuarnbHble cumeossl bash (Hanpumep, $), komaHda 6ydem
8bl0asampb owubKy. Ymobb! ucrpasums owubKy, yka3bigalime rnaporb 8 ghopmame ‘password”.

MNpoBepbTe, 4TO Yy nonb3oBatens dozor ecTb paspelleHve Ha NPOoCMOTP
/opt/dozor/etc/ildap.jks.

[lns HACTPOMKM CUHXPOHU3aLMN AaHHbIX [loCbe C CYLLECTBYIOLLEN CTPYKTYpOn KaTanoros 389
Directory Server Example:

B GUI nepengute B pasgen Cucrema > PaclumpeHHble HacTpomnku > [locke > [locTyn K
MCTOYHMKAM AaHHbIX > 389 Directory Server Example v 3agante 3HaueHusi cregyroLmnx
napamMmeTpoB:

MAeHTM(*WIKaTOp UCTOYHUKaA — yHI/IKaJ'IbeIIZ I/I[J,eHTI/I(*)VIKaTOp NCTOYHUKa OaHHbIX.

HasBaHue nCTOYHUKA — YKaXXnTe NponsBosibHOE Ha3BaHME NCTOYHUKA AaHHbIX FreelPA.
PekomeHayeTtcst BbIOpaTb Ha3BaHWe, OTpaXkalollee peanun ceTeBor MHAPACTPYKTYpbl
opraHmsauuu.

YToO6hI CUHXPOHM3MpPOBATb AaHHblEe, YCTAHOBUTE (*.)J'Ia)KOK CI/IHXpOHVI3aL|VIﬂ BKI1lOYeHa.

B 6noke MapameTpbl AOCTYNA K UCTOYHUKY AAaHHbIX 3a[aiTe 3HaYeHUsi CrneayoLmx na-
paMeTpOB:

Mpw BLIGOPE Idap:
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DN nonb3oBaTens — naeHTudukatop nonb3oBartens Ang nogknodeHus Kk LDAP.

Maponb nonb3oBartens — Naposb YY4ETHOWN 3anncu, ykasaHHOW B NpeablayLlemM na-
pametpe.

URL LDAP cepBepa — agpec LDAP-cepBepa opraHusaumm ¢ ykazaHuemM npoTokona
n nopta (Hanpumep, ldaps://idap.organization.local:636).

BasoBbin DN ana noucka — 6asa noucka. Ykaxute 3Ha4yeHne B COOTBETCTBUU CO
CTPYKTypon katanoroB FreelPA.

KonunyecTBO 3anucen Ha cTpaHuLe 3anpoca — 3Ha4yeHMe napameTpa MOXeT ObiTb
ot 0 po 65535. Mo ymonyaxuo — 1000.

PunbTp NnogpasaeneHMn — CTPOKOBOE MpeacTaBneHne unsrpa, NPUMEHAEMOro
npwv noucke nogpasgeneHun.

dunbTp rpynn — CTPOKOBOE NpeAcTaBneHne hunstpa, NPUMEHSeMOro npu noucke
rPynn NepcoH.

®duUnbLTPp NepcoH — CTPOKOBOE NpeAcTaBneHne dunsTpa, npUMeHAeMoro npu Nnoncke
MEPCOH.

YHuKanbHbI naeHTUdMKaTop nepcoHbl — nsUniqueld.
MopsaakoBbIN HOMep OGHOBMNEHUs AaHHbIX — entryusn.
KopHeBas 3anucb B nokanbHOM cepBepe KatanoroB — hetscapemdsuffix.
MopsakoBbIN HOMEP nocriegHero O6HOBNEHUA AaHHbIX — lastusn.
Mpwn BLIGOPE file:
Katanor ¢ aaHHbiMu OLLC,
®dann co CNUCKOM rpynn,
Pann co CNMCKOM COTPYAHUKOB.

Mpn HeoBXOOMMOCTM packpomrTe rpynmnbl napameTpoB COOTBETCTBUA aTPMOYTOB NEpPCOH,
CoorBeTCcTBUSA aTpuOYTOB rpynn 1 gobaBbTe U/MNKU UCMpaBbTE COOTBETCTBMS MeEXOy
aTpubytamu FreelPA n atpnbytamm [locbe.

HaxxmuTe MpoBepuTb Ans NpOBEpPKM NOAKMIOHYEHNS K UCTOYHUKY AaHHbIX. B criyuae Heycnexa
ybeanTecb B KOPPEKTHOCTM 3afj@aHHbIX NapameTpoB.

Haxmute CoxpaHutb 1 MpuMeHnTb.

HaxmunTe kHonky CUHXpOHM3MpoBaTb. 10 OKOHYaHMM oTobOpasuTcs yBegomneHue ob
yOA4YHON CUHXPOHU3aLNN.

MpumeyaHue

CuHxpoHu3ayusi 03MOXHa MOJILKO MU 8bIMNOSTHEHUU CHeQYoWUX yCro8ul:
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Xomsi 6b1 00UH UCMOYHUK OaHHbIX 8KITHOYEH (ycmaHoereH ¢hriaxkok CUHXPOHU3ayusi 8KJTHOHEHa).
Hacmpoliku ecex ucmoyHuUKo8 GaHHbIX YCreWHO NPUMEHEHbI.

B 0aHHbIU MOMEeHm He 8bInonHAemcs: Opyaasi CUHXPOHU3aUUS.

BepHutech B GUI 1 npoBepbTe HannumMe opreTpykTypbl B pasgene Jocbe > OpraHusauym-
OHHas CTPYKTypa.

AyTeHTUMKauna n asTopmsaums BeinonHawTca metogom LDAP Bind, noatoMmy cHavyana He-
00x0QMMO co3aaTh CEPBUCHYIO YYeTHY0 3anucbk B ALD Pro, ¢ nomoLsio koTopoin ByaeT Bbl-
nonHaTbes noakntodeHne Kk LDAP. [Ina atoro Heo6xoamMmo nogknoumTbesa no SSH K KOHTpor-
nepy OOMeHa 1 BbINONHUTL cregytoLlme waru:

Cospatb gann ¢ nmeHem ldap-bind.update.

OTKpbITb CO3OaHHbIN hain 1 3anMcaTb B HEMO COOAEPXKMMOE CrieayoLLEero Buaa:

dn: uid=ldap-bind,cn=sysaccounts,cn=etc,dc=ald,dc=company,dc=lan
add:objectclass: account

add:objectclass: simplesecurityobject

add:uid: Idap-bind

add:userPassword: securePassword

add:passwordExpirationTime: 20380119031407Z

add:nsldleTimeout: 0

BblaeneHHble XXMPHbIM 3Ha4YeHMs NapaMeTpoB CrieayeT 3aMeHNTb Ha akTyarnbHbIe 3HaYeHUs!
B opraHunsauun: de=ald,dc=company,dc=lan — Ha 3Ha4yeHusi, COOTBETCTBYHOLLNE BaLLEMY
aomeny, securePassword — Ha xenaembiin naponb 4ns y4eTHou 3anmcu. Npu Heobxoaun-
MocTu napameTp passwordExpirationTime MoxHO aganTMpoBaTh B COOTBETCTBUMN C NOMU-
Tkamu 6e30MacHOCTU Ballen opraHmM3auuu.

CospgaTb nonb3oBaTensi C NOMOLLbI KOMaHAbI:

# ipa-ldap-updater Idap-bind.update

MpoBepUTbL HaNUuMe Nonb3oBaTensi C NOMOLLBI KOMaHAbI:
# Idapsearch uid=ldap-bind

[N KOPPEKTHOrO YTEHUN kaTanora HeobxoamMmo 400aBUTL pa3peLLeHne Ha YTeHne aTpubyTa
nsuniqueid. [Ina aToro Heo6xoanmo:

Cosgatb dann ¢ NoOMOLLbLI KOMaHAbI:
# vi aci-nsuniqueid.ldif
dann gomkeH cogepxartb criegyowmne CTPOKK:
dn: dc=pro,dc=local
changetype: modify

add: aci
aci: (targetattr = "nsUniqueld")
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(version 3.0;

acl "Allow read nsUniqueld for Idap";

allow (read, search, compare)

userdn = "ldap:///uid=ldap- bind,cn=sysaccounts,cn=etc,dc=pro,dc=local";)
MpuMeHnTb hann ¢ NOMOLLIbIO KOMaHA,:
# kinit admin

# Idapmodify -f aci-nsuniqueid.ldif

CuHxpoHu3aums co cnyxobon LDAP gormkHa BeINONHATHCA Yepes 3awmieHHoe TLS-coegmHe-
Hue. [INs HAaCTPOMKM 3aLLMLLEHHOIO COeAMHEHNS] HEOXOANMO:

|_|OJ'Iy‘-II/1Tb OaHHble CepTI/ICbI/IKaTa C NOMOLbKO KOMaHAbI:

# openssl s_client -connect dcald.pro.local:636 < /dev/null | sed -ne '/-BEGIN
CERTIFICATE-/,/-END CERTIFICATE-/p' > ald_ldaps_cert.pem

[lo6aBnTb cepTudUKaT B JOBEPEHHbIE C MOMOLLIbIO KOMaHAbI:

# keytool -import -v -trustcacerts -alias ALDPRO -file ald_Ildaps_cert.pem -keystore
lopt/dozor/etc/ldap.jks -deststoretype JKS

YUTo0Obl HAacTpouTb cuHxpoHmnsauuio ¢ ALD Pro B GUI:

B GUI nepengute B pasgen Cucrema > PaclumpeHHble HacTpounku > [locke > [locTyn K
MCTOYHUKAM AaHHbIX > ALD Pro 1 3agaiite 3HauyeHus cnegyoLwmx napameTpos:

MAeHTM(bVIKaTOp UCTOYHUKA — yHI/IKaJ'IbeIIZ I/I[J,eHTI/ICbVIKaTOp MCTOYHUKa OaHHbIX.

HasBaHue MCTOYHUMKA — YKaXXMUTe NPON3BONbHOE Ha3BaHWe NcTovHuka gaHHbix ALD Pro.
PekomeHnayeTtcst BbIOpaTb Ha3BaHWe, OTpaXkalllee peanun ceTeBor MHAPPACTPYKTYpbI
opraHusauuu.

YT06bl CUHXPOHM3NPOBATL AaHHbIEe, yCTaHOBUTE (hriaxxok CUHXPOHM3aLuMs BKIOYEHa.

B 6noke MapameTpbl 4OCTYNa K MCTOYHUKY AaHHbIX 3a[anTe 3HaYeHUs cneayroLLmx na-
paMeTpoB:

Mpu BbIGOPE Idap:
DN nonb3oBartens — naeHtTudukaTtop nonb3oBarens ans nogknoveHnsa k LDAP.

Maponb nonb3oBartens — Naposib YY4ETHON 3anncuy, ykasaHHOW B NpeablayLlemM na-
pamertpe.

URL LDAP cepBepa — agpec LDAP-cepBepa opraHusaumm ¢ ykazaHueM npoTokona
n nopta (Hanpumep, ldaps://ldap.organization.local:636).

Ba3oBbin DN ans nomncka — 6asa noucka. YkaxuTte 3HadyeHue B cooTBeTcTBuu ¢ ALD
Pro.

KonunyecTBO 3anucen Ha cTpaHuLe 3anpoca — 3Ha4yeHMe napameTpa MoXeT ObiTb
oT 0 go 65535. Mo ymonyaHumo — 1000.
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PunbTp nogpasaeneHMn — CTPOKOBOE MpeacTaBneHne unsrpa, NPUMEHAEMOro
npw nouncke nogpasgeneHuni.

dunbTp rpynn — CTPOKOBOE NpeAcTaBneHne hunstpa, NPUMEHSIEMOro Npu Noucke
rPynmn NepcoH.

®duUnLTP NepcoH — CTPOKOBOE NpeacTaBneHne hunsTpa, npUMeHAEMoro npu Nnoncke
MEPCOH.

YHuKanbHbIN ngeHTucpukaTop nepcoHbl — nsUniqueld.
MopsaakoBbIN HOMep OGHOBMNEeHUs AaHHbIX — entryusn.

KopHeBas 3anucb B nokanbHOM cepBepe KatanoroB — hetscapemdsuffix.

MopsaakoBbLIN HOMep NnocneaHero o6HoBNeHUs AaHHbIX — lastusn.

Puc. 5.26. Hactpownka cuHxpoHusauum c ALD Pro

Mpwn BLIGOPE file:
KaTtanor ¢ gaHHbiMu OLLC,
dann co cnMcKom rpynn,
®dann co CNUCKOM COTPYAHUKOB.

Mpwn HeoBXxoaANMOCTH packporTe rpynnbl napameTpoB CooTBeTCTBUSA aTPUOYTOB NEPCOH,
CooTBeTcTBMA aTpubyTOB rpynn 1 gobasbTe W/MNM UcnpaBbTE COOTBETCTBUSA MEXAY
atpmbytamum ALD Pro n atpubytamm [Jocbe.

Haxmute npOBepMTb A4 NpoBepKU NOAKITKYEeHUA K UCTOYHUKY AaHHbIX. B Cly4ae Heycnexa
Y6e,EI,I/ITer B KOPPEKTHOCTN 3adaHHbIX MapaMeTpPOB.

Haxmute CoxpaHutb 1 NNpumMeHnTb.

HaxmuTte kHonky CUHXpOHM3MpoBaTtb. [10 okoH4YaHuM oToGpasuTcs yBegomrieHne o6
yAa4YHOW CUHXPOHM3aLUUMN.
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Mpume4vaHue

CuHxpoHu3ayusi 03MOXKHa MOJIbKO MU 8bIMOSTHEHUU CIEQYOUUX YCr108UU:
Xoms 6b1 00UH UCMOYHUK OaHHbIX 8KITFOYEH (ycmaHoerneH (hriaxkok CUHXPOHU3auUsi 8KJTHOYEHa).
Hacmpoliku 8cex ucmo4YHuUKo8 0aHHbIX YCreuwHO NMPUMEHEHbI.

B GaHHbIU MOMEHM He 8bINoHIemcs: Opyaasi CUHXPOHU3aUUs.

BepHutecb B GUI 1 npoBepbTe Hanuume oprecTpykTypbl B pasgene flocbe > OpraHuMsaum-
OHHas CTPYKTypa.

YcTaHoBKa cepTudmkata opraHM3aumMm Ha KOHTponnepe gomeHa nossonsiet cnyxbe LDAP
nNpocnyLwmBaTh 1 aBTOMaTUYECKN MPUHUMATL NOAKOYeHns no npotokony TLS. Cnyx6a LDAP
MOXET MCMONb30BaThb CredyrLine pexxmMbl 3aMLLEHHOIO NOAKIHOYEHUS:

LDAPS (Lightweight Directory Access Protocol Secure) — npoTtokor, KoTopbli obecneunsaeT
LWnpoBaHNe COeQUHEHUS C CaMOro Havana noaKMYeHns.

StartTLS — mexaHn3m, Npy KOTOPOM CHavara ycTaHaBnmBaeTcsa 0OblYHOE He3aLMdPOBaHHOE
COeNHeHNe, a 3aTeM OHO NEPEBOANTCS B 3aLLUMLLEHHBIN PEXUM.

[na HacTPOMKU CUHXPOHM3AUUKN OaHHbIX [loCcbe C CyLLEeCTBYIOLLEN CTPYKTYPON KaTanoros ToM
nnun nHom cnyx6ul LDAP ¢ ncnonb3oBaHvem wndpoBaHmsa no npotokony TLS HeobGxoanmo
co3faTtb cepTudukaTt Ans 3aLlmeHHOro NoaknioveHns, a 3ateM MMNopTupoBaTh ero B Solar
webProxy. MNogaepxusatotca sepcun TLS 1.2 v Bhiwwe.

[ns yctaHoBkM cepTudmkator B Solar webProxy Heobxoanmo BbINONHUTL crieayolmne aemn-
cteus (npumep anst ALD Pro):

Beirpy3sntb ceptudukat B doopmate PEM n3 LDAP-cepBepa opraHusaumnn, BbIMOMAHNB KO-
MaHAy creaytowiero snaa:

# openssl s_client -connect <ip_ldap>:636 </dev/null | sed -ne '/-BEGIN CERTIFICATE\
-/,I-END CERTIFICATE-/p' > /var/tmp/<name>.pem
(ans LDAPS)

# openssl s_client -connect <ip_ldap>:389 </dev/null | sed -ne '/-BEGIN CERTIFICATE\
-/,I-END CERTIFICATE-/p' > Ivar/tmp/<name>.pem
(ans LDAP yepes StartTLS)

roe <ip_ldap> — IP-agpec LDAP-cepeepa (FQDN HegonycTMm), <name> — npou3BOfbHOE
ums danna ceptudukaTa.

MpoBEPUTL BbIrPY>KEHHbIV CEPTUEUKAT, BbINOSHMB KOMaHAY CneayoLwero Buaa:
# openssl x509 -in /var/tmp/<name>.pem -noout -text
Co3spgatb xpaHunuwie 1 3arpy3utb ceptTudmkar B HEro, BbINOMHUB KOMaHAbI:

# lopt/dozor/bin/shell
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# keytool -import -v -trustcacerts -alias "<name_cert>" -file /var/tmp/<name>.pem\
-keystore /opt/dozor/etc/ldap.jks -deststoretype JKS

rae <name_cert> — nvs ceptudumkaTa (ykasbiBaeTcsl B KaBblvkax), <name> — ums anna
cepTtudmkara. B npouecce BbINOMHEHNSI KOMaHAbl CUCTEMA MPEATTIOXUT BBECTU HOBbLIV Naporb
XpaHunuia v NoaTBepAuTb ero, a Takke npu gobasneHun ceptudukaTa B XpaHunuiie
OyoeT HeobxoouMO BBECTU yes.

MepesanycTntb cepBMC monitor-ng, BLINOMNHUB KOMaHAbI:
# su dozor

$ dsctl restart monitor-ng

$ exit

B GUI nepengute B pasgen Cucrema > PaclumpeHHble HacTpomnku > [locbe > [locTyn K
MCTOYHMKAM AaHHbIX J06aBbTE HOBbIM UCTOYHUK M 3afanTe 3Ha4YeHus criegyowmnx napa-
METPOB:

MAeHTM(bVIKaTOp UCTOYHUKaA — yHI/IKaJ'IbeIIZ I/I[J,eHTI/ICbVIKaTOp NCTOYHUKa OaHHbIX.

Ha3BaHMe ucto4yHuka — YKaxunte npon3soribHOE Ha3BaHMEe UCTOYHUKA OaHHbIX. Peko-
MeHOyeTCA Bbl6paTb Ha3BaHMe, oTpaxatrLliee peanumm ceTeBou I/IHC*)paCprKTypbl opra-
HU3auun.

YT06bI CUHXPOHM3NPOBATbL AaHHbIE, yCTaHOBUTE (hriaxkok CUHXPOHM3aLuUs BKIOYEHa.

B 6noke MapameTpbl 4OCTYNa K MICTOYHUKY AaHHbIX 3a[anTe 3HaYeHUs cneayrLLmx na-
paMeTpoB:

MapameTpbl AOCTYyNa K UCTOYHUKY AaHHbIX — ldap.
DN nonb3oBartens — ngeHtudukaTtop nonb3osarens ans nogknoveHnsa k LDAP.

Maponb nonb3oBaTensa — Naposb YY4ETHOWN 3anncK, ykasaHHOW B npeablayliem napa-
MeTpe.

URL LDAP cepBepa — agpec LDAP-cepBepa opraHmsaumm ¢ ykasaHuem npoTtokona u
nopta (Hanpumep, ansa LDAP uvepes StartTLS Idaps://Idap.organization.local:636).

BasoBbin DN ansa nouncka — 6a3a noucka. Ykaxute 3HayeHue B cooTBeTcTBun ¢ ALD
Pro.

Konu4yecTBO 3anucein Ha cTpaHuue 3anpoca — 3Ha4yeHne napameTpa MOXET ObiTb OT
0 po 65535. Mo ymonyaHuto — 1000.

PunbTp NnoagpasgeneHnn — CTPOKOBOE NpedcTaBneHne unsrpa, NPUMMEHAEMOro npu
nowcke nogpasgeneHni.

dunbTp rpynn — CTPOKOBOEe NpefcTaBneHve unstpa, NPUMEHSIEMOro npu noucke
rPynmn NepcoH.

®duUnbLTP NepPcoH — CTPOKOBOE NpeacTaBrieHne unstpa, NpMMEHSeMoro npu noucke
MEPCOH.
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YHukanbHbIn naeHTUdmnkaTop nepcoHbl — nsUniqueld.

MopsaakoBbLIN HOMep OGHOBIEHUs AaHHbIX — entryusn.

KopHeBas 3anuchb B nokanbsHOM cepBepe KatanoroB — hetscapemdsuffix.
MopsakoBbIN HOMEpP nocneaHero o6HoBNeHMA AaHHbIX — lastusn.

PackpbiTb cnuckn CooTBeTCTBUA aTPMOYTOB NepcoH 1 CooTBeTCTBMA aTpUMOYyTOB rpynn
1 Npy HeobxoanmocTn 4obaBuTb U/MNN NCNPaBUTb COOTBETCTBUS Mexay aTpubytamm ALD
Pro n atpubytamun [Jocbe.

HaxaTb MpuMeHnTh.

BbinonHutb NPUHYAUTENBHYO CUHXPOHU3aL U0 ,D,ocn:e C UCTOYHUKAMU, HaXXaB KHOMKY CuH-
XPOHU3NPOBATDL:

,D'O)K,El,aTbCﬂ yBeaoMneHus 006 yCnewHOCTU CUHXPOHU3aUnn.

[ocbe Solar webProxy moxeT paboTtatb B NOO4YMHEHHOM PEXMME, TO ECTb UCMONb30BaThL [Jocke
apyroro knacrepa Solar webProxy nnu Solar Dozor. [1nsi 3TOro CTOpOHHWIA KnacTep OOSMKEH
MMeTb cobCcTBEHHOE XpaHunumule [locke. B 3TOM pexxnme nokanbHbI knactep Solar webProxy
nogkntoyaeTcs K [Jocbe CTOPOHHEro KnacTtepa 1 3arpy<aeT B OnepaTMBHY NaMsiTb NIOKamnbHY0
konuto [locbe. Bce nameHeHusi, BHOcuMbIe B [locbe CO CTOPOHBI JTK0OO0ro 13 KracTtepoB, CTaHo-
BATCSA AOCTYMNHbIMM CO CTOPOHbI APYroro knactepa. B nogunHeHHOM pexnme Henb3s NOAKIHo-
4YnTbCA K [locbe knacrtepa, Takke UCNOMb3yoLWero NOgYNHEHHbIV PEXUM.

[na HacTpomkn cuHxpoHmsaumm gaHHbix [Jocke Solar webProxy ¢ docbe Solar Dozor unu
Solar webProxy:

Ha master-yane B CLI BbinonHUTE KOMaHAy:
$ /opt/dozor/abook-daemon/bin/reg-abook-slave <host>

rae <host> — FQDN master-yana knactepa Solar Dozor nnu Solar webProxy, ¢ [locbe Ko-
TOpOro ByAeT BbINOMHATLCA CUHXPOHM3aUWMs. [1py BbINOMTHEHMM KOMaHAbI CUCTEMA 3anpoCcuT
napornb nonb3oBatensa dozor Ha yaaneHHoMm master-yane.

B GUI B cekumn CepBuc obHoBneHus [locbe pasgena [locbe pacluMpeHHbIX HAaCTPOEK
KOHUrypaumm 3agaTb 3Ha4YEeHUS CneayoLmx napaMmeTpos:

Pexxunm pabotbl — lMoguYnHEHHbIN;

CeteBon agpec — FQDN master-yana knactepa Solar Dozor nnu Solar webProxy, ¢
[ocbe KOToporo ByaeT BbIMOMHATLCS CUHXPOHU3ALMS;

MopT — nopT, Ha koTopoMm cepBuc abook-daemon oxumagaet coeguHeHnst no HTTPS (no
yMonyaHuio — 2269).

Haxmute CoxpaHuTb, MpUMEHUTD.
MNMepesanyctute cepsrc abook-daemon Ha nokanbHOM 1 yaaneHHOM master-y3nax.

B CLI BbinonHute cneaytowime KomaHabl:
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$ /opt/dozor/bin/shell
$ dsctl restart clickhouse

MpumeyaHue
lpu nepexode u3 NOOYUHEHHO20 PeXXUMa 8 2/1a8HbIl 3Ha4YeHUs rnapamempo8 HacmpoUKU 211ae8HO20
pexuma ocmaromces Heu3aMeHHbIMU, m.e. 0eghOorImHbIMU.

B [ocke Solar webProxy ecmb ocobeHHocmu pabomei ¢ 8/10)KeHHbIMU 2pyrirbl 6e3onacHocmu Active
Directory. lNonumuka pabomaem morbKo 05151 2pyrrbl mex rnosib3ogameriel, komopsle bbinu 0obas-
nieHbl 8 Active Directory Harnipsimyto. [ns epynnbl, 8 KOmopoU ecmb 8/10XKeHHbIe 2pyrrbl [1ofib308ame-
ned, nonumuka pabomams He 6ydem.

MexaHuam ayTeHTUdMKauumn Solar webProxy nogaepxmBaet cnefytowime Buabl MICTOYHUKOB
YYETHbIX 3anucen:

nokanbeHbIA cnucok IP-agpecoB 1 AnanasoHoB;
nokKanbHbIA CNUCOK YYETHbIX 3anncen;
LDAP;
LDAPS;
RADIUS;
IMAP;
POP3.
Mpwn coszgannm cxembl ayTEHTUMKAUMN HEOOXOANMO YUnTbIBATb CrieayoLme 0COBEHHOCTU:
lMpoBepka no |IP-agpecam MMeeT HanBbICLLMIA MPUOPUTET.

Mpy LOMEHHOW ayTeEHTUdUKAL MM MCNONb3YETCS TONBbKO OANH MCTOYHUK B CBA3M C YHUKASTb-
HOCTbIO HacTpoek samba, krb5, winbind.

B Tex cxemax, rge aTto HY>KHO, crneayet cHATb ¢oraxok abort-by-error ( MpepbiBaTh Npo-
Lecc ayTeHTUdMKaLmMm npyu BO3HUKHOBEHUU OWKOOK) B pasaene AyTeHTudumkauma >
UcTtouHuku Basic ayTeHTUpUKaLmMm OCHOBHLIX HAacTpoek. [NapameTp abort-by-error pe-
ryriupyeT BO3MOXHOCTb MpepbiBaHWs npouecca ayTeHTUMKaumm npu BO3HUKHOBEHUU
owmnbok. MapameTp npegHasHavyeH An1s HaCTPOMKN pasHOro NoBeAEeHUS cepBepa ayTeHTU-
duKaumm B criy4ae BOSHUKHOBEHUS OLLUMOOK C KOHKPETHBIM MCTOYHMKOM ayTEHTUdUKALUN.
Hanpumep, ecnn NCTOMHUK HEOOCTYNEH U3-3a CETEBbLIX NPOBNEM:

ecnun dnaxok abort-by-error cHAT — nowuck nons3osatenen B B 4aHHOro UCTOYHUKA
He OydeT BbINOMHATLCS, U CepBep ayTeHTUMKauMm NPoaoHKUT NOMCK NOAXOQALLEro
nonb3oBaTtens B B[] Apyrvx 3agaHHbIX UICTOYHUKOB;
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o ecnu (pnaxok abort-by-error yctaHoBneH — npu nosieneHmMmn ownbok B npoLecce B3au-
MOZENCTBUS C aHHbIM UCTOYHUKOM CepBep ayTeHTudukauum 6yaeT BolgaBaTh OLINOKY,
W fanbHEenLWnin NMOUCK BbINONTHATLCA He ByaerT.

B Solar webProxy ncnonbsyoTtca crnegyoLlime MeToabl ayTeHTUduKaLmm:

no IP-agpecam (pa3sgen 5.9.2);

Negotiate (pa3gen 5.9.3);

NTLM (pasgen 5.9.4);

NTLM+Negotiate (npumevanne B pasgene 5.9.3);
Radius (pasgen 5.9.6.5);

npospayHas (pasgen 5.9.5);

basic (pasnen 5.9.6).

Pexumbl, B KOTOPbIX UCMONb3YHTCS 3TM METOoAbl ayTEHTU(UKALMN NEPEYNCNEHbI fanee B
Tabnuue.

Tabn. 5.5. Pexxnmbl ayTeHTU(UKauum

HasBaHue OnucaHue

Permissive PaspelunTtensHbin pexxum. AyTeHTUMUKAUNSA He paspeluaeTca TONbKO ecriv 3anucb
nonb3oBartens 3abnokupoBaHa. Vicnonbayetca |P-ayteHTudmkaums.

Prohibitory 3anpetuTenbHbIv pexum. AyTeHTUdrKauma pa3peLLaeTcs ToMNbKO eCnm 3anvucb Nonb3o-
BaTens CyLlecTByeT u He 3abnokuposaHa. Vicnonbayetcs IP-ayTeHTUdmnkaums.

Basic HTTP-ayteHTudpmkaumns merogom basic

NTLM [omeHHas ayteHTudukaumns metogom NTLM

Negotiate [omeHHasn ayteHTudmkaumsa metogom Negotiate. Mo BbIGOPY KnMeHTa BbIMNONHAETCA

metogom Kerberos nnu NTLM.

NTLM+Negotiate HomeHHaa ayTteHTudwmkaums metogom Negotiate nm6o NTLM. Meton Bbibupaetca

KIIMEHTOM. QTOT PEXMM MUCNOMb3YETCS, ECINN 3apaHee HEU3BECTHO, NOAAEPXKNBAET N
knueHT metog Negotiate.

Radius Basic-ayTeHTudumkauua ansg yganeHHoOro AoCTyna K Monb3oBaTenbCkMM cepBucam,

BMPTYyanbHbIM YacTHbIM ceTam (VPN), Toukam 6ecnposogHoro goctyna (Wi-Fi) u 1.4.

5.9.2. HacTponka ayteHTudmkaumm no IP-agpecam

AyTeHTudukaums no IP-agpecam MoxeT paboTaTb B OQHOM M3 ABYX PEXUMOB:

Pa3spewumernbHbIl — [OCTYN pa3peLleH ¢ nobbix IP-agpecoB 6e3 MCKMOYEHWIA.

BanpemumerbHbIl — OOCTYN pa3peLleH TONbKO B COOTBETCTBUM C HACTPOEHHbLIM CITOEM
nonutukm MpaBuna ayteHTudukaumm. NogpobHasa nHpopmMaLmsa o HaCTPOWMKE 3TOro Cros
npueeaeHa B JOKyMeHTe Pykogodcmeo adMuHUcmpamopa bezornacHocmu.

Pexnm ayTeHTUdUKaumm MoXHO HacTpouTb:

e B pasgene Pa6oTa cucTeMbl OCHOBHbIX HACTPOEK;

e Ha Bknagke Hactpoiku B pasgene NMonurtuka.

O SOLAR 92



[ns HAaCTPONKM pexrma ayTeHTUduKaumm:

B pasgene Pabora cuctembl > ®dunbTpauma v aHanus tTpacduka nonb3oBartenen
OCHOBHbIX HAaCTPOEK KOH(pMrypaLmm 3agante 3Ha4eHns CneayoLmx napaMmeTpos:

Pexum ayteHTUdMKauum — Proxy-Auth;
MeTtopn ayTeHTUdUKaLmu:
Permissive — ans paspeLwumTensHOro pexmma;
Prohibitory — ona sanpetntensHOro pexumva.
Haxmute CoxpaHutb 1 MpuMeHnTb.

[ns HacTponkn pexnma ayteHTudmkauumn u3 pasgena NMonutuka HaxxmmTte KHoMnKy HacTponku
B NNEBOM BEPXHEM YImy pasfena v BbiNONHUTE ENCTBUS, ONUCaHHbIE BbiLLe.

[ns HacTponkn ayteHTMdmKauum Negotiate:

HasHaubTe ogHoMy u3 y3noB Solar webProxy ponbs CepBep Kerberos-ayteHTudukauum.
9710 Bynet cepeep ayTeHTUdMKaumm Solar webProxy.

B pasgene Monutuka > Hactponku nnn Pabora cucrembl > dunbrpaums u aHanus
Tpachuka nonb3oBaTenen OCHOBHbIX HACTPOEK KOHGUIypaunn 3agante 3HadeHns cnegy-
tOLLMX MapamMeTpoB:

Pexum ayTeHTUdMKauum — Proxy-Auth;
MeTtopn ayteHTUcpbukaumm — Negotiate.
CospainTe n 3aperncTpupymnTe KIrou:
Cos3pgaHue Knroya Ha KoOHTponnepe gomeHa MS AD:
B CLI Ha KOHTponnepe AOMeHa BLINOSIHUTE KOMaHAY:

# ktpass.exe -out C:\krb5.keytab -princ HTTP/auth-
skvt.solar.local@WINDOWS.DOMAIN -mapuser skvt2 -pass password -crypto All
-ptype KRB5_NT_PRINCIPAL

MpumeyaHue

3HaueHus 0nsi 3aMeHbI:
auth-skvt.solar.local — FQDN cepsepa aymeHmugpukayuu Solar webProxy;
WINDOWS.DOMAIN — umsi domeHa;

skvt2 — cepsucHsblt nonb3oeamerns Windows AD, ¢ TOMOWbH0 KOMOPO20 rpoucxooum 8birycK
bunemoe aymeHmucghukauuu;

password — naposib Mosib308amers.
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B pesynbrate BbINONHEHWS 3TOW KOMaHAbl Oyaet co3aaH Koy ayteHTudukaummn. Koy
OyoeT HaxoOuUTbCA B MecTe, yKa3aHHOM rnocrne knoya -out, B AJaHHOM npumepe —
C:\krb5.keytab.

Co3paHue Knro4va Ha KoHTponnepe gomeHa FreelPA/ALD Pro:

Mony4nTte TUKET C NpaBamMu agMUHUCTpaTopa Ha nobom n3 knmeHToB FreelPA npomeHa
(MOXXHO Ha KOHTponnepe) ¢ NOMOLLLI0 KOMaHAb!:

# kinit admin
CosganTte obLuyto 3anuck y3na, Hanpumep, proxy.tsolar.ipa ¢ noMmowbo KoMmaHgbl:
# ipa host-add <proxy.tsolar.ipa> --force
rae <proxy.tsolar.ipa> — FQDN cepsepa ayteHTudmkaumm Solar webProxy
CospawnTte cepsuc SPN HTTP ans yana ¢ NOMOLLbIO KOMaHAb!:
# ipa service-add HTTP/<proxy.tsolar.ipa> --force
Buirpyaute kntoy keytab ana cosgaHHoro paHee SPN ¢ nomMoLbio KOMaHAb!:
# ipa-getkeytab -p HTTP/<proxy.tsolar.ipa> -k ~/proxy.keytab
JobaskTe 3anuck B DNS:
# ipa dnsrecord-add tsolar.ald. <proxy.tsolar.ipa>. --a-ip-address=<10.201.65.173>
raoe <10.201.65.173> — IP-agpec Solar webProxy
lMepenante K HacCTpowKe, onucaHHon B pasgene 5.9.3.2.
B GUI Solar webProxy B pasgene AyteHTudukauma > Keytab-dann:

yCTaHoBUTE nepekntoyaTtens Pexxnum ucnonb3oBaHua keytab-channa B nonoxeHue
3arpy3uTb 13 danna;

HaxxmuTe 3arpy3unTb, BolOEpUTE B OTKPLIBLLUEMCS OKHE harn N HaxkmuTe OTKPbITb;
HaxxmuTe CoxpaHuTb U NMpUMeHUTb.

MpumeyaHue

B Solar webProxy ecmb 803M0OXHOCMb aymeHmucghbukayuu ¢ HECKObKUX doMeHo8. [risi amoeo:
Ha kaxxdom OomeHe 8biIrnonHume waau u3 3.

lMomecmume nonyyYeHHble galnbi 8 nobol kamanoz Solar webProxy ¢ nomouwbto SCP (Secure
Copy Command).

BbinosiHUume cnedyroujue KoMaHObI:

# ktutil
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# read_kt <umsi_nepeozo_kiiro4a.keytab>
# read_kt <umsi_smopoeo_kro4ya.keytab>
# write_kt krb5.keytab
# quit
lNpocmompemsb codepxuMoe Umoao8oeo ¢hatisia MOXHO C MOMOWbI0 KOMaHObI!
# klist -k krb5.keytab
lMony4eHHbIl ¢hatin krb5.keytab 3azpyxaemcs Ha npokcu-cepeep (ModpobHee cM. MyHKM 4).

lpu cozdaHuu oboux ghatisioe pekomeHOyemcs UCrob308amb pasHble naposiu 051 y4emHbix 3anuced,
accoyuupoeaHHbix ¢ Solar webProxy.

Ecnu cepBepoB cunsrpaLmMm HECKONBbKO, KIHOY reHepupyeTcs Ha obliee AOMEHHOE MMs ANng
BCEX 3TMX cepBepoB. Hanpumep, ons OByX cepBepoB unbTpauun ¢ CETEBbIMM MMEHaMM
filter1.org.local u filter2.org.local n IP-agpecamn 10.10.10.1 1 10.10.10.2 cooTBETCTBEHHO,
BblGepuTe 4na HUX obLuee nmsi, Hanpumep proxy.org.local. Kntod gomkeH ObiTb creHeprpoBaH
ansa umeHn proxy.org.local, u Ha kaxgom cepeepe duneTpaumm B KoHUe danna /etc/hosts
pobaBrneHa 3anuck Buaa:

10.10.10.1 proxy.org.local

10.10.10.2 proxy.org.local

Ha kaxxgom cepsepe hmnsTpaunm AomkHa 6bITb TONbKO 04HA U3 3TUX 3anucen, COOTBETCTBY-
owasa ero IP-agpecy.

BHumaHume!

lpu dobaeneHuu 3anuceli 8 KoHeu ¢atina /etc/hosts He sameHsime u He ydansime mekywue.

[lns npoBepkn kKOppeKkTHOCTM HacTpoek Negotiate-ayTeHTndukaumm, BeiNONHUTE cregyoLwmne
HaCTPOWKN:

B HacTporikax cepBepa Kerbebos-ayTteHTumkaumm:
YKkaxute nms goMmeHa.

B kauvectBe agpeca KDC-cepBepa 1 agpeca agMMHUCTPATMBHOIO cepBepa ykaxute IP-
agpec KOHTpornnepa JoMeHa.
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Kerberos-ayTeHTudmkauma  krb

NomeHn  dc-realm domain.local

v Appec KDC-cepsepa  dckrb-kdc-¢

CeTeBoii afpec localhost

v  Appec agmuHucTpatMBHoro cepeepa  dc-krb-admin-servers

CeTeBoii agpec localhost

B Vcnonb30BaThb 3alaHHble THMbI LIM(POBAHAA dc-use-er

B Touck IP-agpeca B o6patHoi 3oHe DNS  rdns

Puc. 5.27. Kerberos-ayteHTudpukaumsa

CoxpaHuTe HacTpOKKu.
B CLI BbinonH1Te KOMaHAay:
# kinit -V -k -p HTTP/<O6wuin FQDN webProxy>

OtcyTtcTBUe coobuieHnn o6 owmnbke cenaeTenscTByeT 06 yCnewHom HacTporKe ayTeHTU-
dukaumm.

MpumeyaHue

Lna Hacmpotiku aymeHmugukayuu NTLM+Negotiate ebinosiHume uHcmpykuyuu u3 pasdesnos 5.9.4
u 5.9.3, yyumsbigasi, ymo napamemp Memod aymeHmugukayuu OO/KEeH UMemb 3HadyeHue
NTLM+Negotiate.

OTnuune Hactporkn Kerberos-ayteHTudpmkauum B MHorogomeHHon cpege Microsoft AD ot
HaCTPOWKN ANst OAHOrO JOMEHa COCTOMT B TOM, YTO Npw Bbinycke keytab-cannos ¢ kaxgoro
AOMeHa Heobxoanmo 06bEeANHUTL UX B OQUH chann.

MpumeyaHue

HaseaHus Solar webProxy Ha kaxxdom domeHe Mo2ym bbimb Kak 0OUHaKosble, mak U pasHble. [TiasHoe,
4Umobbi kKrueHmsb! doMeHo8 obriadanu ceouMU yYHUKaIbHbIMU UMeHaMU.

lpu co3daHuu cepeuCHbIX nMorb3oeameriel Kaxx0020 doMeHa y HUX OO/MKHbI bbimb pasHbie naponu
unu AormkHbl bbimb omkiroYeHb! aneopummbl DES-CBC-CRC|DES-CBC-MD5|RC4-HMAC-NT. To
ecmb, rpu ebirnycke keytab-ghatinnoe HeobxoOumo ykasbieame anzopummsl AES.

Mepen HacTporkon Kerberos-ayTeHTudukaumm B MHorogoMeHHown cpeae Microsoft AD Heo6-
XOAMMO BbINyCTUTL keytab-dann.
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MpumeyvaHue

lMeped Hacmpolikol 3adatime yHukanbHbIl FQDN cepeepa aymenmucpukayuu Solar webProxy. lNpu
uamerHeHuu FQDN mpebyemcs nosmopHbil ebirnyck keytab-ghatina.

YUT06bI BbINYCTUTL keytab-dann:
OT nmeHn agMmnHucTpartopa oTkponTe koHconb Windows PowerShell.
BbinonHute komaHay:

# ktpass.exe -princ HTTP/webproxy.domain.local@DOMAIN.LOCAL -mapuser
wproxy@DOMAIN.LOCAL -pass password -crypto All -ptype KRB5_NT_PRINCIPAL
-out C:\krb5.keytab

MpumeyvaHue

3HadeHust 0risi 3aMeHbl:
webproxy.domain.local — FQDN cepsepa aymeHmucgukayuu Solar webProxy;
DOMAIN.LOCAL — ums OomeHa;

password — naporsib osib308ameri-.

B pesynbraTte BbINONHEHMS 3TOW KOMaHAbl ByaeT co3gaH knod ayTeHTudukauun. Koy
OyoeT HaxoauTbCHA B MecTe, yka3aHHOM nocne -out, B faHHOM npumepe — C:\krb5.keytab.

Beinyctute keytab-cannel ana gpyrux JOMeHoB.
UTtobbl 06beanHnTb keytab-daiinel ¢ kaxxgoro gomeHa B oguH doans:

MomecTtuTte nonydeHHble keytab-cannel B nobon katanor Solar webProxy ¢ nomouybto
ytunutbl SCP (Secure Copy Command). B utore nonyyatcsa gea cavna ¢ HassaHUsIMW,
Hanpumep, ad1.keytab 1 ad2.keytab.

BbinonHute criegyowimne KoMaHabl:

# ktutil

# read_kt <umsa_nepBoro_kntoya.keytab>

# read_kt <umsa_Broporo_knto4ya.keytab>

# write_kt krb5.keytab

# quit

B pesynbraTte B kaTanore nosaBUTCA HOBLIN dhann, cogepxawmi 3anucm SPN Bcex 4OMEHOB.
MpocMOTpPETb COAEPKUMOE UTOrOBOro dhansia MOXXHO C NOMOLLLIO KOMaHAbI:

# klist -e -k /etc/krb5.keytab
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MonyyeHHbin hann krb5.keytab ckonupyiite Ha ceon MK no SCP n 3arpyaute ero yepes
GUI Solar webProxy.

[nsa npoBepkn KOPPEKTHOCTM HacTpoek Kerberos-ayTeHTudunkaumm B MHOrogOMeEHHON cpeae
Microsoft AD y6eautecsh, 4to cogepxunmoe danna letc/krb5.conf BeirnaanTt cnegytowmm o6-
pa3om:

[logging]

default = FILE:/opt/dozor/var/log/krb5libs.log

kdc = FILE:/opt/dozor/var/log/krb5kdc.log
admin_server = FILE:/opt/dozor/var/log/kadmind.log

[libdefaults]

default_realm = DOMAIN1.LOCAL
dns_lookup_realm = true
dns_lookup_kdc = true
forwardable = false

proxiable = false

rdns = false

[realms]

DOMAIN1.LOCAL = {
kdc=1.1.1.1
kpassword_server = 1.1.1.1
admin_server = 1.1.1.1

}

DOMAIN2.LOCAL = {
kdc=2.2.2.2
kpassword_server =2.2.2.2
admin_server =2.2.2.2

}

[domain_realm]

.domain1.local = DOMAIN1.LOCAL
domain1.local = DOMAIN1.LOCAL
.domain2.local = DOMAIN2.LOCAL
domain2.local = DOMAIN2.LOCAL

[appdefaults]

pam = {

debug = false
ticket_lifetime = 36000
renew_lifetime = 360000
forwardable = true
krb4_convert = false

}

roe domaini.local 1 domain2.local — nmeHa gomeHoB, a 1.1.1.1 n 2.2.2.2 — agpeca LleHTpa
pacnpegenenus kntoven KDC.

UTtobbl HacTpouTb Kerberos-ayteHTudukaumio B gomeHHom cpeae FreelPA:

MonyumnTe cTpoky base64 us dana proxy.keytab (nogpobHee cMm. 3) C NOMOLLBIO KOMaHAbI:
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# cat ~/proxy.keytab | base64

BbinonHuTe KomMaHAab!:

# FILTER_KEYTAB_B64='<BQIAAAfU1V...>'

rae <BQIAAAfU1V...> — 3Ha4yeHne, nony4yeHHoe Ha npeablayLliem Lare.

# lopt/dozor/bin/config values set -p /skvt-kerberos-server/krb5-keytab-params/krb5-
keytab/somel/keytab-base64-string -v ""'$FILTER_KEYTAB_B64""

Ona Hactponkn NTLM-ayTeHTudmkaumm:

HasHaubTe ogHomy 13 y3nos Solar webProxy pornb CepBep NTLM-ayTeHTUdMKauumm. 31o
OyneTt cepsep ayTeHTUdMKauumn Solar webProxy.

B pasgene ocHoBHbIX HacTpoek AyTeHTucpukauma > NMoagknroveHme kK KoHtponnepy go-
meHa (DC) ana NTLM-ayteHTudukaumm ykaxxmte ums gomeHa AD B none [lomeH.

Takke Ha yCMOTpeHne CUCTEMHOrO aMMHUCTPATOPa MOXHO yKasaTb:

YpoBeHb OTNagKu — napamMeTp YpPOBHS XypHanupoBaHusi. Mo ymonyaHuio pexum oT-
KInagku BblKoYeH (3HadeHue 0).

DOS-kognpoBka — kognposka Solar webProxy onst pabotel ¢ DC. 3T1a onuus ykasbiBaeT,
KaKyr KOgUpOBKY ucnonb3oBaTb. 1o ymonuaHmio CP866.

NETBIOS-umsa ans cepBepa Solar webProxy — NetBIOS ums yana, no kotopomy go-
cTyneH Solar webProxy.

MpumeyaHue

Mo ymonyaHuro 3Ha4eHue ${node-hostname}. s koppekmHozo dobaerneHusi cepsepa 8 OOMeH
3ameHume 3HadeHue ${node-hostname} Ha umsi y3ana.

Tun KoHTponnepa aomeHa (DC) — Tvn 6e3onacHocT JoMeHHoro pexnma {domain|ads}.
Mo ymonuanuio Tun ads. B nobom n3 atux pexumons Solar webProxy paboTtaeT kak
yyacTHuUK gomeHa AD. OTu pexxumbl He NpuBoaAaT k pabote Solar webProxy B kayecTse
aomeHHoro koHTponnepa AD. Tun ads obecneuvBaeTr nogaepXky ayTeHTudukauumm
Kerberos, a domain — HeT. [Ina paboTbl ¢ TMNomM ads notpebyerca HacTpouTb krb5.conf.
Mpn Tne domain Solar webProxy nepenaet nmsa nonb3oBaTens n Nnaponb AN ayTeH-
TUdMKaLmMmM NePBUYHOMY UM pe3epBHOMY KOHTPOMepy AOMeHa.

CeteBoun agpec Kontponnepa gomeHa (DC) — umsa y3na nnm IP-agpec koHTponnepa
aomeHa. o ymonyaHuo — * (null).

Ucnonb3oBaTb AOMEH NO YMOM4YaHUIO — NPW YCTaHOBKe dpriaxkka cepeuc winbind 6yaet
MCNONb30BaTh YKa3aHHbIN AOMEH Kak OOMEH Mo ymonyaHuto. Mo ymonyaHuio dona)ok
He yCTaHOBIEH.
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Mepuop kawmpoBaHUs MHPOPMaLIMK O Nonb3oBaTensXx (C) — BpeMs KelumpoBaHUS
(B cekyHaax) nudgopmaumm 0 Nonb3oBaTeNsaxX 1 rpynnax cepsmcom winbind. Mo nctevennn
aToro nepuoga 3anpoc k DC nostoputcd. 3HadeHne no ymonyanmio 300 (c).

AyTeHTU(MKaUUA NO AaHHbLIM U3 K3Llla — NapameTp OnpeaernsieT, MOXXHO NN NOAKMo-
yaTbcs ¢ mogynem pam_winbind, ncnonessysa Cached Credentials. Ecnu donaok ycTa-
HOBMeEH, cepBuc winbind coxpaHuT B Solar webProxy nonb3oBatensckue Credentials ot
yCMELHbIX NTOMMHOB B NIOKanbHOM Kelle B 3almdpoBaHHOM BUAE.

Makc. konu4yectBo KnueHToB K KoHTponnepy aomeHa (DC) — makcumarnbHoe Konuye-
CTBO OOQHOBPEMEHHbIX 3anpocos K A[l. 3Ha4eHue no ymonyaxuto 500.

Ucnonb3oBaTb AOBepeHHble AOMEHbl — UCMNOMb3yeTcsl ¢ napameTrpom dc-type co
3HayeHnem domain unn ads. Ecnn dnaxok He ycTaHOBMEH, NOMbITKM COEANHUTBLCS C
pecypcoM 13 Apyroro JoMeHa unu apyron paboyen rpynnbl (KpoMe TOW, B KOTOPOW Bbl-
nonHsietca cnyxx6a smbd) ByayT HeyaayHbl, Aaxe ecnun mexay AomeHoM Solar webProxy
N CTOPOHHUM OOMEHOM YCTaHOBMEHbl AOBEpPUTENbHbIE OTHOLWEHUA. 1o ymonyaHuio
dnaxkok yCTaHOBMEH.

Ucnonb3oBatb NTLMv2 — napametp onpegensiet, 6yget nn Solar webProxy ncnonb-
3oBaTb WndposaHne NTLMv2 npu nepegade napons. Ecnu donaxok ycTaHoBNEH, Naponu
OyayT oTnpaBnsTbCA TONbKO B 3awmndposaHHoMm NTLMv2 n LMv2 Bnge (6onee 6esonac-
Hble, YeM paHHue Bepcum). 1o yMon4aHuio onaxok He yCTaHOBIEH.

Pabouas rpynna — napameTp ykasbIBaeT Ha NpMHaAnNeXXHocTb cepBepa Solar webProxy
K pabouen rpynne. o ymonyaHuio 3Ha4YeHne He 3agaHo.

Ha cepBepe ayteHTubmkaumm Solar webProxy oTKpouTe Ana peaaxkTupoBaHus dann
letc/resolv.conf n fobaBbTe B HErO CTPOKM CrieaytoLLero Buaa:

nameserver <namesrvIP>

rae <namesrviP> — [P-agpec KoHTponnepa goMeHa. Ecnu Takux agpecoB HECKONbLKO, 4O-
0aBLTEe HECKOIBKO TaKMX CTPOK, B MOPSAKE YMEHbLUEHUSI HAOEXHOCTUN KOHTPOMSIEPOB AOMEHA.
B kaxxgom cTpoke MOXET ObITb TONbKO oanH IP-agpec.

[obGaBbTe cepBep ayTeHTUdUKALMM B JOMEH, BbINOMHMB Ha HEM ¢ nomoLbio CLI komaHay
cnegytowero suga:

# net ads join -U <admin_login>

rae <admin_login> — nmsa y4eTHOW 3anucu nonb3oBaTens ¢ npaBamyM agMuyHUCTpatopa
KOHTponnepa gomMeHa.

B GUI B pasgene MonuTtuka > Hactponkm nnu Paborta cuctembl > ®dunbrpauyus 1
aHanu3 Tpacuka nonb3oBaTenen OCHOBHbIX HACTPOEK KOHUrypauum 3agante 3Ha4eHNS
cnepgyoLwmMx napameTpoB:

Pexxum ayteHTUdMKauum — Proxy-Auth;
MeTtoa ayteHTudnkaumm — NTLM.
Haxmute CoxpaHutb 1 NpuMMeHnTb.

B CLI BbinonHuTe KOMaHAy:
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$ dsctl restart skvt-winbind

Mpo3payHas ayTeHTUdUKaLunsi NPUMEHSIETCS, KOraa HacTpoika Gpay3epoB paboumx CTaHLuiA
norb3oBaTerne HEBO3MOXHa, 3aTpyaHeHa Unv Henpuemnema. Mpu aTom UMeroTcs cneayoLme
OrpaHMYEHUst Ha apXMTEKTYPY KOPNopaTUBHOMN CETH:

Kaxgomy IP-a,u,pecy OOJKEeH COOTBETCTBOBATbL TOJIbKO OAMH MOJ1b30BaTESb,

Mexay pabounmm cTaHuMsaMn nonb3oBarternen n Solar webProxy He JOmKHO BbITb Apyrux
NPOKCU-CEePBEPOB 1 060PYAOBaHUSA, BbIMOMHAIOLWMX TPAHCASLMIO agpecos;

paboTa TepMUHanbHbIX CEPBEPOB HE NOAAEPKMBAETCS.

Pexxnm npospadyHon ayteHTudukaumm 3amMmeHsaeT obblyHy0 Ha npokcu-cepeepe (HTTP 407:
Proxy Authorization Required). NMpn o6palueHnm k Solar webProxy paboyen ctaHLmMm Nonb3o-
Batens, IP-agpeca KoTopou HeT B XpaHunuiie Solar webProxy, ee 3anpoc nepeHanpasnsaeTcs
Ha cnyxebHylo cTpaHuuy. Ha aTo cTpaHuue Nonb3oBaTtento npeanaraeTcsl BBECTU YYETHbIE
AanHble (HTTP 401: Unauthorized), 1 B cnyvae ycnelwuHon astopusaumm IP-agpec nobaensetcs
B XpaHunuiie, n npogormkaetca obpaboTtka nepBoHa4vanbHOro 3anpoca. 3anpockl ¢ pabounx
cTtaHuui, IP-agpeca KoTopbIX €CTb B XpaHunuuie, obpabaTbiBatoTcs 6e3 nepeHanpaBneHuin.

B nepByto odepeab HAacTPoNTe NakeTHble PUNLTPLI Ha BCexX yanax ounsTpauum:

MpumeyaHue

Bce komaHObI 8 UHCMpPYKUUU HEOB6XO0OUMO 8bIMOIHSAMb OM UMEHU rosib308amerisi root.

Bknitounte IP-forwarding. [ins storo B danine /etc/sysctl.conf packommeHTUpyinTe CTPOKY
net.ipv4.ip_forward = 1

N MPUMEHNTE U3MEHEHUS KOMAHOM

Isbin/sysctl -p

MpumeyaHue

lMocne exnroueHus IP-forwarding onepauuoHHasi cucmema 6ydem pabomams Kak Mapuipymu3amop.

OTkniounMTe napameTpbl HacTpowku dunbtpa Linux-agpa. Ona atoro B channe
letc/sysctl.conf packommeHTUpyWiTe CTPOKY

net.ipv4.conf.<Ha3BaHue uHtepcenca>.rp_filter=0

N NPUMEHUTE N3MEHEHUSA KOMaHAOM

Isbin/sysctl -p

®dunbrpaums sapom OC oTknodaeTcs, Korga nakeT NPUHAT OAHUM UHTEPAENCOM U OOMKEH
ObITb NepenaH Ha Apyron nHtepdenc. Ecnm ycTponcTBO CTOUT MEXAY HECKOMNbKMMU CETSIMU,
KOMaHAa BbINOMHAETCH AN BCeX MHTepdencoB, Mexay KOTOPbIMW BbINOSHAETCA nepegava
Tpaduka, nnbo ncnonbdyercsa napameTp all, 4yToGbl OTKNIYNTL PUNETPALMIO Cpa3y Ha BCEX
nHTepdencax.
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3. Bknounte nogaepxkky TPROXY B nogcncteme mMapLupyTMsaumm, BoINONHUB KOMaHAbI:

# ip -f inet rule add fwmark 1 lookup 100
(Becb Tpaduk, npuweawnini Ha uHTepdencel, NoMeyaeTca MapkepoMm 1 1 nepegaetcs B
Tabnuuy mapwpyTtmsauumn 100)

# ip -f inet route add local default dev eth0 table 100
(8 Tabnmuy mapwpyTtusaumm 100 gobaenseTcs MapLIpyT MO YMOMYaHMUIO)

4. MoarotoBbkTe Solar webProxy kK nepeHanpaBneHnto 3anpocoB, BbIMOMHNB KOMaHAbI:
# iptables -t mangle -N DIVERT
# iptables -t mangle -A DIVERT -j MARK --set-mark 1
# iptables -t mangle -A DIVERT -j ACCEPT
# iptables -t mangle -A PREROUTING -p tcp -m socket -j DIVERT
5. HacTtponTe npaBuna nepeHanpaBneHus 3anpocoB B Solar webProxy, BbINONHWB KOMaHAbI:

# iptables -t mangle -A PREROUTING -p tcp --dport 443 -j TPROXY --tproxy-mark
0x1/0x1 --on-port 2444

# iptables -t mangle -A PREROUTING -p tcp --dport 80 -j TPROXY --tproxy-mark 0x1/0x1
--on-port 2270

MpumeyaHue

KoHmenmHasi ¢bunbmpauyusi Solar webProxy pabomaem mornbko 0511 mpaghuka Ha nopmax 80 u
443. OcmarnbHol mpacghuk, npuxodsawuli Ha dpyaue nopmsl, bydem obpabambigambcs 8 cOOM-
8emcecmeuu ¢ rpasusiamu Mapupymusayuu camou ornepayuoHHoU cucmembl. Ecriu Hem Heobxodu-
MOCMU 8 MOHKOU Hacmpolike mpaH3umHo20 mpadguka, pekomeHAyemcsi 3abriokuposame 8eCb
mpaH3umHbIl mpaguk, Kpome rnornadarouie20 rnod KOHMeHMHy unbmpauuro Ha nopmax 80 u
443. Cdenamb 3mo MOXHO 1t0bbiM yOObHbIM criocobom:

e 8 GUI e pasdene Monumuka > Mexxcemesoli akpaH > dunbmp mpaH3umHo20 mpadguka,
cos0as rpasusio briIoKUPOBKU.

Puc. 5.28. bnnokupoeka ece2o mpaH3umHo20 mpadghuka

e 8 CLI c nomouwbto KOMaHObI:

# iptables -A FORWARD -j DROP
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MpumeyvaHue

lpu nepesazpyske Solar webProxy HacmpoUliku rnpospad4Hol aymeHmugukayuu mMo2ym pabomams
HeKoppeKkmHo. [rig ycrewHoe20 npuMeHeHUs HacmpoeK 1ocrie repesazgpy3Ku cucmeMbl 8bIMosIHUMe
rnosmopHo waeu 3-5.

[nsa BknioveHWs pexmma npospadHon ayteHTudpumkaumm B GUI Solar webProxy:

B pasgene Cucrema > ®unbrpayms u KalumpoBaHue Tpacduka > PunbTpauma n aHanms
Tpacduka nonb3oBaTtenen > Beb-cepBep, NpegocTaBNAKWMUNA CKavyaHHble channbl
pacLUMPEHHbIX HACTPOEK KoHMrypaLuum B none Agpec Beb-cepBepa yCTaHOBUTE 3HAYEHME
${node-hostname} (no ymonuyaHuio ycTaHOBMEHO 3Ha4eHne mitm.it).

V' BeG-cepeep, NPeAOCTABAAOWIMI CKAUGHHLIE GAMALI W

Mopr Be6-cepeepa  web-port

Https-nopr ee6-cepaepa  ht

mitm.it

Anpec ee6-cepaepa

0.0.0.0/0
BiyTpenHuii IP-aapec WEB—cepeepa  wek

Puc. 5.29. NMNapameTpbl HacTponkn Beb-cepBepa

B paspgene Pabora cuctembl > ®unbTpauusa M aHanu3 Tpadwmka nonb3oBaTenen
OCHOBHbIX HacTpoek KoHdurypaumm yctaHoBuTe 3HadeHue Transparent ans napametpa
Pexum aytTeHTUhMKaLUN.

Haxmute CoxpaHuTb, 3atemM MNpUMeHUTD.

Mepesanyctute cepauc skvt-wizor. [ina storo B CLI BbINoAHUTE KOMaHAbI:
# su - dozor

$ /opt/dozor/bin/shell

$ dsctl restart skvt-wizor

Y6egutech, 4YTo skvt-wizor 3anywieH ot nonb3oBartens root. [1ns storo B CLI BbinonHute
KoMaHab!:

$ dsctl status

BbiBOA KOMaHAbl JOSmMKeH ObiTb CriegytoLLero Buaa:
lusr/lib/systemd/system/dozor_skvt-wizor.service............ up (pid 3661) 63117 seconds
rae 3661 — Homep npouecca skvt-wizor

# ps -ef --forest | grep 3661 -A 1

Mocrne ycnewHoro BbiNorHeHUst KoMaHabl Oyaet oTobpaxkeH BbiBOA BUAA:
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root@wp4:/opt/dozor# ps uf est | g
root 1458 31464 100 \_ grep 3661 -A 1
root 30377 1121 g g _ sshd: root@notty

root 3661 1 156 ? /bin/bash /opt/dozor/var/lib/service/skvt-wizor/run

root 3854 3661 :56 ? \_ /usr/lib/jvm/bellsoft-javal7-full-amd64//bin/java -Djdk.tls.server.enableSessionTicketExtension:
s=j =java.base/sun.nio.ch=ALL-UNNAMED -Df1ile.encoding=UTF8 -Dsun.net.client.defaultConnectTimeout=3000!
10!70ut0fMem(=lyEr ror -XX:Heap ar/tmp -XX:MaxJavaStackTraceDepth=1000000 -XX:MaxDirectMemorySize=4096m -Xmx2048m -Xms256m -jar /(lpt/dozor/s
kvt/lib/nio_proxy.jar /data/repos/dozor/(onf\q final.git/6b34cd8d-201d-48c8-a788-088d41241248/skvt-wizor/config.xml /opt/dozor/share/url-checker/categories.js
on

Mpu BbIBOAE KOMaAHABI yOeauTech, YTO AOHEPHUI NMPOLIECC TakKkKe 3anyLLUeH OT NOb30BaTeNs
root.

B CLI akcnopTtupywte ceptudukat YL, Solar webProxy, BbINOnHUB KOMaHAy (B O4HY CTPOKY):

# keytool -exportcert -rfc -keystore /opt/dozor/skvt/var/lib/authority.jks -alias "web
proxy" > proxy.crt

Bo Bpems BbINONHEHUA koMaHAbl OyaeT 3anpoLueH napons (Mo ymonyaHuio — secret). dann
cepTudmkaTa nossBMTCA B TeKyLLeM KaTtanore (no ymonyaHuio — /opt/dozor).

CKOHBEPTUPYNTE IKCMOPTUPOBAHHBIN cepTudmkat B popmat PEM, BbINONHMB KOMaHAy:
# openssl x509 -in proxy.crt -outform PEM -out proxy.pem

MmnopTupyinTe nonydeHHbI cepTnudukaT B CNNCKN AOBEPEHHbIX cepTudmkaTos GpaysepoB
APM nonb3oBatenen koprnopatmueHon ceTh. NogpobHo npoLecc nmnopTa onncaH B pasgenax
Nonb30BaTENbCKOM NOAAEPXKKN HA caTax NPoOn3BOANTENEN COOTBETCTBYOLLMX Opay3epoB.

MpumeyvaHue

Ecrniu cepsepos ¢hunbmpayuu HECKObKO, IKCriopmupytme cepmugbukam Ha 8CEX 3mMux cepeepax.
lMocrie akcriopma 8bIrnosIHUMe UMopm 6Cex roJsly4YeHHbIX cepmugbukamos Ha APM rnonb3oeamerned.

MpumeyaHue

lpu skmodeHuU rpo3paqyHol aymeHmucgukayuu HeobxoOumo usmeHums rnopm play-server ¢ 443
Ha rirbol dpyezol (Hanpumep, 8443) u 8 danbHelilueM ucronb308ame €20 0nsi 0ocmyra 6 epachudeckuli
uHmepgelc: https://<IP-adpec cepeepa Solar webProxy>:<nopm>.

Takke Bbl MOXeTe 400aBUTb BPEMS XXU3HU CECCUM NPOo3padvyHon ayTeHTudurKaumn. [Ans atoro
nepengnTe B pasgen Cucrema > PaclimpeHHble HaCTPOMKU > PUNbTPaLMA U KILWMPOBaHMe
Tpacdmka > AyteHTudmKaums v aBTopusaumsa v B Nonsix TanmM-ayT HeaKTMUBHOCTU Npo3pay-
HoOM ayTeHTU(UKaumm 1 JKeCTKun Tanm-ayT Nnpo3pavyHom ayTeHTUhmkKaumm ykaxkmte Heob-
XOO4MMOE BpeMs B CeKyHOaX.

NMpumeyaHue
lMpu ucnonb3oeaHuUU negotiate-aymeHmucgbukayuu cOBMECMHO C MPO3PaYHbIM PEXXUMOM HEOOX0OUMO
Ha ecex APM dobasumb FQDN yana Solar webProxy. [nis amoeo:

Omkpotime Ceolicmea 6pay3epa > besonacHocmb.

Bbibepume MecmHasi uHmpacems U Haxmume KHorky Calmebl.
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B OMKpPbIBWEMCA OKHe HaXMume KHOIIKY ,qono.nHumeano.

Lobasbme 3anucu http://proxy.example.org u https://proxy.example.org, 20e proxy.example.org
— FQDN npokcupytouw,eeo y3na.

[lns basic-ayTeHTnmKaLmm MoryT MCnonb30BaThCs Creayrowme TUnbl XpaHUunLL:
nokanbHbI cnucok (pasaen 5.9.6.2);
LDAP (pa3gen 5.9.6.3);
LDAPS (pasgen 5.9.6.4);
RADIUS (pa3gen 5.9.6.5);

Active Directory (pasgen 5.9.6.6);

IMAP (pasgen 5.9.6.7);

POP3 (pasgen 5.9.6.8).

[na HacTporku basic-ayTeHTudukaumm no cnmcky nornb3oBaTenen B pasgene MNonutuka >
Oo0bekTbl nonuTuku > NMonb3oBaTtenu Basic u SOCKS5:

B pasgene Monutuka > Hactponkn unmn Paborta cuctembl > ®unbTpauusa M aHanus
Tpadmka nonb3oBaTenieM OCHOBHbIX HACTPOEK KOHMUrypauun 3agavte 3HadeHus Ons
napameTpoB:

Pexum ayteHTUMKaumm — Proxy-Auth;

MeToa ayteHTuUdhnkaumm — Basic.

Haxmute CoxpaHutb 1 MpuMeHnTb.

[nsa HacTporku basic-ayTeHTUdMKaLUUN C UICTOYHUKOM ayTeHTudukauum LDAP:

B pasgene AyTteHTtudukaums > UctouHuku Basic-ayTeHTUpUKaL MM OCHOBHbLIX HACTPOEK
KOHpurypauum yctaHoBute hnaxxok BKno4YnTb UCTOYHUK ayTeHTUdUKaUMKN 1 N4 napa-
MeTpa Tvn ncTouHuKa BbibepuTe 3HaveHne ldap.

3anonHuTe NnosiBUBLLMECSH MOSSA, ONMCAHNE KOTOPbIX NMPUBEAEHO B JOKYMEHTe Pyko8odcmeo
admuHucmpamopa 6e3zonacHocmu.
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B pasgene MNMonutuka > Hactponkn unmn Paborta cucrtembl > dunkTpauusa M aHanus
Tpadmka nonb3oBaTesieM OCHOBHbLIX HACTPOEK KOHdUrypauumn 3agante 3HadeHus Ons
napamMmeTpoB:

Pexum ayTeHTUdMKkauum — Proxy-Auth;
MeTtopn ayTeHTUduKauumm — Basic.
Haxmute CoxpaHutb 1 NNpMMeHnTDb.

MpumeyaHue

PekomeHOyemcsi ucrionib3oeams 8 kadecmee LDAPs-cepeepa mornbko Active Directory.

McTouHKKK Basic ayTeHTHpMKaumMy  authjson

JIOMEH AANA oNpefieNleHkA UCTOUHWKA ayTeRTUMKauMy  domain LDAP_USERS

BHANIOYMTL MCTOUHWK AyTeHTU(MKALMK  enable

source

Wpentucukatop 6a3bl  base-dn

Wpentudmkatop cybvekta  bind-dn

Puc. 5.30. HacTtpowka basic- + LDAP-ayTeHTUdMKaumum

Mpwn BbINONHEHWN ayTeHTUdUKaUMM Bbl MOXeTe 3adatb bornee ogHoro gomeHa. [Ons atoro
crnpaBa OT Ha3BaHus cekuun McTtouHnkn Basic-ayTeHTudmkauumm Haxmnte [lo6aBUTh —
NOSIBUTCA AOMONHUTENbHAA CeKUNSa ANS YKadaHUsa COOTBETCTBYIOLLMX NapamMeTpoB.

,D,J'IH yoanexHua D,O6aBJ'IeHHOl7I CEeKUMN NUCNOJb3YyETCA KHOIMMKA , pacnofioXXeHHaaA B Bbl6paHHOM
CerMeHTe.

Mpwn ykasaHUM HECKONbKUX paBHOMpaBHbIX cepBepoB (B napametrpe Agpec cepBepa) Ang
ogHoro goMmeHa cpabatbiBaeT MmexaHu3Mm failover: cepeep ayteHTMdMKaLMM OenaeT 3anpoc
K NepBOMY M3 yKa3aHHbIX CEPBEPOB, Npu owmnbke nnmn TanmayTe HOBbIN 3anpoc ByaeT kK cneay-
owemy 13 cnucka cepsepy. pn owmnbke Ha nocnegHem cepBepe U3 crnvcka Bblibupaetcs
nepsbIvi NO cyeTy. [pn NpeBbILLEHMN 3a4aHHOIO BPEMEHM BbINOSIHEHMS 3anpoca OH NpepbiBa-
eTCs, JaXe eCnu eLle He BCce cepBepbl onpoLueHbl. CoCToAHME Mexay 3anpocamm 3anoMmnHa-
eTCsl — NPY HOBOM 3anpoce cepBep ayTeHTMdMNKaumMm cpady obpallaeTcsa K ToMy cepBepy, Ha
KoTOopoMm 6bIn NpepBaH NpeabiayLLmi 3anpoc.
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BHumaHume!

MexaHu3m failover noddepxusaemcst moribko 05151 08yX pasHOMNPasHbIX KOHMPOIIePo8 OOMeHa.

[na HacTporku basic-ayTeHTUUKaLUN ¢ UICTOYHUKOM ayTeHTudukauum LDAPS:

B pasgene AyteHTudunkauma > UctouHuku Basic-ayTeHTudmkaumm oCHOBHbIX HacTpoek
KOHdourypaumm yctaHoBuTE (pnaxxok BKIOYMTL NCTOYHUK ayTeHTU(MKaumm n onga napa-
MeTpa Tun ncTtovHuka Bbibepute 3HadeHne Idaps.

3anonHuTe NnosiBUBLLMECSH NOSSA, ONMCAHNE KOTOPbIX MPUBEAEHO B JOKYMEHTE Pyko8odcmeo
admuHucmpamopa 6e3zonacHocmu.

Puc. 5.31. HacTtpowka basic- + LDAPS-ayTeHTU(UuKauumn

B pasgene Monutuka > Hactponkn unn Paborta cucrtembl > dunkTpauusa M aHanus
Tpacdhuka nonb3oBaTenie OCHOBHbIX HACTPOEeK KOHdurypauumn sagante 3Ha4YeHus Ons
napameTpoB:

Pexum ayTeHTUdMKaumm — Proxy-Auth;
MeTtop ayTeHTUdpUKaumm — Basic.
Haxmute CoxpaHutb 1 MNpuMmMeHUTDb.

MpumeyaHue

PekomeHOyemcsi ucrionb3oeams 8 kadecmee LDAPS-cepeepa monbko Active Directory.

Mpwn BbINONHEHMM ayTeHTUMKaLMN Bbl MOXETe 3adaTtb 6ornee ogHoro gomeHa. [Ans atoro
HaxxmuTe [lo6aBUTbL cripaBa OT Ha3BaHus cekuun UctouHmknm Basic-ayTeHTucpukauumm, B
pesynberate Yyero NoABUTCA A0NOSMHUTENbHAs CekUuMs AN YKasaHna COOTBETCTBYOLMX napa-
METPOB.
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,D,J'Iﬂ yoanexHund ,D,O6aBJ'IeHHOI7I CEeKUMn NCNoJib3yeTCcA KHOMMKa , pacrnofioXXeHHadA B Bbl6paHHOM
CerMeHTe.

Mpn ykasaHUM HeCKONbKUX paBHOMpPaBHbIX cepBepoB (B Napametrpe Agpec cepBepa) And
ogHoro gomeHa cpabatbiBaeT MmexaHu3Mm failover: cepeep ayteHTMdMKaLMM genaeT 3anpoc
K NnepBOMY M3 yKa3aHHbIX CEpBEPOB, a Npu owmbke nnn TanmMayTe HOBbIV 3anpoc NPoONCxoauT
K cnegytoLleMy 13 cnucka cepsepy. B cnyvae owmnbkn Ha nocnegHem M3 cnvcka cepeepe Bbl-
BGupaeTcs nepsbln cepsep. Mpy NpeBbiWEHNM 3a4aHHONO BPEMEHM BbINONTHEHWUS 3anpoca OH
npepbIBaeTcd, Aaxe ecrniv elle He Bce cepBepbl onpolueHbl. CocTosHMe Mexay 3anpocammu
3anoMuHaeTcs — Npyu HOBOM 3anpoce cepBep ayTeHTudumkauumn cpady obpallaeTrcs K Tomy
cepBepy, Ha KOTOpoM BbiN NpepBaH NpeablayLLmi 3anpoc.

BHumaHume!

MexaHu3wm failover noddepxusaemcsi mosnbko 0nsi 08yX pagHoMNpPasHbIX KOHMPOIepPo8 OOMeHa.

RADIUS-ayTeHTUdUKkauna — metoq basic-ayTeHTUbmkaumm Ona yganeHHoro JocTtyna K
nonb3oBaTeNbCKMM cepBucaM, BUPTyanbHbIM YacTHbIM ceTam (VPN), Toukam 6ecnpoBogHOro
poctyna (Wi-Fi) n T.40.

RADIUS-npoTtokon peanu3oBaH B Buae nHTepdernca mexay NAS, KOTopbi BbICTynaeT Kak
RADIUS-knueHT, 1 RADIUS-cepBepoM — nporpamMHbIM 0BecneyeHnem, KoTopoe MOXeT
ObITb YCTAHOBMEHO Ha CepBepe WNu crneumnanusaMpoBaHHOM YCTPOWCTBE. Takum obpasom,
RADIUS-cepBep He B3aMMOLENCTBYET HanpsiMyto C YCTPOMCTBOM MONb30BaTeNs, a TOMNbKO
Yyepes CeTeBOW cepBep JocTyna.

Onsa nactporkun RADIUS-ayTeHTMdMKaLmMK:

B paspene AyteHTudukaumsa > UctouHuku Basic-ayTeHTUpUKaLmMm OCHOBHbIX HACTPOEK
KOHQoUrypaumm:

YcraHoBuTe pnaxok BKNOYMTb UCTOYHUK ayTeHTUdMKaUMmM 1 ona napametrpa Tun
MCTOYHMKA BbibepuTe 3HaveHune radius.

B cnucke otobpasuBLLMxca napameTpoB ykaxuTe IP-agpec RADIUS-cepepa 1 naponb
(cm. Puc.5.32).

VicTounku Basic-ayTenTudukauun  authjson
v o1

JloMeH AnA onpeneneHns UCTOYHUKa ayTeHTUMKaumMy  domain Custom

BRIIOYNTL MCTOUHUK AYTEHTUGIMKALMK  enable
radius
Anpec Radius-cepsepa  server 10.201.31.75
Mopr Radius-cepsepa  port 1812

Maponb  secret fe—

MNpepbiBaTh NPOLIECC aYTEHTH(HMKALMW NPH BO3HUKHOBEHUM OWMBOK .

Puc. 5.32. HacTtpowku basic-ayteHTudumkaumm c RADIUS-cepBepom
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B pasgene MNMonutuka > Hactponkn nnmn Paborta cucrtembl > dunkTpauusa M aHanus
Tpadmka nonb3oBaTesieM OCHOBHbLIX HACTPOEK KOHdUrypauumn 3agante 3HadeHus Ons
napamMmeTpoB:

Pexum ayTeHTUdMKauum — Proxy-Auth;
MeTtop ayteHTudukauum — Basic.

MpumeyaHue

Ucnonb3ytime napamemp CPOK XXU3HU aemoMamu4ecKko20 cesi3bleaHusi (MUH), ecriu Heobxo-
OUMO ycmaHo8UMb 8PEMS XPaHEHUSsT aymeHmMuUUKaUUOHHOU Ceccuu 8 Kelwe rpu asmomamu4ecKom
C8513bI8HUU 1ePCOH 8 rpasuriax crioes Monumuka > lNMpaeuna docmyna SOCKSS5 > [locmyn 6e3
aymeHmudpukayuu u/unu lMonumuka > KoHmenmuas chunbsmpauus > [lpaguna aymeHmudgbu-
Kayuu. 3Ha4eHue napamempa moxem 6bimb om 1 do 43800, no ymonyaHuto — 15 MuHym.

lMapamemp CpOK XU3HU agmMoMamu4ecKo20 c8si3bigaHusi (MUH) pacrpocmpaHsaemcsi mosibKo
Ha nonb3oeamerel, Ybsi NepeoHaqanbHass aymeHmugukayus rnpoxoduna ¢ nomMowbio GoMeHa
(NTLM/Negotiate/Basic-aymeHmugukayuu). Ecnu nons3oeamesis omcymcsyem e pa3sderne lMonu-
muka > O6bekmbl nonumuku > lNonb3oeamenu Basic u SOCKS5 unu oH ebikntoyeH, Solar
webProxy aymeHmudbuyupyem rnosib3oeamerisi epes AD, ucrionb3ysi cepauc Auth Server u nozuH.

Haxmute CoxpaHutb 1 MpumMeHnTb.

[nsa Hactponku basic-ayteHTndmkaumm co cnyxbon Active Directory:

B pasgene AyTteHTtudukaumsa > UctouHuku Basic-ayTeHTUpUKaL MM OCHOBHLIX HACTPOEK
KOHpurypauum yctaHoBute chnaxkok BKnoYnTb UCTOYHUK ayTeHTUdUKauum 1 ong napa-
mMeTpa Tun ncroyHuka sbibepute 3HaveHne ad.

3anonH1Te NosiBMBLUMECS NOMS aHanormMyHo TOMY, KaK NOKa3aHo Ha Pnc.5.33:

ATpiGy nns esGopios aEHTIWTOpOS,

ATDIGYT 115 BG0pIOH M NN 300"

ATPHGy nns ssGopioA Ry nosOsaTeRe

Napoms cybeesra  password

flopr  port

lepuon oGnomnerais 1

Meron ayres i

Puc. 5.33. Hactpownku cepBepa Active Directory

MpumeyaHue

B none Ampubym 0nsi eb160pku udeHmughukamopoe rnoJsib3o08amesieli MOXXHO MakKXxe yKasamb
3HayeHue userPrincipalName. B amom criy4ae npu aemopu3sayuu rnosib3ogamerib 0ormkeH 6ydem
ykaszamsb ceoti UPN emecmo riocuHa.
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He pexkomeHdyemcs ucnons3oeams msDS-PrincipalName, mak kak npu aymeHmucbukayuu u
asmopusayuu rnosb3osameriss obpamHasi Kocasi YHepma Ha KOHUe rio2uHa 6ydem paccmampugambscs
cucmemMoU Kak escape-rnocriedogameribHoOCMb.

B pasgene MNMonutuka > Hactponkn unu Paborta cucrtembl > dunkTpauus M aHanus
Tpacdhuka nonb3oBaTene OCHOBHbIX HACTPOEK KOH(urypauumn sagante 3HadeHus Ons
napameTpoB:

Pexxum ayTeHTUdMKkauum — Proxy-Auth;
MeTtopn ayteHTUdpUKaumm — Basic.

MpumeyaHue

Ucnonb3ytime napamemp CPOK U3HU agMmMoMamu4ecKo20 cesi3bieaHusi (MUH), ecriu Heobxo-
OUMO ycmaHo8UMb 8PEMS XPaHEHUS aymeHmMuUUKayUOHHOU Ceccuu 8 Kewe rpu asmomamu4ecKom
CB8513bIBHUU 1ePCOH 8 ripasuriax crioes Monumuka > lNMpaeuna docmyna SOCKSS5 > [locmyn 6e3
aymeHmudpukayuu u/unu lMNonumuka > KoHmenmuas hunbsmpauus > [lpaguna aymeHmudgbu-
Kayuu. 3Ha4eHue napamempa moxem 6bimb om 1 do 43800, no ymonyaHuto — 15 MuHym.

lMapamemp CpoOK KU3HU aemomMamu4ecKoa20 cesi3bi8aHusl (MUH) pacrpocmpaHsaemcs moJsibKo
Ha ronb3oeamernel, Ybs repeoHadYasibHass aymeHmugbukayus rnpoxoouna ¢ rnomMowbio OoMeHa
(NTLM/Negotiate/Basic-aymeHmugpukayuu). Ecnu nons3oeameris omcymcsyem e pa3sderne lMonu-
muka > O6bekmbl nonumuku > lNonb3oeamenu Basic u SOCKS5 unu oH ebikntoyeH, Solar
webProxy aymeHmucgbuyupyem rosib3o8ameris Yyepes AD, ucrionb3ys cepauc Auth Server u fio2uH.

Haxmute CoxpaHutb 1 MpuMMeHnTb.

Bkl moxeTe 3agatb 6onee ogHoro gomeHa. [Ans atoro HaxkmuTte [lo6aBUTbL cnpaea OT Ha3BaHUs
cekunn UctouHmnkm Basic-ayTeHTudmkaumm, B pesynsrate 4ero nosBMTCA AOMONHUTENbHAS
ceKkumsl ans ykasaHus COOTBETCTBYOLLMX NapaMeTpoB.

[ns ynaneHns o6aBneHHON CeKLMN NCMOrb3yeTcst KHOMKa D pacrnonoXxeHHas B BbIopaHHOM
CermMeHTe.

Mpn ykaszaHUM HeCKONbKNUX paBHOMpaBHbIX cepBepoB (B NapameTrpe Aapec cepsepa) And
ogHoro gomeHa cpabatbiBaeT mexaHuam failover: cepsep ayTeHTUdMKauumn genaet 3anpoc
K NepBOMY M3 yKa3aHHbIX CEepBEpOB, a Npu owmbke nnn TanmMayTe HOBbIV 3anpoc NponcxoguT
K criegyloliemy 13 crnucka cepsepy. B cnyyae owmnbkn Ha nocrnegHem cepsepe, U3 cnucka
BblOMpaeTcsa nepsbiv cepsep. Npu npesbilleHnn 3a4aHHOMO0 BpeMeHW BbINOMIHEHMS 3anpoca
OH NpepbIBaeTCsA, AaXe eCnu eLle He BCce cepBepbl onpoLlleHbl. CoCcTosiHMe Mmexay 3anpocamm
3anoMuHaeTcs — Npu HOBOM 3anpoce cepBep ayTeHTudukauum cpady obpalaeTrcs K ToMmy
cepBepy, Ha KOTOPOM ObIT NpepBaH NpeablayLnin 3anpoc.

BHumaHume!

MexaHu3m failover noddepxusaemcs mosibko 05151 08yX pasHOMNPasHbIX KOHMPOIIEPo8 OOMeHa.
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[na HacTporku basic-ayTeHTUMKaLUN C CTOYHUKOM ayTeHTudmnkauumn IMAP:

B pasgene AyTteHTtudukauus > UctouHuku Basic-ayTeHTUpUKaL MM OCHOBHbLIX HACTPOEK
KOHpurypauum yctaHoBute chnakok BKno4YnTb UCTOYHUK ayTeHTUdUKaUMK 1 4ng napa-
meTpa Tun UcTovHMKa BbibepnTe 3Ha4YeHe imap.

BKNIOYHTD MCTOUHUK ayTeHTUDHKaUMM  enable

CC Ay TEHTHHKALIAM TDH BOSHHKHOBEHHH OGO

Puc. 5.34. Hactpowka ayteHTudmkauumm basic + IMAP

3apaniTte napameTpsl:
Appec IMAP-cepBepa — IP-agpec IMAP-cepBepa;
MopT IMAP-cepBepa — nopt IMAP-cepBepa.

Bbibepute meton ayteHTudmkaumm n pexmm SSL/TLS-wmndpoBaHua 3 npeanoXeHHbIX
BapunaHToOB.

B pasgene Monutuka > Hactponkn unm Paborta cuctembl > ®unbTpauusa M aHanus
TpadMKka nonb3oBaTerie OCHOBHbIX HACTPOEK KOHdurypauumn 3aganTte 3Ha4YeHus Onis
napameTpoB:

Pexum ayteHTU(pMKaumm — Proxy-Auth;
MeTtopn ayTeHTudmkKaumm — Basic.

MpumeyaHue

Ucnonb3ytime napamemp CPOK KU3HU agMmMOMamu4ecKo20 cesi3bieaHusi (MUH), ecriu Heobxo-
OUMO ycmaHOo8UMb 8PEMS XPaHEHUS aymeHmuUKayUOHHOU ceccuu 8 Kewe rpu asmomamu4ecKkom
C8s13bI8HUU MepPCoH 6 rnpasuriax crioes Monumuka > lNMpaeuna docmyna SOCKS5 > [Jlocmyn 6e3
aymeHmudpukauyuu u/unu lMNonumuka > Konmenmuas chunsmpauus > [lpasuna aymenmudgbu-
Kayuu. SHa4eHue napamempa moxem 6bimb om 1 o 43800, rno ymonyaHuro — 15 MuHym.

lMapamemp CpoOK Ku3HU asmomMamu4ecKo20 C8s13bI8aHUs1 (MUH) pacrpocmpaHsemcsi mosibKo
Ha nonb3oeameriell, Ybsl NMepeoHaqarbHass aymeHmugukayusi npoxodusna ¢ rnomMowbio OoMeHa
(NTLM/Negotiate/Basic-aymeHmugbukauuu). Ecnu nonb3oeamesis omcymcsyem e pa3sodersie lMonu-
muka > O6bekmbl nonumuku > [Nonb3oeamenu Basic u SOCKS5 unu oH ebikntodeH, Solar
webProxy aymeHmudgbuyupyem ronb3o8ameris Yyepes AD, ucrionb3ys cepsuc Auth Server u sio2uH.

Haxmute CoxpaHutb 1 MpUMeHUTb.
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[na HacTporku basic-ayTeHTUMKaLUM ¢ UICTOYHUKOM ayTeHTudmnkauumn POP3:

B pasgene AyTteHTtudukauus > UctouHuku Basic-ayTeHTUpUKaL MM OCHOBHbLIX HACTPOEK
KOHpurypauum yctaHoBute chnakok BKno4YnTb UCTOYHUK ayTeHTUdUKaUMK 1 4ng napa-
meTpa Tun UcToYHMKa BbiGepnTe 3HaYeHne pop3.

3apavite napameTpbl (Puc.5.35):
Apnpec POP3-cepBepa — IP-agpec POP3-cepeepa;
MopTt POP3-cepBepa — nopt POP3-cepsepa.
Bbibepute pexum SSL/TLS-wnpoBaHnsa n3 NnpeanoxeHHbIX BapnaHToB.

BKAKOUMTb MCTOUHUK 3y TEHTMDHKALMM

pop3

W NpepslBaTs NPOLECC ayTeHTUdMKaLMMA NPU BOSHUKHOBEHWM olWMGoK  abort-t

Puc. 5.35. Hactpowka ayteHTudmkaumm basic + POP3

B pasgene Monutuka > Hactponkn unm Paborta cuctembl > ®unbTpauusa M aHanus
TpadMKka nonb3oBaTerie OCHOBHbIX HACTPOEK KOHdurypauumn 3aganTte 3Ha4YeHUs Ons
napameTpoB:

Pexum ayteHTU(MKaumm — Proxy-Auth;
MeToa ayteHTUdnkaumm — Basic.

MpumeyaHue

Ucnonb3ytime napamemp CPOK XU3HU a8MmMOMamu4eCcKo20 C853bI8aHUsI (MUH), ecriu He0bxo-
OUMO ycmaHo8UMb 8PEMS XPaHEHUS aymeHmuUKayUOHHOU ceccuu 8 Kewe rpu asmomamu4ecKom
C8sI3bI8HUU epPCOH 6 rnpasuriax crioes Monumuka > lNMpaeuna docmyna SOCKS5 > [Jlocmyn 6e3
aymenmudpukayuu u/unu lNMNonumuka > KonmenmHras ¢punsmpayus > [lpasuna aymenmudbu-
Kayuu. 3Ha4eHue napamempa moxem 6bimb om 1 do 43800, no ymondaHuto — 15 MuHym.

lMapamemp CPOK KU3HU aemomMamu4ecKo20 cesi3bieaHusi (MUH) pacripocmpaHsemcsi mosibKo
Ha nonb3oeameriel, Ybs nepgoHayanbHas aymeHmugbukayus npoxoduna ¢ nomouwbto 0oMeHa
(NTLM/Negotiate/Basic-aymeHmucdbukayuu). Ecriu nonb3oeamesib omcymcsyem 8 pasderie lMonu-
muka > O6bekmbil nonumuku > lNoneb3oeamenu Basic u SOCKS5 urnu oH 8bikiodeH, Solar
webProxy aymeHmugpuyupyem rosib3o8ameris yeped AD, ucrionb3sys cepauc Auth Server u r1o2uH.

Haxmute CoxpaHutb 1 NMpUMeHnTb.
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MpumeyaHue

Paboma npomokona SOCKS5 Ha ebiuiecmosiuyem npoKcuU-cepeepe He8O3MOXHa.

MpumeyaHue

B daHHomM pa3derne paccmampugaemcsi npuMepHsbIt criocob HacmpoUuku ripokcu-cepeepa SOCKSS
npu Kerberos-aymeHmugukayuu.

Mepen HacTporikon npokcu-cepsepa SOCKS5 npu Kerberos-ayteHTudpmkaummn Heobxoanmo
BbINyCTUTb keytab-dann:

C nomouwbo AD nnun koHconn Windows PowerShell co3gainte HoBoro nonb3oBaTtens Ans
npueaskn SPN (Service Principal Name — yHukanbHbIM naeHTUdUKaTop aK3eMnisipa cepeuca)
C MOMOLLIbIO KOMaHAbI:

New-ADUser -Name "socks5-user" -GivenName "socks5-user” -SamAccountName
"socks5-user" -UserPrincipalName "socks5-user@solar.local” —AccountPassword
(ConvertTo-SecureString "password" -AsPlainText -force) -Enabled $true -
PasswordNeverExpires $true -CannotChangePassword $true

MpumeyaHue

3HayeHus1 07151 3aMeHbl:

socks5-user — ums nonb3oeamesisi SOCKSS. Umsi nonb3oeamernsi u nymb K HEMY He OOKHbI
codepxxamb KUPUIUYECKUE CUMEBOSIbI.

password — naporib Mosib308amers.

Mepenagnte B Active Directory Users and Computers n yctaHoBuTe cpnaxok This account
supports Kerberos AES 256 bit encryption.
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sacks5-user Properties X

Sessions Remote control Remote Desktop Services Profile COM=

Member Of Password Replication Diglin Environment
General Address Account Profile Telephones Organization
User logon name
socks5user ‘ @solarlocal 4
User logon name (pre-Windows 2000)
DOZORLITE | [socks5user
Logon Hours... Log On To.
[] Unlock account
Account options:
[] Use only Kerberos DES encryption types for this account L)

[ This account supports Kerberos AES 128 bit encryption
This account supports Kerberos AES 256 bit encryption
] Do not require Kerberos preauthentication v

Account expires
(® Never
() End of: [20 wons 2024r

i | mov || b

OT umeHn agmuHucTpaTopa oTkpomnTe koHconb Windows PowerShell.
BbinonHute komaHay:

ktpass.exe -princ rcmd/webproxy.domain.local@DOMAIN.LOCAL -mapuser socks5-
user -crypto AES256-SHA1 -ptype KRB5_NT_PRINCIPAL -pass password -out
C:\Users\Administrator\socks5-user.keytab -target 10.201.69.47

MpumeyaHue

3HaueHusi Ornisi 3aMeHbl:
webproxy.domain.local — FQDN cepsepa aymeHmucgpukayuu Solar webProxy;
DOMAIN.LOCAL — ums domeHa;
password — r1aposib Mob308amersi;

10.201.69.47 — IP-adpec koHmporsnnepa domeHa (KDC), ¢ moMowibto Komopozo bbis1 8binyuweH
keytab-¢badin.

B pesynbraTte BbINOMHEHUS 3TOW KOMaHAbl Oyaer co3gaH Koy ayTeHTudmkaumn. Koy
Oymer HaxoguTbCA B MecTe, YykasaHHOM nocne -out, B [aHHOM npumepe —
C:\Users\Administrator\socks5-user.keytab.

B pasgene Cucrtema > Y3nbl U ponu ycraHoBute ans ysna ponb Cepsep Kerberos-
ayTeHTUdUMKauum.

B pasgene Cucrtema > PaclumpeHHHble HacTpPoMrKku > Peructpauuma cepBepa B JOMeEHe
> Kerberos-ayteHTudmkaums s nonsx Tun wmncpposarHua gnsa KDC v Tun wncpoBaHusa
ANSA KNMeHTOB U3MeHnTe 3Ha4yeHne Ha aes256-cts-hmac-sha1-96.

B pasgene NMonutuka > Hactponku > MNMpokcu-cepeep SOCKSS:

114



B none MNMepBuyHoe ums cepsuca (SPN) ykaxute SPN Buga rcmd/"DNS-ums cryx6bl
B AomeHe"@"UPN-cycdukc". Hanpumep, remd/webproxy.domain.local@DOMAIN.LOCAL.

B none Keytab-chann 3arpysute dain, nonyvyeHHbIN Ha ware 4.

B none MopT cepBepa Ans coeaMHEHUA yKaxXnte nopT, NPUMHUMAKOLWNA COEANHEHNS
Ha cepBepe, KoTopbIn nogaepxmaet npotokon SOCKSS5.

B none Bpewms, yepe3 kotopoe 6yayT cOpoLIeHbl HEaKTUBHbIE CECCUM (C.) YKaKuTe
3HayeHMe B CekyHOax, Mo UCTEYEHMUIO KOTOPOro, ecnv C LieneBoro yana He noryyeHsbl
OaHHble, nponcxoauT obpbiB coeanHeHus. OnTumansHoe Bpemsi 300 cekyHa,.

OcHoBHasi 3agada metoga floctyn 6e3 ayTeHTUdMKaLmMm 0aTb BO3MOXHOCTb NPOWTKY 3anpocam
nonb3oBaTtens Npn HEBO3MOXHOCTUN UX ayTEHTUUKALMM HACTPOEHHBbIM METOAOM, T.K. HEKOTO-
pble NPUNOXEHMS M NONb3oBaTENN MOIyT HE nogaepXxmeaTb Basic- n/unm Kerberos-ayteHTu-
duKaumo, HACTPOEHHYIO B CUCTEME.

UToObl BKNIOYMTL BO3MOXHOCTb AocTyna 6e3 ayTteHTudukauum no npotokony SOCKSS5, B
pasgenax Monutuka > Hactponku > lNMpokcu-cepeep SOCKSS > Metop ayTeHTUdUKaLMm
unn Cuctema > PaclumpeHHble HacTponku > dunbTpauusa U KawnpoBaHue Tpaduka >
Mpokcun-cepsep SOCKS5 > Meton ayteHTUdMKauum yctaHoBuTe hnaxok fdoctyn 6e3
ayTeHTUdUKaumm.

Y1066l HacTpoutb npokcn-cepsep SOCKSS5 npu naponbHON ayTeHTUdUKALNN:

B pasgenax MonuTtuka > Hactpoiku > Mpokcn-cepeep SOCKSS5 > Metoa ayteHTudun-
Kaumm nnm Cuctema > PaclwmpeHHble HacTporku > dunbTpaumsa U K3WMpoBaHUe
Tpaduka > Mpokcu-cepsep SOCKSS5 > Metoa ayTeHTUMKaLUM yCcTaHOBUTE DIIAXKOK
MaponbHasa ayTeHTUdUKaLUA.

CosganTte nonb3osaTtenen B pasgene MNonutunka > O6beKkTbl nonuTukn > Nonb3oBaTtenu
Basic n SOCKSS5.

NMpumeyaHue

lpu dobaeneHuu nonb3oeamerist ybedumeck, Ymo 6 rosie Tun aymeHmugbukayuu 8KITHOHEH rle-
pekmodamerni SOCKSS.

Lns npoxoxdeHusi naponbHoU aymeHmucgbukayuu rnonb3osamerib SOCKS5 dormkeH 6bimb akmug-
HbiM. Ecrniu oH 6ydem HeakmueeH usniu omcymcemeogams, aymeHmudgbukayusi bydem 8bInorHImbCs
yepe3 AD ¢ nomowibto cepeuca Auth Server ¢ ucnonb3ogaHuUeM fi02uHa.
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Ecnu B opraHusaumm nveetca cobctBeHHbIN YL, MOXHO ncnonb3oBaTtb ero ceptudukar ang
BCKpbITUst SSL-Tpacpmka. [lonycTMMO ncnonb3oBaHne cepTuduKaToB, CreHepMPOBaHHbIX ar-
ropuTMoM CTporo Bbille SHA-1.

[ns Beinycka cepTudurkara opraHM3aumm Ha kaxxgom cepaepe Solar webProxy ¢ ponbio ®dunbstp
HTTP-Tpaduka:

B CLI nepengute BO BpeMeHHbIN kaTanor (Hanpumep, /lvar/tmp/), BbINONHWB KOMaHAY:
# cd /var/tmp

CospganTte kntod RSA, BbINONHMB KOMaHAY:

# openssl genrsa -out wp.key -aes256 2048

Bo Bpems BbINONHEHWS KOMaHAbl cucTema noTpebyeT HasHauMTb Napornb AN Khko4a.
Beeaunte naponb 1 3anomMHuTe ero. Nocne BBoaa noareepauTe BolOpaHHLINA Napornb.

CosganTte B TekyLweM Kkatanore dann ¢ nmeHem openssl.cnf 1 3anuwmnte B HEro JaHHbIE:
[req]

req_extensions = v3_req
distinguished_name = req_distinguished_name

promt=yes

[ req_distinguished_name ]

countryName = Country Name (2 letter code)
countryName_default =RU

stateOrProvinceName = State or Province Name (full name)
stateOrProvinceName_default = Moscow

localityName = Locality Name (eg, city)
localityName_default = Moscow

0.organizationName = Organization Name (eg, company)
0.organizationName_default = Organization
organizationalUnitName = Organizational Unit Name (eg, section)

organizationalUnitName_default = Dept

commonName = Common Name (eg, your name or your server\'s hostname)
commonName_default = proxy.org.com

emailAddress = Email Address

emailAddress_default = support@org.com

[v3_req]

basicConstraints = critical, CA:true

#basicConstraints = CA:false

#keyUsage = nonRepudiation, digitalSignature, keyEncipherment
subjectAltName = @alt_names
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[ alt_names ]
DNS.0 = proxy.org.com
IP.0 = 192.168.10.15

BblaeneHHble 3Ha4YeHns napamMeTpoB crenyeT 3aMeHUTb Ha aKTyallbHble 3Ha4eHUA B opra-
HU3auunu:

countryName_default — nByxGykBeHHbIV KO CTPaHbI;
stateOrProvinceName_default — pervoH;
localityName_default — ropog;
organizationName_default — HazBaHne opraHusauuu;
organizationalUnitName_default — HazBaHne nogpasgenenuns, genaptameHTa u T. 4.;
commonName_default — FQDN cepBepa, Ha KOTOPOM MPOUCXOAUT HACTPOKKa;
emailAddress_default — kOHTaKTHbIV agpec 3NeKTPOHHOM NOYThlI OpraHn3auuu;
DNS.0 - 3HaueHue, ykasaHHoe B napametTpe commonName_default;
IP.0 — IP-agpec cepsepa, Ha KOTOPOM MPOUCXOOUT HacTpoKKa.

CreHepupyinTe 3anpoc Ha nognuce cepTudurkara, BbIMONHNB KOMaHAY:

# openssl req -new -key wp.key -out name.csr -config openssl.cnf

B npouecce BbINOMHEHUS KOMaHAbl cucTeMa noTtpebyeT BBECTU Maposnb, 3afaHHbI Ha
ware 2.

Ha cepBepe opraHusauuu, nmetowwem porb CA (Certification Authority), nposepbTte ncnonbs-
3yeMbli anroputM WndpoBaHus. [na atoro otkponte nporpammy KomaHgHasa cTpoka ot
UMEHU aiMUHUCTPAaTOpPa U BbIMOSTHUTE B HEW KOMaHAY:

certutil -getreg ca\csp\CNGHashAlgorithm

Ecnun 3Ha4eHne napametpa REG_SZ pasHo SHA1, BbINOMHMTE KOMaHAbI:
certutil -setreg ca\csp\CNGHashAlgorithm SHA256

net stop CertSvc && net start CertSvc

MpumeyaHue

lMocne usmeHeHuUs1 anzopummMa ece paHee 8binyueHHble cepmugbukamsl HyXHO 6ydem rnepesbi-
ryckams € rnomouwjbro aneopumma SHA-256.

CHoBa BbINMLUNTE KOPHEBOW cepTudmkat n nepesanyctute cnyxby Certificate Services,
BbINOSTHNB KOMaHApbl:

certutil -renewCert ReuseKeys
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net stop CertSvc && net start CertSvc

7. 3angute Ha noptan YL, Windows.

'ré Microsoft Active Directory ... *

Microsoit Activ & i est-U018-CA

Welcome

Use this Web site to request a certificate for your Web browser, e-mail client, or
other program. By using a certificate, you can verify your identity to people you
communicate with over the Web, sign and encrypt messages, and, depending
upon the type of certificate you request, perform other security tasks.

You can also use this Web site to download a certificate authority (CA)
certificate, certificate chain, or certificate revocation list (CRL), or to view the
status of a pending request.

For more information about Active Directory Certificate Services, see Active
Directory Certificate Services Documentation.

Select a task:
Request a certificate
View the status of a pending certificate request
Download a CA certificate _certificate chain, or CRL

Pwuc. 5.36. 3kpaH npusetctBus YL Windows

8. Haxxmnte Request a certificate.

@ Microsoft Active Directory .. *

Microsoft Active Directory Cerfificate Services — test-U018-CA

Request a Certificate

Select the certificate type:
User Certificate

Or, submit an advanced certificate request.

Puc. 5.37. OkpaH 3anpoca ceptucpukara

9. Haxxmute advanced certificate request.

fé Microsoft Active Directory ... %

Advanced Certificate Request

The policy of the CA determines the types of certificates you can request. Click
one of the following options to:

Create and submit a request to this CA.

Submit a certificate request by using a base-64-encoded CMC or PKCS #10
file, or submit a renewal request by using a base-64-encoded PKCS #7 file.

Puc. 5.38. dkpaH ocoboro 3anpoca ceptudumkara

O SOLAR
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10. Haxxmute Submit a certificate request by using....

o

Cnyx6e ceprucpuraymm Active Directory (Microsoft) — sns81-SNS81-AD-CA

Bbigava sanpoca Ha cepTudukar unu Ha oOHoBnexnue ceptudukarta

Yrobbl BHAaTL COXpaHeHHIR 3anpoc K LIC, BcTaBbTe base-64-wumndpoBaHHbIA
none "CoxpaHeHHbIA 3anpoc”.

CoxpaHeHHbI# 3anpoc:

————— BEGIN CERTIFICATE REQUEST-----
Base-64-wudpposannui [MIIDIDCCAgECACAWCTELMAKGALUEBRMCULURCZAJIA
3anpoc cepTuurkaTa DANNUOsxFzAVEgNVBAOMD1NvbGEyIFN1Y3VyaXR5]

(CMC unu MBWGALUEAWWVZGS6L3JtYXNOZXIuc2520DEubGEil
PKCS #10 wnu AACCAQEAMIIECKCAQEA4WKINICZAOVPDQY34Pkilyy
PKCS #7); u+UFBN+nIe30Na3WLhnfaud43Srl+J/SGomYS1GESV:

< >

Labnou cepTudmkara:

[ononuurencHbie aTpubyTeI:

ATpubyTer:

Puc. 5.39. OkpaH aTpubyToB cepTudmkara

11. BoibepuTe wabnoH ceptudukata Subordinate authority (Moag4YMHEHHbLIN LLeHTP cepTu-
c¢mkauumn) n sctassTe B none Base-64 cogepxumoe panna, cosgaHHoro Ha ware 4. Ha-
XMuTe BbiaaTth.

== |
o - [ |

Microsoft Active Directory Ceriificate Services — test-U018-CA

Certificate Issued

The certificate you requested was issued to you.

® DER encoded or CBase 64 encoded

Download cerificate
==1 Download certificate chain

Puc. 5.40. 3kpaH Bblgaum ceptudmkara
12. Haxxmunte Download certificate. CoxpaHuTte dann ceptudukara ¢ UMEHEM wp.cer BO
BPEMEHHbIV KaTanor, BblopaHHbIv B ware 1.

13.Nepenante Ha rmaBHyto cTpaHuuy nopTtana YL, un Haxmute Download a CA certificate,
certificate chain or CRL. CoxpaHute ceptudumkar YL ¢ umeHeMm ca.cer B TOT e KaTanor.
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== |

e@l@ https://loca.. O ~ @ CE a” 2 Microsoft Active Directory ... ‘ | ﬂh S:? {§}

Microsoft Active Directory Cerlificate Services — test-U013-CA

Welcome

Use this Web site to request a certificate for your Web browser, e-mail client, or
other program. By using a certificate, you can verify your identity to people you
communicate with over the Web, sign and encrypt messages, and, depending
upon the type of certificate you request, perform other security tasks.

You can also use this Web site to download a certificate authority (CA)
certificate, certificate chain, or certificate revocation list (CRL), or to view the
status of a pending request.

For more information about Active Directory Certificate Services, see Active
Directory Certificate Services Documentation.

Select a task:
Request a cerificate
View the status of a pending certificate request
Download a CA certificate, certificate chain, or CRL

Puc. 5.41. dkpaH npuetctBua YL} Windows
14. Bepnutecb B CLI Solar webProxy, nepenguTe B BblOpaHHbIA BPEMEHHbIN KaTanor U CKOH-
BepTUpPYMTE 3arpyeHHble cepTudmkaTsl B popmat PEM, BbINONHUB KOMaHAb!:
# openssl x509 -inform der -in wp.cer -out wp.pem
# openssl x509 -inform der -in ca.cer -out ca.pem
15. O6begmHUTE cepTudumKkaThl U KoY B cepTudmkat pkcs12, BbINONHUB KOMaHAY:
# openssl pkcs12 -export -out wp.p12 -inkey wp.key -in wp.pem -certfile ca.pem
Bo Bpems BbINONHEHNs KOMaHAbl cMcTeMa notpebyet BBECTM Naporb.
16. UmnopTupyinTe Java-xpaHunuiie cepTudukaTos, BbINOSTHMB KOMaHAYy Buaa:
# keytool -importkeystore -deststorepass <password> -destkeypass <password> -
destkeystore <wpN>.jks -srckeystore wp.p12 -srcstorepass <password> -deststoretype
jks

rae <password> — BbIGpaHHbIN Naponb, a <WpPN> — ums ceptudmkaTa ans TekyLllero
cepsepa (Hanpumep, wp1).

17. CkonupynTe Java-xpaHunuiie B katanor Solar webProxy, BbINOSHMB KOMaH4y BuAa:
# cp <wpN>.jks /opt/dozor/skvt/var/lib/
rae <wpN> — 3HaueHue, BbiGpaHHOE B NpeabiayLlem Lware.

18. CMeHuTe Bnagenbua XpaHunuLia, BbINOMHUB KOMaHAy Buaa:

# chown dozor:dozor /opt/dozor/skvt/var/lib/<wpN>.jks
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MpoBepbTe, YTO CEPTUdDUKAT HAXOAUTCS B XpaHWUMLLE, BbINOMHMB KOMaHAy BMAaA:
# keytool -list -keystore /opt/dozor/skvt/var/lib/<wpN>.jks

O Hanuumu ceptudukata B XpaHunuwe byaet cBuaeTenbCTBOBaTb BbIBOA CrieaytoLero
BMAa:

1, Jul 10, 2018, PrivateKeyEntry,
Certificate fingerprint (SHA-256): B2:03:57:46:8E:61:02:D0:0C:55:28:06:33:72:88:F1:AB:E0:4D:9C

MpumeyaHue

Ecnu 0na kaxdoeo ¢bunbmpa He0bxodumo 8bidamb €80U cepmucbukam, rneped 6bINoIHEHUEM
0aHHOo20 waea 8 pasdene Cucmema > PacwupeHHble Hacmpolku > Punbmpayus u K3wupo-
eaHue mpadghuka > Punbmpayusi u aHasau3 mpaghuka nosib3ogameriell ykaxume 8 HacmpouKkax
coomeemcmayouul y3er U Ucrosib3ylime JloKaslbHble HacmpPOUKU.

Pacuspeseraeroim | | Konpurypaun / Vaen

B Owrpaue M ouMpORHe TG

[——— - e racroion

[rr—————

Lanee ebinonHume waa uHCmMpyKyuu 05151 Kaxx0oe2o gusibmpa.

B GUI B pa3gerne Cucrema > PacwwumpeHHble HACTPOMKU > PUNbTpaLma U K3LWMpoBaHue
Tpadcduka > PunbTpauma n aHanus Tpacduka nonb3oBaTenen packponTe rpynny napa-
meTpoB CepTudmkarbl 1 3aganTe 3Ha4EHUS NapamMeTpoB:

MyTb K XpaHUNULLY KnoYen —
lopt/dozor/skvt/var/lib/<wpN>.jks

Maponb K XxpaHUnULLYy KIo4en — naponsb;

O6wee nmsa kopHeBoro ceptucpukata (CA Common name) — 1.
Mepesanyctute cepsuc skvt-wizor, BoinonHuse B CLI komaHAabl:
# su - dozor
$ /opt/dozor/bin/shell

$ dsctl restart skvt-wizor
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NMnopTupyirTe nonyyYeHHbINn cepTudmkaTt B CNMCKN JOBEPEHHbIX cepTudunkaToB bpay3epos
APM nonb3oBaTtenen koprnopatmneHon ceTh. NogpobHo npoLuecc nmnopTa onncaH B pasgenax
Nonb30BaTENbLCKOM NOAAEPKKN HA caTax NPON3BOANTENEN COOTBETCTBYOLLMX Bpay3epoB.

MpumeyaHue

Ecnu cepsepoe chunibmpayuu HECKObKO, IKCIopmupytime cepmudgbukam Ha 8CEX ImMuX cepsepax.
lNocne akcriopma 8bInoIHUMe UMMopMm 8CEX rNosTy4YeHHbIX cepmucgbukamos Ha APM nonb3oeamerned.

Bpaysep Mozilla Firefox no ymonuanuto ncnonbadyet cob6CTBEHHOE (HE CTaHAAPTHOE) XpaHUnuLLe
ceptndukaTtoB Windows. NMpoueaypa pydHoro gobasneHus ceptudmkaro Windows Ha APM
nonb3oBaTenewn, MCNonb3yLwmnx 3TOT 6pay3ep, Kak 1 npoueaypa py4HOU HAaCTPOMKM Kaxaoro
Opay3epa Ans Mcnonb3oBaHWsA CTaHAAPTHOMO XpaHUnuLa, MOXeT ObiTb BeCbMa TPYAOEMKOM.
MNoaToMy pekomeHayeTca aBTOMaTU4YeCKM HAaCcTpouTb Bpay3epbl Nonb3oBaTenen ¢ NOMOLLbIO
js-CcKpunTa, pacnpocTpaHaemoro mexaHnamom Group Policy B gomeHe. [1ns atoro:

CospanTte hann ckpunta ¢ umeHem Enable sec-enterprise_roots.js 1 fobaBbTe B Hero
CTPOKY:

pref ("security.enterprise_roots.enabled", true);
C nomowbto Group Policy pacnpocTpaHuTe nonyyeHHbln ckpunt no APM nonb3oBaTenen,

ncnone3ayrowmx Mozilla Firefox. NyTb, N0 KOTOpoMy AOMXeH ObITb pasMeLLeH CKpunT (B 3a-
BUCUMOCTU OT paspagHoctn OC APM):

C:\Program Files\Mozilla Firefox\defaults\pref
C:\Program Files(x86)\Mozilla Firefox\defaults\pref

Mpwn 3anycke 6pay3epa ero kKoHdburypauusa oyaet o6HoeneHa. MpoepuTb, 4TO Bpay3ep Ha-
CTPOEH NMpaBuUIlbHO, MOXHO BBeAs B agpecHon cTpoke about:config u BbINONMHMB nouck no
noactpoke roots. NMapameTp security.enterprise_roots.enabled gormkeH MMeTb 3Ha4YeHUe
true.

Mpw yctaHoBke Solar webProxy Ha HoByto cuctemy Oyaet cozgaH JKS-KOHTENHED, NOANUCAHHbIN
¢ nomoLubto anroputma ECDSA.

[ns HacTporKkK BCKPbITUS WIMGPOBaHHbBIX coeamHeHnin APM nonb3oBaTtenen KopnopaTmBHOM
CeTu ¢ pecypcamu cetn VIHTepHeT:

HacTtponte npokcu B 6paysepe.

Mepenante no agpecy: http://mitm.it:2281/cert/manual.

B 3aBucmocTn ot OC BbIGepuTe NHCTPYKLMIO U MO HEWN BbINOMHUTE 3arpy3Ky U yCTaHOBKY
cepTudukara.
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http://mitm.it:2281/cert/manual

B Solar webProxy npegycmoTpeHa BO3MOXXHOCTb YCTaHOBMAEHWSI [OBEPUTENBHOMO OTHOLLIEHMS
K 3arpy>xeHHbIM cepTucpmkatam B cpopmate PEM Bpy4dHyto Yepes uHtepcpenc. ina atoro B
pasgene Cuctema > Hactpouku > PaclumpeHHble HacTponkn> Punbsrpaumsa u K3lmposa-
Hue Tpaduka > PunbTpauma u aHanus Tpacguka nonb3oBaTtenen > Ceptudukarsl > [o-
BepeHHble cepTudunkaTbl HaxMuTe KHonky [lobaBuTb. [Nocne nobasneHusa ceptudpmkat
MOXHO 3arpysvTb Unn yaanuTb.

MpumeyaHue

Lnsa HaumeHoeaHuUs dogepeHHO20 cepmugbukama ucnosb3ytime mosbKo famuHckue bykebi. C Ha3ea-
HueM, HarnucaHHbIM Kupusanuyed, cepmugbukam pabomame He 6ydem.

Bo3moxxHocmb ckadamb 3aepy>KeHHb/U cepmuchKam rosierisemcs riocsie 0bHo8neHus cmpaHuusbl.

Kordmrypaunsi / Vaen

DWISTPALNA Y IGWMpOBaNHE TR

Nokasbisats onucarve @

YT K XpaHWIALLY Kniowei /opt/dozor/skvt/var/lib/authorityjks

Tlaponb K xpanunmuLy knioveit  key

O6iiee MM KOpHeBOro cepTudhwkaTa (CA Common name)  ca-c Web Proxy

OpraHvi3alIws, BLINYCTMBLLAR KOPHEBO/ CepTUgMKAT  Ca-organization Example

Tlopas ienes e OpraHM3aLIA, BHINYCTUBILIER KOPHEBO CepTAMKAT  C -un Development

~ [loBepentible ceprucpuKkaThi  trusted-cert:

> Example

> HTTPS  ssl-port

[na HacTpOrKM BCKPbITUS LWIMGPOBaHHbBIX coeamHeHnin APM nonb3oBaTtenen KopnopaTmusHOM
ceTu ¢ pecypcamu cetn IHTepHeT 4epes CLI:

MoaknoumnTeck K cepBepy unstpaumm knactepa Solar webProxy no npotokony SSH. Ecnin
B KIlacTepe HEeCKONbKO CEpBEPOB (UNbTPaLMM, BbINOMHUTE NPUBEAEHHBIE HIDKE LLarv Ans
Ka)XOoro 13 HuX.

Okcnoptupynte ceptudmkar YL, Solar webProxy, BbIMONHMB KOMaHAy (B 0OHY CTPOKY):

# keytool -exportcert -rfc -keystore /opt/dozor/skvt/var/lib/authority.jks -alias "web
proxy" > proxy.crt

Bo Bpems BbINONHEHUA koMaHAbl OyaeT 3anpoLueH naponb (Mo ymonyaHuio — secret). dann
cepTudmkaTa nossBMTCA B TeKyLLeM kaTtanore (no ymonyaHuio — /opt/dozor).

MMnopTupyriTe nonyyYeHHbINn cepTndmkaTt B CNMCKN JOBEPEHHbIX cepTudunkaTos bpay3epoB
APM nonb3oBatenein koprnopaTtuHon ceTu. [NMoapobHO NpoLecc MMNopTa onncaH B pasaenax
nonb3oBaTeNbCKOM NOAAEPKKN HA CanTax NPon3BoanTernen COOTBETCTBYOLLMX Gpay3epoB.
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Mpume4vaHue

Ecrniu cepsepos ¢hunbmpauyuu HECKOIbKO, IKCriopmupytme cepmugbukam Ha 8CEX 3mux cepeepax.
lNocrne akcriopma 8bIrnosIHUMe UMopm 6Cex rosly4YeHHbIX cepmugbukamos Ha APM ronb3oeamerned.

[na HacTporku BekpbITUst SSL-Tpadmka ¢ ncnonb3oBaHnem ceptudmkaTa opraHmsaumm (an-
roputm umdpoon nognucu ECDSA) Ha kaxgom cepeepe Solar webProxy ¢ ponbio @unbtp
HTTP-Tpaduka:

B CLI nepenagnte BO BpeMeHHbIN KaTanor (Hanpumep, /var/tmp/), BbINONHUB KOMaHAY:

# cd /var/tmp

CospawnTte kntod ECDSA, BbINOMHUB KOMaHAY:

# openssl ecparam -name secp521r1 -genkey -noout -out wp.key

CosgainTte B TekyLweM Kkatanore gann ¢ nmeHem openssl.cnf 1 3anuwmnte B HEro JaHHbIE:

[req]
req_extensions = v3_req
distinguished_name = req_distinguished_name

promt=yes

[ req_distinguished_name ]

countryName = Country Name (2 letter code)
countryName_default =RU

stateOrProvinceName = State or Province Name (full name)
stateOrProvinceName_default = Moscow

localityName = Locality Name (eg, city)
localityName_default = Moscow

0.organizationName = Organization Name (eg, company)
0.organizationName_default = Organization
organizationalUnitName = Organizational Unit Name (eg, section)

organizationalUnitName_default = Dept

commonName = Common Name (eg, your name or your server\'s hostname)
commonName_default = proxy.org.com

emailAddress = Email Address

emailAddress_default = support@org.com

[v3_req]

basicConstraints = critical, CA:true

#basicConstraints = CA:false

#keyUsage = nonRepudiation, digitalSignature, keyEncipherment
subjectAltName = @alt_names

[ alt_names ]
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DNS.0 = proxy.org.com
IP.0 =192.168.10.15

BblaeneHHble 3Ha4YeHns napamMeTpoB crenyeT 3aMeHUTb Ha aKTyallbHble 3Ha4eHUA B opra-
HU3auunu:

countryName_default — nByxGykBeHHbIV KO CTPaHbI;
stateOrProvinceName_default — pervoH;
localityName_default — ropog;
organizationName_default — HazBaHne opraHusauuu;
organizationalUnitName_default — HazBaHne nogpasgenenuns, genaptameHTa u T. 4.;
commonName_default — FQDN cepBepa, Ha KOTOPOM MPOUCXOAUT HACTPOKKa;
emailAddress_default — kOHTaKTHbIV agpec 3NeKTPOHHOM NOYThlI OpraHu3auuu;
DNS.0 - 3HaueHue, ykasaHHoe B napametTpe commonName_default;
IP.0 — IP-agpec cepsepa, Ha KOTOPOM MPOUCXOOUT HacTpoKKa.

CreHepupywTe 3anpoc Ha Nnognuck ceptTudmkaTta, BbINMOMHUB KOMaHAYy:

# openssl req -new -sha256 -key wp.key -out wp.req -config openssl.cnf

Ha cepBepe opraHusauuu, nmetowem porb CA (Certification Authority), nposepbte ncnons-
3yeMbli anropuTtMm WndposBaHus. [na atoro otkponTte nporpammy KomaHgHasa cTpoka ot
UMEHW afiMUHUCTPATOpPa U BbIMOSTHUTE B HEN KOMaHAY:

certutil -getreg ca\csp\CNGHashAlgorithm

Ecnun 3Ha4eHne napametpa REG_SZ paBHo SHA1, BbINOMHMTE KOMaHAbI:
certutil -setreg ca\csp\CNGHashAlgorithm SHA256

net stop CertSvc && net start CertSvc

CHoBa BbINMLUNTE KOPHEBOW cepTudmkat n nepesanyctute cnyxby Certificate Services,
BbINOSIHMB KOMaHAbl:

certutil -renewCert ReuseKeys
net stop CertSvc && net start CertSvc

MepengunTe B HACTPOWKM LieHTpa cepTudmkaumm n gobassre WabnoH Moag4YMHEeHHbIN LeHTP
cepTucukaumm.

BbinycTtute cepTndmkart, BbINOMHUB CREAYHOLLYIO0 KOMaHAy:
certreq -submit -attrib "CertificateTemplate: SubCA" c:\wp.req

B nosiBuBlIEMCSI OKHE BbIDEpUTE LEHTP cepTUdmMKaunmn U coxpaHuTte dann nog MMeHeMm
wp.cer.
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Cnncok ueHTpos cepTrdikanmn ? x

Boifop LEHTPE CEpTHDMKELLM

Lc KoMneloTep

"7 kpy-WIN-CGSBRC 1G1TO-CA (Kerb... WIN-CGSBRC1GITO.kpv.local

Puc. 5.42. Bbi6op ueHTpa cepTtucdmkaumm

B CLI 3arpyaute ceptudumkar YL, BbinonHMB KOMaHAay:
certutil -ca.cert C:\ca.cer

CkonupynTte hann wp.cer B katanor /var/tmp cepsepa Solar webProxy ¢ ponbto ®unestp
HTTP-Tpachuka n nepenmeHyiite ero B wp.pem.

CKoHBepTUpyrTe NonyyeHHsbln ceptudukat YL B popmat PEM, BbINONHMB KOMaHAy:
# openssl x509 -inform der -in ca.cer -out ca.pem

O6beguHuTe cepTudunkaTthl 1 Koy B ceptndpmkat pkes12, BbINOMHNB KOMaHAY:

# openssl pkcs12 -export -out wp.p12 -inkey wp.key -in wp.pem -certfile ca.pem
Bo BpeMs BbINONHEHMSA KOMaHAblI cMcteMa notpebyeT BBECTM Naporb.
Nmnoptupynte Java-xpaHunuiie ceptndumkaTos, BbINOAHMB KOMaHAy BMAaA:

# keytool -importkeystore -deststorepass <password> -destkeypass <password> -
destkeystore <wpN>.jks -srckeystore wp.p12 -srcstorepass <password>

rae <password> — BbIOpaHHbI Napornb, a <WpPN> — ums cepTudukaTa ans TeKyLlero
cepBepa (Hanpumep, wp1).

Ckonnpynte Java-xpaHunuiie B katanor Solar webProxy, BbINofHMB KOMaH4y BuAa:
# cp <wpN>.jks /opt/dozor/skvt/var/lib/

roe <wpN> — 3HaueHue, BbibpaHHOE B NpeabiayLleM Lare.

CmeHnTe Bnagenbua XxpaHunuiya, BbINOMIHUB KOMaHAy Buaa:

# chown dozor:dozor /opt/dozor/skvt/var/lib/<wpN>.jks

MpoBepbTe, YTO cepTUdMKaT HaXOAUTCS B XpaHUNULLE, BbINOMHMB KOMaHAay Buaa:
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# keytool -list -keystore /opt/dozor/skvt/var/lib/<wpN>.jks

O Hanuummu ceptudukaTa B XpaHunuwe byaoet cBuOeTeNnbCTBOBATb BbIBOA CriedyloLero
BMaa:

1, Jul 10, 2018, PrivateKeyEntry,
Certificate fingerprint (SHA-256): B2:03:57:46:8E:61:02:D0:0C:55:28:06:33:72:88:F1:AB:E0:4D:9C

B GUI B pasgene Cuctema > PaclumpeHHble HacTponku > PunbTpauma 1 aHanus Tpa-
¢mka nonb3oBatenen pasgena dunesTpaums M KawmpoBaHue Tpaduka packponte
rpynny napametpoB Ceptudumkarbl. 3agarite 3Ha4eHUss NnapaMeTpoB:

MyTb K XxpaHunuiyy kntoyen — /opt/dozor/skvt/var/lib/<wpN>.jks;
Maponb K XxpaHUnuLLy Kno4ven — naporns;
OpraHu3auus, BbiNyCTUBLLAA KOPHeBOW cepTudMKaT — Ha3BaHWe opraHn3auuy;

MoapaspeneHue opraHusauum, BbiNyCcTUBLLEA KOPHEBOW cepTUdUKaAT — Ha3BaHne
noapasaeneHus.

Mepesanyctute cepsuc skvt-wizor, BoinonHue B CLI komaHAabl:
# su - dozor

$ /opt/dozor/bin/shell

$ dsctl restart skvt-wizor

MmnopTupyinTe nonydeHHbI cepTnudmkaT B CUCKU AOBEPEHHLIX cepTudmkaTtos 6Gpay3epoB
APM nonb3oBatenen koprnopaTtnBHon ceTu. [ogpobHO Npouecc MMnopTa onucaH B pasgenax
Nonb30BaTENbLCKOM NOAOEPXKKN HA caiTax NPON3BOANTENEN COOTBETCTBYOLLMX Opay3epoB.

MpumeyaHue

Ecrnu cepsepos ¢hunbmpayuu HECKOIbKO, IKCriopmupytime cepmugbukam Ha 8CeX 3mux cepeepax.
lMocrie akcriopma ebInoHuUMme UMopm ecex rosy4YeHHbIX cepmucbukamos Ha APM riorib3oeamened.

Mpw BO3HMKHOBEHUM OLUIMOOK BO BPEMS BCKPLITUS cepTudmkaTa nnm Lenoyvkn ceptudmkaron
B Solar webProxy OyaeTt oToGpaxeH CNUCOK C 3arpykXeHHbIMn ceptudmkaTtamm n ot4eT 06
ycrnexe unu owmbke nx 3arpy3ku. Ons ygobcTBa B Lenovke nof KaxabiM cepTudukaTtom ¢
npobnemor otobpakaeTcs TEKCTOBOE ONUCAHME OLLINMGKN Ha aHITIMACKOM U PYCCKOM Si3blKaX.
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Error 502

Error message: PET path validation failed: java security.cert. CertPathValidatorException: walidity checl: faided

Serial #9565320202630452861 752791 15676532 1481
Date from 09042015

Date to 12042015
Sl.lbject CH=* badssl com, OU=FositiveB3SL Wildcard, OU=Daomain Contral Validated

CH=COLODO FSA Domain Walidation Secure Server CA, O=CORODO CaA Limited, [=Salford, 3T=0CGreater
Ilanchester, =GB

. httpeffert comodoca comCOMODORIADomainValidationiSe cured erverCA ot
httpeffocsp comodoca.com

Issuer

Certificate 12 outdated or 15 not actual by date range
Ce

2 P 7
ik na manpuul e 60 6p e

Serial 37397899145990363081 023081 27 5480378375
Date from 12022014

Date to 11022029

CH=COLODO F3A Domain Validation Secure Server CA, O=CORODO CaA Limited, [=Salford, 3T=0CGreater
Ilanchester, =GB

Issuer CH=CORODO RSA Ceification Authotity, O=COMODO CA Limited, L=Salford, ST=Greater Manchester, C=GB

. httpeffent comodoca comCOMODORIAA ddTrastCA ot
ai
httpeffocsp comodoca.com

Subject

Serial 52374340215108203845375062833522002578
Date from 30052000
Date to 30052020
Sl.lbject CH=COMODO REA Certification Authotity, O=COMODO CA Limited, L=Salford, 3T=Greater Manchester, C=0GB
Issuer CH=AddTrast External CA Root, OU=AddTrust External TTP Network, O=AddTrust AB, C=3E

aia http:focspusertrust com

Certificate is outdated or is not actual by date range

Capruch HQ MRy HE PRAQALEQEMCA 60 EPEMERROT AUANRTON AKIPEILHOCTI

Owunbka BO3HMKAET, eCnu:

® HEBO3MOXHO NOCTPOUTb LIENOYKY CepTI/I(.bI/IKaTOB;

BpeMsi JENCTBMS cepTudmKkaTa UCTEKO;

e VMa Bnagenbua, NpornMcaHHoe B cepTudmkate, He COOTBETCTBYET MMEHM pecypca,
NpefocTaBMBLLENO €ro.

B uenoyke cepTMdurKaToB ANs Kaxagoro ceptudoukara otobpaxkaroTesi nons:
® CepunHbIN Homep,

e [aTtbl Ha4Yana u oKoH4YaHus OenCcTBUS cepTudmkaTa,

° nMA BNagenbla ceptudukara,

° nMmA nsgartens ceptudukaTa,

e ajpec cepBuca OHNanH-Nony4vYeHns ctatyca ceptudumkara (no npotokony OCSP).
5.12. HacTtpounka BCKpbITUSA WwndpoBaHHOro tpaduka

[nsa 3awmTbl NoKaneHOro Tpaduka ot npocnywmnsaHms n MITM-atak npu obpalleHun K pecyp-
cam cetn HTepHeT no npotokony HTTP ncnoneayetca TLS-nopt Solar webProxy — 2443.

Ona APM, ncnone3ytowmx TLS-nopT, Bce nepefaBaemble AaHHbIE HA y4aCTKe KINEHT-NPOKCK
wudpytotea. MNpu yctaHoeneHnn TLS-coeamHenunsa 6paysep APM nposepsieT cepTudmkar
Solar webProxy, 1 coeguMHeHne ycTaHaBnNMBaeTCs TOSMbKO NPWU HaNM4Yun 4OBEPEHHOro cepTu-

O SOLAR 128



dukata. CoeanHeHne Ha y4dacTKe MPOKCU-Ha3Ha4YeHue npoucxoguT B OBbIYHOM pexume,
LWMdpOBaAHNE HE BbIMONHAETCS.

[nsa pabotbl TLS-nopTta TpebyeTca cneaytoulee:

Solar webProxy normkeH obnagatb ceptudmkaTom, nognmcaHHbIM osepeHHbIM YL Pabota
C camononucaHHbIMKU cepTudukatamn He nopgaepxmsaetrca. MoxHo ncnonssosatb YL
opraHvsauuu, B 3ToM criydae Heobxoammo HacTpouTb Solar webProxy Ha ncnonb3oBaHue
HACTPOEHHOro CUCTEMHbLIM aAMUHUCTPATOPOM Krtoya u cepTudukata (cm. pasgen 5.11.1.1).
CucTtemHbI agMUHUCTpaTop AomkeH aobaesutb YL, nognucaswmi kntoy Solar webProxy
B CMWCOK [JOBEPEHHBIX Y nornb3osatenen APM.

Solar webProxy no ymonyanuto cosgaet cson YL, n ceptndukar. Ceptudukar m kntod YL
Solar webProxy Haxoaatcs B cpanne /lopt/dozor/skvt/var/lib/authority.jks.

CepTucmkaT MOXHO 3KCNOPTUMPOBATL C MOMOLLBI KOMaHAbI:

# keytool --exportcert -rfc -keystore /opt/dozor/skvt/var/lib/authority.jks -alias "web
proxy" > proxy.crt

Bo BpeMsi BbINONHEHUA KOMaHAbl ByAeT 3anpoLueH naposb (Mo ymonyaHuto — secret). dann
cepTudumKkaTa NosIBUTCA B TEKYLLEM KaTanore (no ymonyaHuio — /opt/dozor).

MonyyeHHbIN cepTndmkat aobaBbTe B CNNCOK AoBepeHHbIX Ha APM, ucnoneaytowmnx TLS-
nopT (B cny4yae Bbibopa YL, Solar webProxy).

B GUI Solar webProxy B pasgene Nonutuka > KoHTeHTHas dounbTpaumsa > BekpbiTue
HTTPS cospaite npasuno ansa Bekpbltua HTTPS-Tpaduka. Haxmute CoxpaHuTts 1 Mpu-
MEHUTb MOJINTUKY.

Cospanme npasuna

BrnioueHo @ Mpaswo Vckniouenve

TPABM/IA Z1OCT Hazeatve BekpuiTve HTTPS

KOHTEHTHAS OWIETPALA KowmerTapiii Pacumposxa HTTPS-Tpaguka

Mpropurer Beero npaswn & coe: 0

Vctounnk

HazHauerve

MponycKath TPaG¥K, KOTOPbIlh HEBOIMOXHO BCKPHITE

Yenosua sarmaaunm
cepTuduKaTor

Puc. 5.43. CosgaHue npaBuna B crnoe nonutukun «Beckpoitne HTTPS»

HacTtponka npokcu B 6pay3epe aomkHa 6biTb BbinonHeHa ¢ nomoLlbto PAC-garina, nockonbky
Yyepes 06bI4HYH0 KOH(UMIrypauuio Takas HacTporika He nogaepxmBaeTcs. B HacTporike npokcu
Tpebyetcsa ucnone3osate FQDN Solar webProxy. 3agava cosganuns PAC-canna noxuTcsa Ha
CUCTEMHOIO agMUHUCTpaTopa opraHn3aLmu.

Pabota TLS-nopTa nogaepxmBaetcs Tonbko ans 6paysepos Mozilla Firefox n Google Chrome
n ong npotokona HTTP.
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MpumeyvaHue

Bo epemsi sckpbimusi WwughposaHHO20 mpacghbuka 01151 0eCKMOIMHbIX MPUIoKeHUU 0br1aqyHbIX XpaHUuuw
SHdekc Huck, OneDrive u Google [uck moxem 6bimb 3anpeuweH 0ocmyr K uHmepHemy. [ns peweHusi
amod npobnembl HeobxoOUMO rpedocmasume NMpPuIoKeHUsIM docmyr k cepmucbukamy Solar webProxy.

[nsa kawmpoBaHUsA AaHHbIX, NONyYaeMblX OT BHELIHUX BEO-CEpBEPOB, CYXUT cepBUC Skvi-
cache, kotopbi BXoguT B porib ®unbtp HTTP-Tpacumka.

MpumeyaHue

Ha daHHbIl MoMmeHm Kawupyemcsi mornbko HT TP-mpacgbuk.

Cepsuc skvt-cache B Solar webProxy BbInonHAeT criegyowme pyHKLMK:

KaLMpoBaHue (BpeMeHHoe fiokanbHoe XpaHeHne) cTpaHuy, cet IHTepHeT, 3anpalumBaeMbixX
no npotokony HTTP;

BblAa4a XpaHUMbIX CTpaHWUL U3 K3Lla Nno 3anpocy nosnib3oBarenemn pa6qu|x CTaHUMm;

nepeHarnpaeneHne 3anpocoB Nonb3oBaTenen paboumx cTaHUMin Ha pecypcbl ceTn IHTepHeT
npv OTCYTCTBUM COOTBETCTBYIOLLIMX CTPAHML, B K3LLIE.

Solar webProxy kawunpyer:
Ceptudukarsi.

MpumeyaHue

Ymobb! ouucmums KW cepmugbukamos, 8bIrNnoIHUMe KOMaHObI:
# su dozor
$ /opt/dozor/cassandra/bin/cqlsh -k wizor_ssl_cache --ssl "hostname -f°

$ truncate cn_keystore;

3arpysky dannos 6e3 BKMOYEHHOIO aHTMBMpYCa.

MpumeyaHue

Ecnu ko2da-mo ¢halin bbin 3azpyxeH b6e3 8KMo4eHHO20 aHMUBUpPyca, OH COXPaHAEMmMCs 8 Kawe U
bosnbwe He npoxodum fMpPoeepKy aHMUBUPYCOM.

Mo ymonyaHuo KOHTEHTHOE KALLMPOBaHME BbIKHOYEHO. YTOObI €ro BKNIOYNT:
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1. B pasgene Cuctema > PaclumpeHHble HaAacTpouku > PunbTpauusa U KawmpoBaHue
Tpacduka > PunbsTpaumus u aHanus Tpaduka nonb3oBatenen > BbilecToALMN NPOKCK-
cepBep BbibepuTe MNpokcu-cepeep.

2. B none Aapec npokcu-cepBepa ykaxuTte 3HavyeHme 127.0.0.1.
3. B none MNMopT npokcu-cepBepa ykaxuTte 3HavyeHue 2228.

4. B pasgene NMonutuka > BHewHMe nogknoyeHusn > lNMpokcu-cepBepbl Ao6aBLTE HOBLIN
npokcu-cepeep (kHomnka [lo6aBUTb NPOKCU-cepBep) C NnapameTpamu:

o WUmsa cepepa — HTTP-cache;
e IP-appec cepBepa — 127.0.0.1;

o [Mopt—2228.

192.1682.20

MPOBEPKA 110 NOMTUKE

BHELIHUE 10,

Puc. 5.44. lo6aBneHne npokcu-cepeepa

5. B pasgene Nonutuka > KoHTeHTHaa unbTpauma > MappyTnsaumsa coeauHeHumn co-
3ganTe npaewuno c gerictenem OTnpaBUTb Ha Npokcu-cepBep 1 Bbibepute HTTP-cache.
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Co3path NpaBuno

‘

MNpasuno Vickmiouenue
BinioyeHo e ORLY
HasBaHue KoHTeHTHaA (unbTpauma
KommeHTapui
MpropuTet
JeiicTeus
OcHoBHoe © 0TnpaBuTL Ha NPOKCK-CepBep HTTP-cache
| LLoBaBuTb AOMONHHTENLHOE fercTBue v
Ycnosws
WcTounmK
HasHauetve

Puc. 5.45. [lo6aBneHne npaBuna KOHTeHTHoM ¢hunbTpauum B cnoe "MaplipyTusaums
coeAuHeHUn"

OTKMIOUYNTL KOHTEHTHOE KSLWKMpoBaHNE MOXHO OABYMA cnocobamu:

e B pasgene Cuctema > PacwmpeHHble HAacTPOMkn > ®unbTpaumsa U K3WupoBaHUe
Tpacduka > Punsrpaumsa n aHanms Tpadmka nonb3oBartesnien > BbllwecToAwmm npokcu-
cepBep Bbibepute He ucnonb3oBatb NPOKCU-cepBep.

e B CLI Ha slave-y3nax BbINOMHWTE KOMaHAbI:
$ dsctl stop skvt-cache
$ dsctl disable skvt-cache

$ /opt/dozor/bin/check_skvt --no-shutdown

5.14. Hactponka WCCP

Mepepn HacTponkon WCCP HacTpoiTe npo3padHbii pexxum paboTtbl Solar webProxy (cm. pasaen
5.9.5).

5.14.1. HacTpounka o6opyaoBaHus Cisco
[nsa Hactporku mapwpyTtmsaTtopa Cisco:

1. HactponTe ceteBble UHTEPdENCHI MapLUpyTU3aTopa Tak, YToObl OAMH UHTEPdENnC Haxoguncsa
B NnokasnbHOW MOACETU OpraHu3auuu, B KOTOPOW pasmelleH knactep Solar webProxy, a
Opyron — B NoAcCeTH nNpoBangepa cetu VIHTepHeT.

2. AstopmsyinTtecb B CLI mapwpyTtusatopa n cosgante obpaTHylo NeTno, OTBeYaroLLyo 3a
GRE-TyHHerb, BbIMNOMHMB KOMaHAb!:

cisco> enable
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cisco# configure terminal
cisco(config)# interface loopback 1
cisco(config)# ip address <loopback-IP> 255.255.255.255

rae <loopback-IP> — IP-agpec o6paTHon netnu (BbibupaeTcs ceTeBbiM agMUHUCTPATOPOM
opraHu3auum Ha ero yCMOTpeHMeE).

Cospgante cnncok ynpaeneHust 4ocTynom co cnuckom agpeco WCCP-knNneHToRB, BbIMOTHUB
KoMaHabl:

cisco(config)# access-list 10 permit <WP-IP>
cisco(config)# ip wccp web-cache group-list 10
rae <WP-IP> — |P-agpec yana gunsrpaumm Solar webProxy.

CospainTe cnMCcoK yrnpasneHus 4oCTyrnoM ¢ npasunamMv MapLipyTtusaumm Tpaduka Ha Solar
webProxy, BbINOMHMB KOMaHAbI:

cisco(config)# ip access-list extended WCCP_ACCESS

cisco(config-ext-nacl)# remark ACL for HTTP/HTTPS

cisco(config-ext-nacl)# remark WebProxy bypass WCCP

cisco(config-ext-nacl)# deny ip host <WP-IP> any

cisco(config-ext-nacl)# remark LAN clients proxy port 80/443
cisco(config-ext-nacl)# permit tcp <LAN-IP> <INV-LAN-MASK> any eq www 443
cisco(config-ext-nacl)# remark all others bypass WCCP

cisco(config-ext-nacl)# deny ip any any

rae <WP-IP> — |P-agpec yana dunsrpaumm Solar webProxy, <LAN-IP> — npoctpaHcTBO
IP-agpecoB nokanbHoOWM cetu, B koTopon Haxoasatca APM coTpygHMKOB opraHm3aumm (Ha-

npumep, 192.168.100.0), <INV-LAN-MASK> — nHBepcHas Macka aTon ceTu (B AaHHOM
npumepe — 0.0.0.255).

YctaHoBuTe npaBuna nepeHanpaenenus ans WCCP, BbINOMHMB KOMaHAbI:
cisco(config)# ip wccp web-cache redirect-list WCCP_ACCESS
cisco(config)# ip wcep 70 redirect-list WCCP_ACCESS

HacTtponte nepeHanpasneHne Ha BHYTPEHHEM UHTepdIENCe, BbINOTHMB KOMaHAbI:
cisco(config)# interface <ifname>

cisco(config-if)# ip wccp web-cache redirect in

cisco(config-if)# ip wcep 70 redirect in
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raoe <ifname> — nva nHTepdernca mapwpyTtunsatopa Cisco, HaxXoAsaLWErocs B floKanbHOM
ceTun.

3aBepLLlI/ITe KOHd)MprVIpOBaHMe MapLlpyTmn3atopa n CoxpaHuTe KOH(*)I/IpraLl,I/II'O, BbIMNOMMHNB
KOMaHObl:

cisco(config)# end

cisco# copy running-config startup-config

[nsa Hactponiku Solar webProxy HacTponte GRE-TyHHenb, BbinonHue B CLI komaHAabi:
iptunnel add wccp0 mode gre remote <CISCO-IP> local <WP-IP> dev eth0
ip link set wccp0 up

raoe <CISCO-IP> — IP-agpec mapupyTtusaTtopa Cisco, <WP-IP> — IP-agpec y3na cgunsrpaumm
Solar webProxy.

[na npoBepkn paboTOCNOCOOGHOCTN HACTPOEHHOWN CXeMbl aBTOpuaynTeck B CLI mapLupyTnsa-
TOpa 1 BbINONIHUTE KOMaHAy:

show ip wccp

Ha akpaHe 6yget oTobGpakeH BbIBOA criegytoLlero snaa:

Global WCCP information:

Router information:
Router Identifier: 192.168.30.138
Protocol Version: 2.0

Service |dentifier: web-cache
Number of Cache Engines: 1
Number of routers: 1
Total Packets Redirected: 0
Redirect access-list: WCCP_ACCESS
Total Packets Denied Redirect: 0
Total Packets Unassigned: 0
Group access-list: -none-
Total Messages Denied to Group: 0
Total Authentication failures: 0

Service Identifier: 70

Number of Cache Engines: 1

Number of routers: 1

Total Packets Redirected: 0

Redirect access-list: WCCP_ACCESS
Total Packets Denied Redirect: 0

Total Packets Unassigned: 0

Ecnu cxema HacTpoeHa npaBunbHo, napameTp Number of Cache Engines ans 06omx noTokoB
WCCP Oyaet oTnu4yeH OT Hyrns.
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B Solar webProxy npegycmoTpeHa BO3MOXHOCTb MHTErpaLmm Co CTOPOHHUMM NPOKCU-CepBe-
pamu no npotokony ICAP.

[ns HacTpOKrKKU MHTerpauumn B HaCTporKax CTOPOHHEro Npokcu-cepsepa B kavectse ICAP-URL
yKaxuTe 3HadeHue Buga icap://[<WP_IP>:2272/icaphandle, roe <WP_IP> - |P-agpec
cepepa punstpauumn Solar webProxy.

MpumeyaHue

B npedbidywux eepcusix Solar webProxy pexkomeHdoeaHHoe 3HadeHue ICAP_URL 6bino
icap://<WP_IP>:2272/KuroiNeko. B 0aHHOU 8epcuu OHO maKxe 803MOXHO.

YUToObl OTKNIOYMTL MHTErpaunio no npotokony ICAP:

Mepengnte B pasgen Cucrema > PacwmpeHHble HaCTPOUKKU > dunbTpaumsa U K3LWnpo-
BaHue Tpacduka.

B 6noke dunbTpauma n aHanus Tpacdpuka nonb3oBatenen otkponte ICAP > UHTepdheinc
ICAP-cepBepa.

B none IP-agpec BBeante BHeLlHWUR IP.

OnuncaHve HacTpoeK NONUTUKN UnbTPaLMKN NPUBEAEHO B IOKYyMeHTe Pyko8o0cmeo aOMUHU-
cmpamopa 6e3onacHocmu, pasnen YnpaeneHue noaumukamu.

B Solar webProxy ans dvnesrpauumn Bed-Tpadmka no yMon4aHuio MCNonb3yTCs KaTeropmusaTop
webCAT, paspabotaHHbii Poctenekom-Conap, M Nonb3oBaTeNbCKUA  KaTeropmusaTtop
customlist. AQMUHMCTPATOP TakKe MOXET NOLKMIOYNTL U ApyrMe BHELHWe KaTteropmsatopbl
B pasgene pacmpeHHbIX HacTpoek KaTeropusaTop Be6-pecypcoB U UCTOYHUK (huAoB.
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Solar webProxy  4.3.0-934
Hacrpoiiku Yanl 1 po
OcHOBHbE HACTPOIKN Pacumpentibie HaCTpOVKA

Batve TpaguKa Kareropsarop Be6-pecypeos 1 MCTouHUK Gaos VIsBieuenvie TeKCTOBBIX AaHH:

Bee HacTpoiiKn

TMopr gRPC-cepBepa A coeavHeHma
Topr REST-cepsepa Ans coeauHeHua
Makc. Bpemsi OAKTIOUEHHS K BHELIHMMM KaTeropusaTopam ()  connect-timeout 10

Pexum onpesenenus kateropuii  resolve-mode 20 nepsoro oreeta

V' [pokcu-cepsep  proxy @ npoxcu-cepsep © He ncnons3sosams npokcu-cepsep

Yposenb XypHanuposarua  log-level UHGOPMALVOHHBIT
V' Kateropusatopu @  checker

it 1.Solar Tl Feeds

i 2. webCAT

i 3. Monb3osatenbckue Kateropun

il 4.SkyDNS

it 5. Bluecoat

Puc. 5.46. HacTpoWku KaTteropusaTtopa Be6-pecypcoB U UCTOYHUKA hnaoB

B pasgene Cucrtema > PaclwumpeHHble HacTpouku > KateropusaTtop Be6-pecypcoB 1 uc-
TOYHUK (PUAOB MOXKHO yKasaTb 3HAYEHUSI NapaMeTpOB:

MopTt gRPC-cepBepa ana coeamHeHUs — 3Ha4YeHne napamerpa moxeT 6biTb oT 1024 fo
65535.

MopTt REST-cepBepa Ansi coeanHeHUs — 3Ha4YeHne napamerpa MoxeT 6biTb oT 1024 oo
65535.

Makc. Bpemsi NoOAKIH0YeHNA K BHEeLWHUMU KaTeropusaTopam (c.) — 3HaYeHve napamerpa
MoXeT bbITb 0T 5 g0 86400.

Pexxum onpepeneHusi KaTeropum — 3Ha4YeHWe MOXHO BblOpaTb B pacKpblBatoLieMcst
Ccnucke:

[do nepBoro oTrBeTa — KaTeropusatopbl OMpalUMBalOTCS B MOPSAKE BbICTABEHHbLIX
NpUOpUTETOB [0 NepBoro cpabaTtbiBaHMS.

HakonneHune oTBeTOB — y4NTbLIBAOTCA OTBETHI OT BCEX MCMONb3yeMbix 6a3 KaTeropmaa-
L.

I'Ipoxcu-cepBep - Bbl6€pI/ITe, MCNoNb30BaTb UNN HET BbILLECTOSALLNIA NPOKCU-cepBep ansd
cepBunCa Kateropmnsauumn. I'Ip|/| ncnonb3oBaHUM NMNPOKCU-cepBepa MOXHO 3a4aTb 3HAYEHUA:

Appec npokcu-cepsepa,

MopT npokcu-cepsepa,

NorvH ansa Basic-ayTeHTUcuKaumm Ha NnpoKcu-cepeepe,
Maponb ansa Basic-ayTeHTucdpukaumm Ha npoKkcu-cepeepe.

YpoBeHb XypHanupoBaHus — BblbepnTe, HaUMHasA C Kakom KpUTUYHOCTU, ByayT nokasaHbl
cobbITUS B XXypHane CoObITUI: OTKITOYEHO, KPUTUYHBLIN, OLUMOKK, npeaynpexneHus,
yBeaomMneHus, MHthopMaLMOHHbIN, OTNIafO0YHbIN.
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KaTeropusaTtopbl — BKNIOUNTE/OTKINIOYNTE HEOBX0AMMBIN KaTeropmnsatop. OTKpbITb HACTPOM-
KM KaXK4oro kateropusaropa MOXHO, HaXaB CTPOKY C HUM.

MpumeyaHue

Onipoc kameaopu3amopos 8bINosiHaAemcs 8 rnopsidke ux npuopumemos. lNpuopumem onpederns-
emcs pacriofioXeHUeM Kameaopu3amopos 8 Criucke. Yem MeHbWe yCmaHOo8/IeHHoe 3Haq4eHue —
mewm ebiwe npuopumem. Tak, kKameaopu3zamop co 3HadeHuem 1 6ydem onpoweH paHbwe, Yem
Kamezopu3amop co 3HadeHueM 2. Ymobbl usmMeHUmMb npuopumem Kameaopusamopa, nepema-

wume CmMpPoOKy ¢ HUM C NMoMOWbHr 3Ha4YKa .

OTtnapka cepBuca kateropusatopa > CHATMe pamna java — npu yCTaHOBMEHHOM
dnaxke npu kaxgom cboe B pabote cepsuca url-checker-next oyoer dopmmnposatbes
namn Ha gucke /data/templ/java_dumps/url-checker-next/.

MpumeyaHue

B cnyuae yacmbix cb6oes 8 pabome cepsguca url-checker-next duckogoe npocmpaHcmeo Moxem
MO/IHOCMbIO 3aroIHUMbLCST CGhOPMUPO8aHHBIMU BaMmnamu, Ymo Moxem npusecmu K owubkam 8
pabome Solar webProxy.

OnpegeneHune kateropumn BoinornHsieTca Ha ocHoBe URL Beb-pecypca, K KoTopomy Obin BbInos-
HeH 3anpoc (pa3gen MNonutuka > basa kKaTteropusauum).

MpumeyvaHue

o ymonqaHuto uHghopmayusi 0 pecypcax, y KomopbiX Kameaopuro Herb3s ornpedenumb, ommpasris-
emcs Ha 6HewHUU cepeaep Or1s1 OarnbHelileao aHasu3a ¢ yernbto ornpedenieHus kamezopuu. Omrpaska
UHbopMayuU 0 HeKameaopu3upoB8aHHbIX pecypcax 8blrnosHsaemcs: dea pasa e cymku 8 01:00 u 13:00
(UTC +3). Ymobbi omkirodume XXypHanuposaHUe HeKame2opu3upo8aHHbIX pecypcos, repeltidume
8 pa3desn1 Cucmema > PacwupeHHble Hacmpoliku > Mumepgpelic > Cepeep eeb-uHmepgbelica u
CHUMUMe ¢briaXkok BK1ro4umb omrpasKy cmamucmuku 1o HeKame20pu3upo8aHHbIM pecypcam.

B kamezopusamope webCAT MOXHO 8bIMOSIHSIMb MOUCK pecypcos 08ymsi criocobamu:

o nonHomy URL pecypca. B daHHOM criydae pecypc 6ydem HalideH cmpo20o 1o 88€0eHHbIM
OaHHbIM. [Npu HecosnadeHuu xoms 6bl 00HO20 cumeora pecypc He bydem HaliOeH.

1o domeHHOMY umeHu. B daHHOM criyqae nouck 6ydem 6birnonHAMbCS 1o cosrnadeHuro OOMeHHO20
umeHu, u 6ydym omobpaxxeHbl 8ce pe3yribmambl ¢ HUM.

[lns HacTponkn kaTteropmusartopa:
lMpoBepbTE HaNMuMe NUUEH3NN Ha 3TOT MOAYSb B OKHE C MHGOPMAaLMEN O NTINLEH3UMN.
HasHaubTe y3ny ponb AHanusatop Tpadumka B pasgene Cucrema > Y3nbl U ponu.

Haxmute kHonky NMpUMeHUTD.
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MpumeyvaHue

Kamezopusamop webCAT exoOum 8 cocmas 0CHO8HbIx Modyrnieli Solar webProxy, odHako asmoma-
mu4eckoe 0bHosreHue e2o 6asbi docmyrHO MOJILKO MPU Hanu4yuu uuyeH3uu Ha Modyries MosyyvyeHue
o6HoeJs1eHuUli kamezopu3amopa webCAT.

lpu o6HoeneHuu webCAT 4yepes npokcu-cepeep dormkeH bbimb docmyneH DNS-cepesep.

5.16.3. Ba3a Solar Tl Feeds

MpumeyaHue

ba3za Solar Tl Feeds He exodum 8 cocmas ocHo8HbIX Modyrnel Solar webProxy. [lns ucrions3o8aHusi
6a3bi U ee asmomamuyecko2o 0bHoeeHuUss Heobxoduma nuyeH3ust Ha Mooy MonyvyeHue o6Hoe-
neHuli gpudoe Solar Tl Feeds.

Solar Tl Feeds — cepBuc noctaBkM MNOTOKOB AaHHbIX (pnaoB) 06 akTyanbHbIX yrpo3ax ang
HenpepbiBHOTO yeunenus SOC, npegoTBpalleHnst aTak U paHHero pearmposaHus. VX MOXHO
ncnonb3oBaTh ANA unsTpaumm n 6rokKMpoBKM NOJO3PUTENBHOIO Tpaduka.

[nsa Hactporiku 6a3sbl Solar Tl Feeds:

1. Y6eautecsb, 4to B pasgene Cucrtema > PacwunpeHHble HacTpounku > KateropusaTtop Be6-
pecypcoB u UcTovHuk cpmpoB > Kateropusartopbl BknoveH nepekntoyatens Solar Tl
Feeds.

V' Tpokcn-cepeep  prox [ ] MNpokcn-cepeep © He ucnons3osate npokcu-cepsep

YpoBenb xypHanuposaus  log-leve MHOOPMALMOHHBIA
V' Kareropusatope @  ch

i1 1.Solar TI Feeds

i 2.webCAT

i 3.Monb30BaTENbCKME KATErOPHM

i 4.SkyDNS

i 5. Bluecoat

2. Haxxmute Ha cTpoky Solar Tl Feeds 1 B OTKPbIBLLEMCS OKHE YKaXXWUTE NEPUOLMNYHOCTbL 06-
HOBIIEHNSA U MakCcMMarnbHoe BpeMs NOAKMYeHUs K cepBepy OOHOBNEHU B MUHYTaX.

PepakTtnpoeaHue nogxatodenus k Solar Tl Feeds X

BxaroueH

MepuoanyHoCTs
obHoBneHnA (M.)

MakcumansHoe Bpema

MOAKNHOUEHWA K CepEEpY
obHOBNEHWIA (Mm.)

CoxpaHnTs OTMmeHuTL
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Mpume4vaHue

Asmomamuyeckoe obHoereHue 6asbi Solar Tl Feeds docmynHO mMOorbKO nNpu Haau4yuu JIuyeH3uu
Ha mModyrib Mony4yeHue o6Hoe8IeHUll kamez2opu3amopa webCAT.

3. Haxxmnte CoxpaHUTb.
5.16.4. ba3za SkyDNS

SkyDNS — obnayHbIn cepBUC KOHTEHT-OMBTPaUnnN, B OCHOBE KOTOPOIO NEXUT TEXHOMOrmS
AOMEHHbIX MMeH — npoTokornn DNS (Domain Name System), koTopbIvi MCnonb3yeTcs Ans cono-
cTtaBneHus IP-agpeca canta n ero JOMEHHOro UMEHH.

BoamoxHbl ABa BapuaHTa nogkntoveHust k 6ase kateropmsaumm SkyDNS B MHTEpakTUBHOM
pexume yepes Categorization API:

e Wcnonb3oBaHue API| kaTeropusaumun. NonyyeHune cnucka kateropum BbinonHsetcs GET-
3anpocoM Ha URL oaHoro n3 cepsepoB aBTopu3saumm ¢ npumeHeHem BASIC-aBTopusaumn.
[na poctyna moryT ncnonb3oBatbecs agpeca obrnadyHor MHPpadpCTPyKTypbI:

o e z.api.skydns.ru — ons TeCTMpOBaHUA 1 aHOHUMHOIO AocTyna (KOnM4yecTBO 3anpocoB
orpaHudeHo 10 3anpocamu B MUHYTY);

o e X.api.skydns.ru — ons sapermcTpmpoBaHHbIX Nonb3oBaTenen (6e3 orpaHnYeHns yucna
3anpocosB).

MpumeyaHne

Llnsa 3anpocos K x.api.skydns.ru He06xo0uMo UCrosib308amb y4YemHyr 3arnuch, Komopasi Uc-
nonb3yemcsi 05151 Basic-aymeHmucgbukauuu.

e Vcnonb3oBaHue exeqHeBHO 06HOBNSIEMON NokanbHoM 6a3bl AaHHbIX B Docker koHTeHepe
(Y-API), koTopyto npegocTasnset cBouM KnveHTam komnanmsa SkyDNS. MogpobHee cMm. B
pasgene 5.16.4.1.

Hwxe npeactasneHa cxema nogknodeHnsa b SkyDNS:

s S VIP.1010
2. O6pauienwe K
nawHuM pecypean

Yaen dumspauyn 3

Puc. 5.47. Cxema noakntoyeHus B[] SkyDNS
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MpumeyvaHue

Tpebyemcs ycmaHoeka koHmetiHepa Docker eepcuu 20 u ebiwe (paboma Ha boriee paHHUX 8epCusiX
He eapaHmMuposaHa).

YcmaHoska koHmetiHepa Docker domxHa 6bimb Ha OC Astra Linux Special Edition eepcuu 1.7.7 u
8blwe ¢ yposHeM 3awumsi « CMOMIEHCK».

Apxue ¢ koHmetHepom Docker moxHo 3anpocums y npedcmasumeriel SkyDNS.

YT106bI ycTaHOBUTL KOHTEeNHep Docker ansa goctyna k 6a3e SkyDNS no Y-API:

MpumeyaHue

YcmaHasnueamb koHmeltiHep Docker He0bxodumMo om UMeHU Mosib308amerisi root.

OTKNIOYMTE MEXCETEBOW 3KPaH C NOMOLLbIO KOMaHAbI:

# systemctl stop ufw && systemctl disable ufw

CkonupynTte cannbl KOHTeHepa Ha y3en Docker ntobbim cnocobom.
Pacnakynte cpann ¢ noMoLLbio KoMaHAabl:

# unzip skydns.zip

YcTtaHoBWTE OONOMHUTENbBHbIE MNAKETbl C MOMOLLbIO KOMaHAbI:

# sudo apt install -y curl bridge-utils

MpumeyaHue

Qaliin y_api.tar.gz 6ydem pasapxusuposaH 8 narky /root/SkyDNS/.

YctaHoBuTe Docker ¢ NOMOLLbIO KOMaHAbI:

# sudo apt install docker.io

3arpysute obpas 13 apxmsa C MOMOLLbIO KOMaHAbI:
# sudo docker load -i ./SkyDNS/y_api.tar.gz
lMpoBepbTE CNUCOK KOHTEMHEPOB:

# docker container Is -a

CospanTte otgenbHyto nogceTb Docker ons gaHHOro KoHTeNHepa:
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# sudo docker network create --driver=bridge --subnet=193.33.33.0/24 y-api-net
3anycTuTe KOHTENHep B AaHHOW MOACETMU:

# sudo docker run -it -d --net y-api-net --ip 193.33.33.33 -p 80:80/tcp -p 80:80/udp y-
api:1

MpumeyaHue

lNocne ycrnewHo20 8bINOMHEeHUs KOMaHObI 3arlycka KoHmelHepa Heobxo0umMo nodoxx0amb HEKO-
mopoe Ko/u4ecmeo 8peMeHU (3asucum om CKOpOoCmuU UHMmMepHema).

O6pa3s Docker He xpaHUm 8 cebe 6a3bl, oH bydem Ux cKkadueamb Yepe3 UHMepPHem Kaxobil pa3
rocne 3arycka.

Cepsuc 3anyckaemcs Ha 80 nopmy, u OH He 3arycmumcsi, rnoka He byOym ckayaHbl 6a3bi.

lNopm, Ha KOMopPOM 3arlyckaemcsi cepauc, mpaHcupyemcs Ha y3en Docker ¢ momowbro napamempa
-p 80:80/tcp -p 80:80/udp.

BbinonHute nposepky pabotbl SKyDNS:
# curl -v http://[193.33.33.33/qwerty.com

MpumeyaHue

Ecnu komaHda so3epawaem owubky suda:

* Expire in O ms for 6 (transfer 0x14ff0f0)

* Trying 193.33.33.33...

* TCP_NODELAY set

* Expire in 200 ms for 4 (transfer 0x14£f0f0)

* connect to 193.33.33.33 port 80 failed: B coeQuHeHuUuU omka3aHo

* Failed to connect to 193.33.33.33 port 80: B coeduHeHUU omka3aHo

* Closing connection 0

curl: (7) Failed to connect to 193.33.33.33 port 80: B coeQuHeHUU omka3aHo

lNodoxdume OKOHYaHUsI 3az2py3Kku 6a3bl U 8birnosiHUme rnpedbidywyto KoOMaHOy HECKO/IbKO pas,
roka 8b1800 KoMaHObl He cmaHem 8uoda:

* Expire in 0 ms for 6 (transfer 0x1e990f0)

* Trying 193.33.33.33...

* TCP_NODELAY set

* Expire in 200 ms for 4 (transfer 0x1e990f0)

* Connected to 193.33.33.33 (193.33.33.33) port 80 (#0)
> GET /qwerty.com HTTP/1.1

> Host: 193.33.33.33

> User-Agent: curl/7.64.0

> Accept: */*

>

<HTTP/1.1 200 OK

< Content-type: application/json

< Connection: keep-alive

*no chunk, no close, no size. Assume close to signal end
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<

* Closing connection 0
{"category": [36, 49], "bad": false, "category_name": ["Obpa3osaHue u y4ebHble y4ypexoeHus",
"Komnsromepbi u IHmepHem"]}

ocne nony4eHusi omeema ro kamea2opuu catima qwerty.com rposepbme A0CMynHOCMb KOHMeU-
Hepa u3 cemu y3na:

# curl http://10.201.69.124/qwerty.com

Omeem dormxeH bbimb aHano2u4yeH rnpedbiOyuw,eMy 3anpocy ¢ Ucronb308aHuUeM IP-adpeca KoH-
medHepa SkyDNS (193.33.33.33).

Ana ynpoweHua aanbHenwen Hactporikn Solar Web Proxy nobaeste B doann /etc/hosts
y3r0OB NMPOKCK cepBepa 3anucb, ykasbiBatowyto Ha y3en Docker:

# nano /etc/hosts
10.201.69.124 y.api.skydns.ruy

rae 10.201.69.124 — agpec y3na Docker ¢ 3anyLweHHbIM KOHTenHepom SkyDNS.

MpumeyvaHune

UHKpemeHmarnbHoe 0bHoesneHue fiokanbHoU 6asbl SKyDNS npoucxodum kaxdbie 2 4aca.
lpu noemopHoMm 3arycke KoHmeliHepa 6asa 3azpyxaemcs 3aHOB0.

Ana pabomsi Y-APl mpebyemcs Hanudue omkpbimoz2o docmyrna 8 uHmepHem (055 obpawjeHusi K
cepsucamM asmopu3sayuu, CmamucmuKu, JIUUeH3uposaHusi, 0bHoerneHus). [pu omcymcmeuu docmyna
K UHmepHemy paboma cepsuca MpeKpamumcs 4acmu4yHO Uslu rnosTHOCMbHO.

[na npoBepkn paboTbl KaTeropusaropa:

B paspene Cuctema > PacwupeHHble HacTpounku > KateropusaTtop Be6-pecypcoB u
MCTOYHUK bnaoB > Kateropusartopbl BktoumTte nepekntovatens SkyDNS.

v Tlpokcu-cepeep  proxy @ Mpokcu-cepsep © He vcnoas3esats npokar-cepeep

YpoBeHb XypHanipoBatua  log-level VHGOPMALIMOHHBIA
V' Kareropusatopel @  checkers

il 1.Solar Tl Feeds

it 2. webCAT

i1 3.Tonb30BaTe/bCKME KATErophi

it 4.skyDNS

i 5. Bluecoat

HaxmunTte Ha cTpoky SkyDNS u B oTKpbIBLLEMCA OKHE B Norne Agpec yKaxute nosnHoe ao-
mMeHHoe ums unu IP-agpec (10.201.69.124) yana Docker.
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PepaktmpoBaHue nogkatoueHma k SkyDNS X

Brarouen
Aapec y.api.skydns.ru
Monszoeatens

Mapofb  sssssssssssssssssssssssssssssssssessssssesassanss

[N nuTensHocTbL

KelmpoeaHmMa (M.) 60

CoxpaHuts OTmeHnTb

MpumeyaHue

3anonHeHue nonel Monb3oeamens u lMaposnb He mMpebyemcs.

3. MNpoeepkre paboty nokanbHon B SkyDNS B pasgene NMonutuka > YnpaBneHue Karero-
puamun, ncnonb3ysi npedwukceol (http:// nunu https://) ¢ ykazaHnem nonHOro 4JOMEHHOro UMeHU
(FQDN) kaTeropuaupyemoro pecypca.

VunopT saTeropui 3IucriopT KaTeropHii Tipuuset T noniTviy.

Kareropus McTourm

<Heonpenenera>

hitps://yandexru TloHCKOBLIE CHCTeMB/NOpTan!

[anee npn 06paboTke NpaBUN/MCKNIOYEHNA BO BCeX cnosix pasaernos NMonutuka > KoHTeHTHaA
¢unbrpauma n NMonutuka > NMpaeuna goctyna SOCKSS5 npu Hanuunmn nogkateropun/kare-
ropuun B aTpubyte HasHaueHue OyaeT onpenensaTbCcs kaTeropusi pecypca CorfacHo JIoKanbHOWM
6ase SkyDNS.

MpumeyaHue

lpu ucnonb3o08aHuu nokanbHoU 6a3bl SKYDNS Hem 803MOXHOCMU IPOBEPUMb Kameaoputo pecypca
8 GUI 8 pa3dene MNonumuka > [lpoeepka no nonumuke, m.k. 8 GUI ecmb ogpaHu4YeHue Ha UCosb-
308aHue rpeghuKkcos.

5.16.5. Ba3a Blue Coat

Blue Coat — cuctema kaTteropusaumm BeG-kOHTEHTA, Mcnonb3yemas ansa vnsrpaunn Beb-
Tpadmka B KOPNopaTMBHLIX U 0bpa3oBaTeNbHLIX CETAX, a TakKe NpoBangepaMn UHTEPHET-
YCRNyT.
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[nsa HacTpolikn kaTeropmsatopa Blue Coat:

1. B pasgene Cucrtema > PaclumpeHHble HacTponku > Kateropusatop Be6-pecypcoB u
MCTOYHUK hnaoB > Kateropusartopbl BKouMTe nepekntovaTtens Bluecoat.

V'  Mpokcn-cepsep  prox @ Mpoxcv-cepeep © He ucnonssoeats npokcn-cepeep

Yposetb xypHanuposakna  log-level VHGOOPMaLMOHHbIFA
V' Kareropusatoptl @  checkers

i 1.Solar Tl Feeds

it 2. webCAT

1 3.Monb30BaTENbCKUE KATEFOPHM

i1 4.SkyDNS

it 5. Bluecoat

2. HaxmuTe Ha cTpoky Bluecoat 1 B OTKpbIBLLEMCSI OKHE YKaxuTe agpec 1 nopr.

PepakTupoeaHue noakatoueHns K BlueCoat X

BinroueH
Anpec 1.1.1.1
Mopt 8080

CoxpaHuTb OTMeHUTL

3. Haxxmnte CoxpaHUTb.
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MpumeyaHue

Lnsa nosbiweHus npouseodumernibHocmu aHmuesupyca Dr.Web omknoyume e2o aydum.

# auditctl -A never,exit -S all -F exe=/opt/drweb.com/bin/drweb-se.real

Ecnun cuctema yctaHoeneHa ¢ nomoubio ISO-o6pasa, aHTUBMPYC HACTPOEH MO YMOMYaHUIO.
B opyrux cny4dasx Heobxoamma ero Hactpouka. [insa artoro:

B pasgene Cuctema > OcHOBHble HacTponku > Pabota cuctembl > AHTUBUPYC 1nn
Monutuka > HacTtpounku > AHTUBMUPYC BbIGEpPUTE aHTUBUPYC, KOTOPbIA XOAUTE UCMOb30-
BaTb (AHTUBUpPYC Kacnepckoro nnun Autusupyc Dr.Web).

B none JluueH3unsa suibepute Knroueson chann nnv CepumnHbIn HOMEpP NTULIEH3NUM:

KnroueBow chann — BBeANTE COOEPXKMUMOE NTULIEH3MOHHOTO KINIOYEBOro hanna, nomnyyeHx-
HOro OT BEHA0PA;

CepuitHbIN HOMep NULEH3UN — BBeANUTE CEPUMHBIA HOMEP NULIEH3MU, NOMYYEHHBIN OT
BEHZOopA.

YKkaxute Heobxoanmble HACTPOMKN aHTUBMpPYCA.
Mpwn BbIGOPE aHTUBMPYCa Kaspersky MOXHO 3agaTb napameTpbl:

Konu4yecTBO NnpoueccoB Ansi CKAaHUPOBaHUA — 3HavyeHue oT 1 0o 256, No ymonyaHuio
-4,

KonuuyecTBo NOTOKOB ANA CKaHUPOBAHUSA — 3Ha4YeHne oT 1 go 256, No yMonyaHuo —
8. Yncno NnoTokoB A0MKHO ObiTh B 1Ba pa3a Gonblie YeM YNCIO NPOLIECCOB.

OnvHa oyepeamn 3apgay Ha cKaHMpoBaHUA — 3HadeHne ot 128 oo 16448, no ymonyaHumio
—1024.

TanmayT Ana ckaHupoBaHuA (¢.) — 3HauyeHune ot 1 0o 2147483647, no ymonyaHuo —
30.

Pasmep aucka pna pacnakoBku thamnoB (K6) — 3HaueHne ot 0 go 2147483647, no
ymonyanuio — 10000000.

MpumeyaHue

Ecnu 3Ha4yeHue amoeo napamempa ycmaHoeneHo 0, 3awuma om ZIP-6om6 omkritodeHa. Yka-
JXume MakcumasibHbil 06beM OUCKOB8020 rpocmpaHcmea (8 Kunobalimax), Komopbil Moxem
b6b1mb 8biderieH dnsi pacnakosku apxueos. OzpaHuyeHue OUCKO8O20 MpocmpaHcmea rnomoaaem
3awumums cepsep om ZIP-6om6.
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Pexxnm ckaHMpoOBaHUA — PacKpbIBaKOLNNCS CIMCOK C NnapamMmeTpamu:
CkaHuMpoBaHue cXKaTbIX UCMONHAEMbIX hannos;
CkaHuMpoBaHue apXUBHbIX (hannos;

CkaHupoBaHue ¢hannos, cogepxawmux Bl aneKTpoHHOW NOYTLI;

YpoBeHb 3BPUCTUYECKOro aHanu3a — 4oCTYMNHble 3HaYeHus: BbiknounTb, NoBepx-
HOCTHbIN, CpeagHun n MMy6okun;

YBegomutb nonb3oBartensa o makpocax B Microsoft Office.

MakcumanbHas rnyouHa ckaHMpoBaHUSA apXMBOB — MakcuMarnbHas rnybuHa BrnoxeH-
HbIX apXMBOB, KOTOpPble HEODXOANMMO pacnakoBaTb BO BPEMSI CKaHMPOBaHUA. 3HavyeHne
oT 0 0o 2147483647, no ymonyaHuio — 5.

Yactota o6HOBNEeHUM B MUHYTax — 3HavyeHne oT 0 o 44640, no ymonyaHuio — 30.
Ecnu 3HaveHne atoro napametpa siensietcs 0, To KAV SDK He BbINOMHAET aBTOMaTUYe-
ckoe obHOBMEeHMe.

OrpaHuyeHue Ha ucnonb3oBaHue onepaTtuBHon namaTu (M6) — sHayveHue ot 700 go
2147483647, no ymonyaHuio — 700. Ykaxnte makcumanbHbIn 06bemM onepaTtvBHOW Na-
MsaTK B MG, KOTOpbI MOXKET ObITb BbiaerneH KAV SDK.

MpumeyaHue

Ecrnu cemb 8bICOKOHa2py»xeHa, rpu rnposepke 60rbwo20 Konu4ecmea coeOuHeHUl ¢ aHmugupycom
Kaspersky 8 xypHanax cepguca Skvt-wizor Moxem 803HUKampb owubka euda:

AntiVirus service [ICAP:icap.//localhost:1344/respmod] returned unexpected code: 503.

B amowm criyyae pekomeHOyemcs 8bibpamb onmumarnbHOe 3HadeHue napamempa max-sessions-
count, KomopkIli omeeyaem 3a MakcuMaribHOe YUCI0 0OHOBPEMEHHbIX MOOK/TOYEHUU K aHmMugu-
pycy Kaspersky. o ymonyaHuro 3Had4eHue napamempa 400. SHa4eHue Heobxo0uMo yeenu4yugams
Ha 10%, noka owubka He pewumcs. g amoeo e CLI ebinoiHume komaHoy:

$ set-config global /antivirus/antivirus.json/antivirus-config-params/kav/max-
sessions-count <value>

e0e <value> — 3HayeHue napamempa (Heobxodumo ysenu4ueampe Ha 10% npu Kaxxoom HOBOM
8bIMOIHEHUU KOMaHObI, roka owubka He pewumcs).

Takke Bbl MOXeTe BblbpaTh, kakue cobblTnsi paboTbl aHTMBMPYCa XypHanuposatb. [ns
3TOro BOCMNOMb3ynNTeCh rpynnon napametTpos XXypHanupyemble cobbiTUsS B syslog. Bbl
MoXeTe BblbpaTb cneayoLmne cobbITus:

AyamT — cobbITns ayguTta cucTeMmsl,
3anyck — coObITUS MHUUManM3auns cnyxosol,
OcTtaHoBKa — co0bITMS gevHMuManu3auumn crnyxobl,

INnueH3npoBaHue — cobbITUSA, CBSA3AHHLIE C NINLEH3NEN,
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O6HoBneHne 6a3bl — cOObITMS OOHOBNEHUS U Nepesarpy3kM aHTUBUPYCHbIX 6a3,

3aBepLueHne cKaHMpoBaHUA 6e30nacHOro o6bLeKTa — CoObITUA 3aBEPLLEHUS CKaHW-
pOBaHUs, KOraa CKaHUpyeMblii OGLEKT cuMTaeTcss 6e3onacHbIM,

3aBepLueHne CKaHUPOBaHUS 06 bEKTA C Yrpo30M — COObITUS 3aBEepLUEHUSI CKAHMPOBa-
HUS Npy 0GHapPYXXEeHUW yrpo3bl,

CKaHMpOBaHMe He BbINMOJNTHEHO — COObITKS 3aBepLieHna CKaHMpoBaHUA, Koraa 0ObeKT
He CKaHunpoBarc4.

Mpwn BLIGOPE aHTUBMpPYca Dr.Web MoxHO 3agaTb napameTpbi:
UnTtepcpenc ICAP-cepBepa — IP-agpec ICAP-cepsepa.
MopT ICAP-cepBepa — 3Ha4yeHune oT 1 go 65535, no ymonyaHuio — 1344,

YpoBeHb xypHanupoBaHusa ICAP-cepBepa — gocTynHble 3HadeHus: DEBUG, INFO,
NOTICE, WARNING n ERROR.

Bbl6epVITe, NCnonb30BaTh UMK HET BbILLECTOSLLNI NPOKCK-cepBeEp AJ1d cepBuca OOHOBMEHUN.
I'IpM ncnosib3oBaHUM NMpPokKcu-cepBepa MOXHO 3a4aTb 3HAYEHUA!

Anpec npokcu-cepBepa,
MopT npokcu-cepBepa,
NornH ansa Basic-ayTeHTUchukaumm Ha NnpoKcu-cepeepe,
Maponb ansa Basic-ayTeHTucpukaumm Ha npoKcu-cepeepe.
MocnepoBatenbHo HaxxmuTe CoxpaHuTb U MpPUMeHUTD.
B pasgene Cucrtema > Y3nbl U ponu HasHaybTe OQHOMY M3 Y310B porib AHTUBMPYC.

CdopmupyiiTe NpaBuio NOMUTUKK OIS NepeHanpaBneHns Tpadmka Ha NPOBEPKY aHTUBU-
pycom (cMm. ganee).

MpumeyaHue

Hacmpodiku no ymonyaHuto rno3eosnsrom rnposepsms ¢halisibl ¢ MakcumarbsHbiM pa3mepom 1 6 (0ns
aHmusupyca Kaspersky) u 4 I'6 (0nsa aHmusupyca Dr.Web). Ecnu Heobxoduma nposepka ¢halisios
pasmepom b6onbwe 4 6, so3nonb3ylimecb aHmusupycom Kaspersky. [ns amoeo 8 napamempe
OezpaHu4yeHue Ha ucrnoJsib3o08aHue ornepamueHol namsimu (M6) ykaxume 3Ha4yeHue 8 08a pasa
bornbwe Heobxodumozo. Harpumep, ecriu Heobxoduma rnposepka ¢hatina pasmepom 5 6, 8 napamempe
yKkaxxume 3HayeHue 10 6.

MakcumarnbHbIl pa3mep ¢halna Ot MPO8EPKU MakK Xe 3agucum om 8peMeHU rpoeepKuU. Ecru epemsi
npoeepku 6ydem npesbiluambs matimaym (napamemp Talimaym Onsi ckaHupoeaHusi (c.)), ¢galn
Moxxem 6bImb MPoNyweH unu 3abriokupoeaH (8 3agucumMocmu om Hacmpoek). [loamomy npu yka3aHuu
3HadeHue Talimaym Osisi cKaHUpo8aHuUsi (c.) He0bx00UMO yHumbieamb 86C NPo8epsIeMoeo ¢hausa.
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6.2. PopMmupoBaHMe NONUTUKN ANIA PaboTbl aHTUBUpYCA

[na okoH4YaHus HAaCTPOMKKM aHTMBUpYca copmupyinte nonutuky Ub. [ina aToro B pasgene
Monutuka B cnoe MNepeHanpaBneHue no ICAP co3gante npaBuno Ha o6paboTky Tpaduka
aHTUBMPYCOM, KaK Ha pUCyHKe aanee. NpumeHnTe NonuTuky.

Pepaktupoganwe npasuna “icap resp” X

BknwueHo o (® Npasuno WcknoueHime

Hazeanue icap resp

KommenTapwid Beegute komMmeHTapui

Mpuoputer 0 Beero npaewn B cnoe: 1

[eiicTBun

Neictare ‘} Mepenaeate OTEETHI

Wmn cepeepa @ Local respmod

Bpems oxwaanna oteeta 30
Beeawre shauenve ot 1 ao 1000 cexyng

Mpu o6Ha eHUM

P Pk bnoknpoeaTs

BPEAOHOCHOMS KoAa

Mpw npeseiweHnK P

BpEMEHW OKMAIHMUA a3pewnts

oTBeTa

Mpw nonaydeHnn owmskn Pazpewmts

WaBnoH BAOKUPOEKA & Bnokup 3anpeT cka Gaiina no ps SHTHEMPYCa
! [loBGaenTL 4ONONHWTENEHOE AeiicTBME v

Coxparwns OmmennTs

Puc. 6.1. NMpaBuno ansa nepeHanpaBneHus Tpacdmka aHTUBUPYyCYy

O SOLAR
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7. OTKa3oycTOM4YMBOCTb M banaHcupoBKa Tpadmka

7.1. O6wume cBegeHus

Knactep Solar webProxy moxeT ucrnonb3oBaTb HECKONBLKO CepBeEPOB unbTpaumn. B atom
criyyae ans pacnpegeneHust Tpaguka no cepepam Ucnosnb3ayoT 6anaHCcUpOoBLLKK.

BanaHcnpoBLWMK ynpaBnseT notokamu AaHHbIX (MPO3payHO M HE3AMETHO AN KIIMEHTOB) U
No3BONSAET yBENNUNTL NPOM3BOANTENBHOCTL Solar webProxy 3a cuet napannensHon 06paboTtku
3anpOoCOB Ha HECKOMbKMX y3nax Krnactepa. banaHcMpoBLUMK KOHTponMpyeT paboTocnocobHOCTb
cepBepoB unbTpaUMM 1 aBTOMaTUYECKM OTKIIOYAET y3rbl OT npouecca 06paboTkm 3anpocos
B CNny4ae Ux HegoCTYMHOCTH.

[na obecneyeHus oTkasoycTtonunmBocTu B Solar webProxy ncnoneayercsa texHonorus Virtual
Router Redundancy Protocol (VRRP) nnu BuptyanbHein IP-agpec (Virtual IP — VIP).

Mcnonb3oeaHne VRRP nossonsetr o6beqmMHUTL HECKONBbKO MapLUpyTU3aTOpOB B OAUH BUPTY-
anbHbIN ¢ 06Wwnm IP-agpecom. [pyrumn cnosamu, TEXHONOrMS BupTyanbHoro IP-agpeca —
3TO rpynna MHTepgencoB MapLLIpyTM3aTOPOB, KOTOPbIE HAXOAATCA B OAHOW CETU N pasgensatoT
BupTyanbHbli ngeHtudgumkartop (Virtual Router Identifier — VRID) n oguH BupTyanbHbii IP-
agpec.

7.2. HacTtpomnka 6anaHCUpPOBKU NOAKMOYEHUN Norib3oBaTernien

OCHOBHbIM MHCTPYMeHTOM OanaHcupoBkmM Tpadumka B coctaBe Solar webProxy siBnaetcs 6a-
naHcuposLmk HAProxy.

Cxema noakniodeHust 6anaHcMpoBLLMKa NpuBedeHa Ha Puc.7.1.

O SOLAR

webProxy

BanaHCMpoBLLMK

Punbtp HTTP —nuuo | m

WWwWWwW

N\ L/

WHTepHeT

MonszoBartens

(O SOLAR

webProxy

\» dunsTp HTTP g

Puc. 7.1. Cxema 6anaHcupoBku Tpacuka Solar webProxy
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[na Hactponkn 6anaHcuposLmka HAProxy Ha yane:
B pasgene Cucrtema > Y3nbl M ponu HasHadysTe OQHOMY U3 Y3r0B porib banaHcuposLwumk.

B pasgene OTkasoyctonumBocTb > CepBuc 6anaHcupoBku Tpacduka > HTTP-FILTER
OCHOBHbIX HaCTpOEeK KOHUrypaumm 3agante napameTpbl:

Ha3BaHue koHdUrypaunm 6anaHcMpoBKM.

MopT ANA BHELWHNX COeANHEHUN — 3HaYeHne napameTpa MoxeT 6biTb oT 1 oo 65535.
3HaueHune no ymonyanuio — 1010.

Bpems oxXuaaHusa 3anpoca oT KiMeHTa (C) — 3Ha4yeHne napameTpa MoxXeT 6biTb oT 0
0o 2147483647. 3HadyeHne no ymonyaxuio — 10.

Bpems oxunaaHua oTBeTa OT cepBepa (C) — 3HayeHMe napameTpa MOXeT 6biTb oT 0
0o 2147483647. 3HadyeHne no ymonyaxuio — 10.

MakcnmanbHoOe KOnu4yecTBO COeANHEHUN — 3HaYeHne napameTpa MoXeT ObiTb OT 0
0o 2147483647. 3HaveHune no ymonyanuo — 1000.

MeTon 6anaHCVIpOBKVI — OOCTYMNHbI 3HA4YEHUA:

roundrobin — anroputm kpyrosoro o6cnyxumeanus. lNepegava 3anpocoB NPOUCXOANT
Mo Kpyry: 3anpocbl NO NOPSAKY nepeaarTcsa OT OAHOro y3na k gpyromy. [ocne nepe-
Aayn 3anpoca nocrnegHemy ysny LMKN HaYMHaEeTCsl 3aHOBO.

leastconn — anropnT™™ yumTbIBaeT KONMMYECTBO MNOAKMOYEHUN, NOAAEPXKMBAEMbIX
y3ramMmn Ha TeKyLMn MOMEHT BpeMeHu. Kaxabl criegylowmin 3anpoc nepegaercs
cepBepy C HAMMEHbLUMM KONTIMYECTBOM aKTUBHbIX MOAKITHOYEHUNA.

MpumeyaHue

PekomeHOyemcsi, ecniu 8 cemu Haxodsmcs 4 u 6oree y3na ¢ 8bICOKOU cemeegol Hazpy3KoU.

source — cepBep, obpabaTbiBatoLLMiA 3anpoc, BbiIOMpaeTcs U3 cTaTuyeckomn Tabnmubl
no IP-agpecy otnpasutens.

MpumeyaHue

PekomeHdyemcs dnsi banaHcuposku rpuknadHo2o npomokona FTP.
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Aposkn Tpaguka  hapr

HTTP-FILTER

Ha3BaHyIe KOHOUTYPAUMM 6aNaHCHPOBKM  name HTTP-FILTER

TIOPT U1 BHEWHNX CORMHERMA  port 1010

Bpems OXWIaHWA 3aNPoca OT KMeHTa () timeo ent 10

BpeMA OXWaHNA 0TBETa OT cepBepa (€)  timeout_server 10
MaKCUManbHoe KOUHECTBO CORAMHEHMA  maxconn 1000
MeTop Ganancuposkn  balance T

> Yanol pns Ganancuposkn  backend ABTOMaTHueCKOE OnpefieieHue NOCTyNHLIX HTTP UNLTPoB

Puc. 7.2. Hactpownka 6anaHcuposBLwmnka HAProxy

Haxmute CoxpaHutb 1 NMpUMeHnTb.

B HacTpovikax 6paysepoB APM nonb3oBatenen Solar webProxy B kadecTtBe npokcu-
cepBepa ykaxute agpec 1 nopt 6anaHcupoBLLMKa.

[na 6onee rmbkon HaCTpoOVikK 4ns napameTpa Y3nbl Ana 6anaHCMpoOBKMU Bbibepute 3HaveHne
Yka3saTb BPYYHYHO, HarnpoTMB CTPOKU Y3 bl HAXXMUTE KHOMNKY l06aBUTb 1 yKaXknte O4uH nnu
HEeCKOmnbKO pe3epBHbIx cepBepoB (cM. Puc.7.3). 3anpockl ¢ APM nonb3oBatenen 6yayT nepe-
HanpaBneHbl Ha 3TV cepBepbl NPY HEQOCTYNHOCTM Y3roB unsTpauun Solar webProxy.

Yanbl ans Ganancuposku  bacl YKa3aTb BPY4HYO
TWn 6aNaHCMpOBKM ~ mode http
v ¥Yanw  servers
o
Cetesof appec  host 10.199.24172

Mopt  port 2278

¥ N063BnATL MHIPOPMALLMIO 06 UCTOYHWKE  PrOX)y

Bec GanaHcuposim  weight

Puc. 7.3. F'mbkas HacTponka 6anaHCUpPOBKU

MpumeyaHue
lpu ucnonb3oeaHuu banaHcuposku NTLM u3-3a cneyugpuxku pabomael npomokosna Heobxo0umo 8bi-
bupamsb 8 napamempe Tun 6anaHcupoeku 3Ha4yeHue tcp.

C ornucaHuem napamempos HacmpouKu MOXHO 03HaKOMUMbCS rno adpecy:
http://cbonte.github.io/haproxy-dconv/2.5/configuration.htmlI#5.2-weight

Takke MOXHO HacTPOUTb OTMPaBKY MHAOPMaLUN O nonb3oBaTtene (BKYUTb OTNPABKY WH-
dopMaumm 06 NCToYHUKE Mo Proxy-npoTokony). [Ans atoro B pasgene OTKa3oycTOMYNBOCTb
> CepBuc banaHcMpoBKU TpathrKa OCHOBHbIX HACTPOEK KOHpUIypaLumn yCTaHOBUTE hnaykok
[Do6aBnAaTb nHopmaumio 06 ncTouHuke (proxy-protocol) (CM. pUCyHOK BbiLLE).

YT06blI NOgaepxusaTh 6ecnepeboinHyto paboTy aHTUBMpPYCa B MHOMOHOL40BOW KOH(UrypaLumm
B CNy4ae OTKMYEHNs1 OQHOro U3 y3noB, HacTponTe 6anaHCMpPOBKY Tpaduka Mexay HUMMN.
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Ecnun knactep coctouT n3 2-3 y3noB, KaKAoMy M3 KOTOPbIX Ha3HavyeHbl ponu AHTUBUPYC U
Punbtp HTTP-Tpaduka, ana 6anaHcMpoBkn Tpadumka npu MCNOMNb30BaHUM aHTUBMpYCa:

HasHaubTe kaxgomy y3ny ponb BanaHcupoBLwuk.

B pasgene MNonutuka > BHewHne noakntoyeHus > ICAP-cepBepbl co3nante ICAP-cepeep
(cm. Puc.7.5).

Cdhopmupynite npasuno nonutukn ¢ atum ICAP-cepepom (cm. 6.2).
[na HacTpoliku GanaHcMpoBku Tpaduka aHTuBMpYyca B pasaene MNMonuTtuka:

[MpoBepbTe, YTO KaXKAOMY Y3y Knactepa HasHadeHbl ponu AHTuBupyc, ®unstp HTTP-
Tpacdhuka n banaHcupoBwumk (pasgen Cucrema > Yanbl u ponu).

lMpoBepbTE HACTPOWMKM aHTMBUPYCA, YKasaHHble B pasgene Cucrtema > OTKasoycTomnuiu-
BocTb > CepBuc 6anaHcmpoBku Tpacdumka > Antivirus (cm. Puc.7.4).

Antivirus

Ha3saHue Kodmrypauuu 6a POBK ¢ Antivirus

MOPT 479 BHEWHUK COBAMHEHMNA t 2344

Bpema OXWAAHNA 3aNPOCa OT KkeHTa (c) 10

Bpems OXMaHKA 0TBETa OT cepeepa (c) 1 € 10

KONMYECTBO COBMHEHMi xConr 10000

roundrobin

ABTOMA NPEeNeHHe QOCT B AHTHBMDYCA

Puc. 7.4. MapameTpbl HACTPOMKN aHTUBMpPYCa

B pasgene Monutuka > BHewHne noakntoveHus cosgante Hosbli ICAP-cepBep, ykasas
MOPT COrnacHoO HacTporkam KoHdurypauum (cm. Puc.7.5).

CoxpaHuts | OTMeHa

Mma cepeepa custome resp

ICAP URL icap://localhost:2344/respmod

KommeHTa prI nna 53]13HEI1POB KW aHTMBUpYCa

Puc. 7.5. Hactpowku ICAP-cepBepa ana 6anaHCUpoOBKU aHTUBUpPYCa

Cdopmupyite npasuno nonutuku ¢ 3tum ICAP-cepBepom (CM. JOKYMEHT Pykosodcmeo
admuHucmpamopa 6esonacHocmu).
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MpumeyvaHue

Lns koppekmHoU 3a2py3Ku ¢halisios rnpu HacmpoeHHbIX banaHCUpPO8UUKE U aHMUBUPYCe PEKOMEHOY-
emcs ysenudumb 3Ha4eHus 8 napamempax Bpemsi oxxudaHusi 3anpoca om knueHma (c) u Bpemsi
o)kudaHust omeema om cepeepa (c) 0o 300 cekyHO.

Mpoeepka paboTocnocobHOCTN aHTUBMpPYCa onucaHa B pasgene 15.

B Solar webProxy ectb BO3MOXHOCTb GanaHcnpoBaTb Tpaduk Mexay unsTpyrLMMm y3namm
no npotokony SOCKS5.

[ns atoro:
B pasgene Cucrtema > Y3nbl u ponu HasHaybTe yanam ponb Punstp SOCKS5-Tpacumka.

B pasgene OTtkasoyctonumBocTb > CepBuc 6anaHcupoBku Tpadumka > SOCKSS-FILTER
OCHOBHbIX HACTPOEK KOH(hurypaummn sagante napameTpbl:

HasBaHue koHcurypaumm 6anaHcMpoBKM.

MopT ANA BHEWHNX COeaNHEHUN — 3Ha4YeHne napameTpa MoxeT bbiTb oT 1 4o 65535.
3HayeHue no ymonyaHuio — 1082.

Bpems oxuaaHusa 3anpoca oT KnueHTa (€) — 3HayeHne napameTtpa MoxXeT 6biTb oT 0
0o 2147483647. 3Ha4yeHne no ymonyanmo — 10.

Bpems oxungaHua oTBeTa OT cepBepa (C) — 3HayeHMe napameTpa MOXeT 6biTb oT 0
0o 2147483647. 3HadyeHne no ymonyaxuio — 10.

MakcumanbHoOe KONnMYecTBO COeAUHEHUM — 3HaJYeHne napameTpa MoxeT ObiTb oT 0
0o 2147483647. 3HadyeHne no ymondanHuo — 10000.

MeTton 6anaHCUpPOBKM — AOCTYMHbI 3HAYEHWS:

roundrobin — anropuTtm kpyrosoro o6cnyxmeaHus. lNepegada 3anpocoB NPOUCXOANT
no Kpyry: 3anpochkl No NOPsAKY nepedarTcs OT 04HOro yana kK gpyromy. lNocne nepe-
Jayum 3anpoca nocnegHemy yany LMK Ha4MHaeTcs 3aHOBO.

leastconn — anropuT™ y4uTbiBaeT KOMMYECTBO NOAKIOYEHWUI, NOAAEPKMBAEMbIX
y3namu Ha TeKyluii MOMEHT BpeMeHW. Kaxablii crieayolmii 3anpoc nepegaercs
cepBepy C HaUMEHbLUMM KONTMYECTBOM aKTUBHbIX MOAKMHOYEHMNA.

MpumeyaHue

PekomeHOyemcsi, ecriu 8 cemu Haxo0simcs 4 u boree y3na ¢ 8bICOKOU cemeaol Hagpy3Kodl.

source — cepBep, 00pabaTbiBaloLLMIA 3anpoc, BblIOMpaeTcst U3 cTaTUYeCcKon Tabnumubl
no IP-agpecy otnpasutens.
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MpumeyvaHue

PekomeHOyemcs dnsi banaHcuposku rpuknadHo20 npomokona FTP.

WV SOCKSS-FILTER

Ha3BaHHe KOH(UIypauuM 6aNaHCHPOBKM  name SOCKS5-FILTER
TOpT N5 BHeWHMX CoeuHernit  port 1082

BpeMA 0XMaHNA 3aNpoCca 0T KIMEHTA (C)  timeout_client 10

Bpems 0XWAaHWA OTBETA OT cepBepa (€)  timeol erve 10
MaKCHManbHOE KONWYeCTBO COBAMHEHMIA  maxconn 10000

MeTop Ganancuposku  balance roundrobin

> ¥3Nnbl ANA 6anaHCUPOBKH ABTOMATHYECKOE ONpPENeneHHe NOCTYNHbIX SOCKSS (hUNLTPOB

Puc. 7.6. Hactpowuka 6anaHcupoBku Tpaduka no nporokony SOCKS5

Haxmute CoxpaHutb 1 MpUMeHUTL.

B HacTtpownikax ©paysepoB APM nonb3oartenen Solar webProxy B kadecTBe NpPOKCU-
cepBepa yKaxuTe agpec 1 nopt 6anaHCcMpoBLLMKa.

[ns 6onee rnbkon HaCTPOWKM:
[na napameTpa Y3nbl gna 6anaHcupoBKU BbibepuTe 3HavyeHne YKa3aTb BPYUHYHO.
Bbibepute Tn 6GanaHcupoBku tep.
HanpoTtuB cTpokn ¥Y3nbl HaxXMuTe KHOMKy [lo6aBUTb.
YKaKuTe 0auH U HECKOJTbKO Pe3epPBHbLIX CEPBEPOB.

MpumeyaHue

C orucaHuem napamempos Hacmpouiku MOXHO O3HaKOMUMbCS no aodpecy:
http://cbonte.qgithub.io/haproxy-dconv/2.5/confiquration. htmli#5.2-weight

3anpocbl ¢ APM nonb3oatenen OyayT nepeHanpaeneHbl Ha 3TU cepBepbI NPU HE4OCTYMHOCTH
y3nos cunerpauun Solar webProxy.

Takke MOXHO HacTpouTb OTMPaBKy MHAOPMaLUK O nonb3oBaTene (BKOYUTL OTNPaBKY WH-
dopmMaumm 06 NCToYHUKe Mo Proxy-npoTokony). [Ans atoro B pasgene OTKa3oycTOMYUBOCTb
> CepBuc 6anaHcupoBKu Tpadmka OCHOBHbIX HACTPOEK KOHUIypaL MM YCTaHOBUTE OraxokK
Ho6aBnaTb MHoOpMaLuo 06 NCTOYHUKe (proxy-protocol) (CM. pUCYHOK BbILLE).

Wcnonb3oBaHne Cepsuca BuptyanbHoro IP-agpeca obecnedvBaeT OTKa30yCTOMYMBOCTb
npeaocTaBneHns cepeurca nNorb3osaTtenam nytemM nepeknioveHus VIP ¢ ogHoro ysna Ha apyrom.
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Puc. 7.7. Cxema pa6otbl Solar webProxy npu ncnonssosaium VRRP
[nsa HacTponkn otkasoyctondmsoctu cuctemsl (VRRP):

B pasgene Cucrema > Y3nbl n ponu master-yany HasHaudbTe ponb BuptyanbHbin IP-agpec
(VRRP) 1 npoBepbTe, 4TO yany HazHadeHa porb banaHcupoBLUMK.

Hactpownte 6anaHcupoBLlmk Tpadmka HAProxy (cm. pasgen 7.2).

B pasgene Otkasoycton4umBocTb > CepBuc BuptyanbHoro ip (VRRP) oCHOBHbIX HACTpoek
KOHpurypauum ykaxuTte ceteBon nHtepdgenc, Ha kotopom oyaet pabotats VRRP, u npo-
BepbTE KOPPEKTHOCTb YKasaHHbIX MapaMeTpoOB HAaCTPOKKK cepBuca (CMm. Puc.7.8).

MpumeyaHue

Cemeeoti uHmepgetic unu IP-adpec criedyem yKka3blgamb 8 cCOOM8eMcmauu ¢ UHgpacmpykmypou
opeaaHu3ayuu. Cemesoli uHmMepghelic MOXHO npocMmompems 8 pa3denie Cucmema > Y31b1 U posu.

Haxmute CoxpaHutb 1 NNpuMMeHnTb.

NMpumeyaHue

Takxe HacmpoUlika omKa30ycmou4ueocmu cucmembl 803MOXHaA C MOMOWbIO KOHguU2ypayUuOHHO20
¢patina keepalived.conf. lMpu py4yHom pedakmuposaHuu cpatina keepalived.conf e pasdene
virtual_ipaddress 05151 KoppekmHoU pabombi knacmepa Solar webProxy rpu ykasaHuu rnapamempos

Mo

8 label Heobx00uMo yka3bleamb 3Ha4eHUs1 ¢ 0goemoyuemM ":", a He ¢ moYKoU
lNpumep 3anucu ¢ owubkou:

{ 192.168.1.2 label ens3.vip }

lMpumep 3anucu 6e3 owubKu:

{ 192.168.1.2 label ens3:vip }
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MpumeyvaHue

Llns KoppekmHo20 HasHadyeHus1 supmyarbHo20 IP-adpeca Ha cemeagol uHmepghelic 8 OCHOBHbLIX Ha-
cmpolkax KoHghueypauuu 8 paszdernie Omka3zoycmoldueocms > Cepauc supmyasnbHo20 ip (VRRP)
ons napamempa YHukanbHbilU udeHmugukamop VRRP 3k3emnsipa, Oo/mKkeH coenadamb Ha
ecex cepeepax roMeHslme 3HadyeHue Ha yHUKallbHOe 8 cemul.

Ecnu e none Mpuopumem nepeksito4eHUs1 He MEHSIMb 3Ha4eHuUe o yMorndaHuto, O71s1 8Cex y3rioe
bydem 8bibpaHo MPouU380SIbHOE 3Ha4YEeHUeE.

CepBUC BUDTYA
Ha3gaHwe rpynnbl VRRP  group -1
Hauanbhoe COCTORHME NPH 3anycke BACKUP
TIPHOPUTET NEPEKNIOYEHMA  Priority 100
¥ He OTCNEXWBATL BOCCTAHOBNEHWE NPHOPETETHOND Y3na
JKk3eMnnAp VRRP  instance
VRRP-01
HasBanwe sxsemnnapa VRRP  name VRRP-01
WnTepdeiic, Ha koTopom GyfeT pabotate VRRP  interface ethl
VHWKanbHbIA MaeHTngMKaTop VRRP axsemnnapa  router_id 100

BupTyanshui IPagpec  vip 17220201

B Otcnexusathb paboTy cepeuca Ganancuposkn  h

Puc. 7.8. HacTtpoika oTka3oycTOM4YNBOCTHU

NMpumeyaHue

Hns 6onee nodpobHoli Hacmpouku rnepelidume 8 coomeemcmesyruwuli pa3des pacwupeHHbIX Ha-
CMPOEK, Haxkas CChIIIKY 8 1PasoM 8epXHEM yerly CeKyuu.

Lna nHacmpolku VRRP Ha d8yx u 6ornee y3nax ucronb3ylme rfioKkasbHble HacmpoUKu amux y3roe.
CHauana sHecume U3MEHEHUSs JTIOKallbHbIX HacmpoeK 00HO20 y3ra, 00XXOUMeCh UX MPUMEHEHUSs, U
MOoJIbKO Momom npucmynalime K U3MEHEHUIO JI0KallbHbIX HaCcmpoeK 8Mopozo y3sa.

[na noBbIWeHUA YPOBHA OTKa30yCTOMYMBOCTU KOHUrypauum ¢ ABymMs unu 6onee y3-
nlamMm MOXHO nepeHocuTb BUpTyanbHbin IP-agpec (VIP) ¢ ogHoro yana Ha gpyrow, B crnydae
HedOCTYNHOCTK cepBuca 6anaHcuposkn HAproxy Ha 0O4HOM K3 y3r0B.

[ns atoro B pasgene OTka3zoycTtonumBocTb > CepBuc BuptyanbHoro IP (VRRP) ocHOBHbIX
HaCTpoeK KoHUrypaLmm yctaHoBuTe chraxkok OTecnexxnBaTb paboTty cepBuca 6anaHCMpPOBKU
(haproxy_detect).
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CepaKc BUPTYankbHOrC

Hazsanue rpynnbi VRRP  group -1

HauansHoe cocTosHue npu 3anycke  state BACKUP

TpMOPUTET NEPEKIIOYERNS  priority 100

¥ He OTUIOXMBaTL BOCCTAHOBNEHNE NPMOPETETHOMO y3na  nopreempt

/ 3x3emnnap VRRP  instance

~  VRRP-01

Ha3saHwe 3k3emMnnsapa VRRP  name VRRP-01

WnTepdeiic, Ha koTopom Gyner paGoTate VRRP  interface eth1

YHUKanbHBIA MaeHTHOMKaTOp VRRP sk3emnnspa  router_id 100

BUDTYanbHbIA IP agpec  vip 17220201

# OTcnewmBath paboty cepBuca Ganancuposku  hapr

Puc. 7.9. HacTtpoika oTKka3oyCTOM4YNBOCTHU

Ecnn donakok ycTaHoOBIEH, CepBUC NMPOBEPSAET, HasHavyeHa nNu porib banaHcupoBLWMK JaHHOMY
y3ny (Hanpumep, slave-y3es). B cny4ae oTCcyTCTBUSA PONM UMW OTCYTCTBUSA BO3MOXHOCTM 3any-
cTnTb cepsuc, VIP «nepexognt» Ha gpyron ysen (Hanpumep, master-y3ersn), KOTOPOMY Ha3Ha-
YyeHa ponb banaHcupoBLUUK.

[ns oTnpaBKkM 3NEeKTPOHHbIX MUCEM cepBUcaMmn cuctemsl B pasgene Cuctema > OCHOBHbIe
HacTpouku > Pabora cuctema > SMTP cepBep Heobxoanmo ykasaTb 0bs3aTenbHble napa-
meTpbl SMTP-cepsepa:

CeteBon agpec SMTP-cepBepa — IP-agpec cepBuca, KOTOpbld OTBEYaET 3a OTNpaBKy
ANEKTPOHHbIX MNCEM.

Mopt SMTP-cepBepa — Homep nopta SMTP-cepBepa, ncnonb3yemoro Ans pacCbifiku
yBE€OOMITEHUI NO SMNEKTPOHHOM NoyTe (N0 ymonyaHuo — 25).

Mpwn ucnons3oBaHmm SMTPS-cepeepa Heobxoammo BeIGpaTh pexum 3awuTsbl (none Wndppo-
BaHue), 3arpy3nTb CepTuduKaT 1, ecnu TpebyeTcs, ykasaTb AaHHble ANns ayTeHTudmkaumm.

Takke MOXHO NpoBepUTb JOCTYNHOCTL SMTP-cepBepa ¢ nomoLubto kHoMnkn MpoBepuTh.

lMNpoBepka nogkntoueHunsa kK SMTP-cepeepy X

CeteBoli agpec 10.201.67.66
Mopr 25
UndpoeaHne Het

PeaynkTat npoeepku

3aKpbITh

Puc. 7.10. NMpoBepka nogkntoyeHusa K SMTP-cepBepy
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Iposepims
Ceresoft aapec SMTP-cepaey
Topr SMTP-cepaepa

Wigpo

V' Ceprupuxares SMTP  smip-cer

v 9

Haseanve cepuucara  name

Puc. 7.11. Hactponka SMTP-cepBepa

Takke Bbl MOXETe M3MEHUTb aapec OTNpaBuUTEnNsl YBEAOMIIEHUA MO 3M1EKTPOHHOW MoyTe B
pasgene Cucrtema > PacwumpeHHble HacTpouku > CepBuc 3agaHuin > Hactpoikn smtp
coeauHeHMus.

V Cepsuc 3apaHvii  disp conf
BHyTpeHHwWiA NopT AucneTyepa 3afaHnii  port 7343
Xoct  host 0.0.0.0

v Hacrpoiiku smtp coeavHenna  smtp

Aapec otnpaeutena  sender dispatch@localhost

Puc. 7.12. Hactpownkun SMTP-coeanHeHus

,D,J'IFI y,EI,O6CTBa Bbl MOXETe NOAKIH4YUTb NnonyvyeHune yBeD,OMJ'IeHI/IVI OT cepBepa MOHUTOPUHIA
no SJ'IeKTpOHHOIZ no4yTe.

[lna aTtoro B pasgene Cucrtema > PaclumpeHHble HacTPoMku > HacTponku MOHUTOPUHra
> CepBep MOHUTOpPUHra > OnoBelleHUs ycTaHoBUTe naxok OTnpaBnsaTb yBeAOMIIEHUA
No 3NEeKTPOHHOWM NoYTe N 3aJaliTe 3Ha4YeHMs NapaMeTPOB:

OTtnpaBuTenb —agpec, ¢ koToporo 6yayT oTnpasneHbl coobuleHnd. Ytobbl HanTn coobLe-
HMSA OT cepBepa MOHUTOPUHIA, OTCOPTUPYMTE COODLLEHMS MO STOMY afpecy.

Appeca gna ornpaBKuM yBeAOMJIeHUM O nNpobnemMmax Ype3BblYanHOW KPUTUYHOCTU —
3MNEKTPOHHbIN aapec, Ha KOTopbIN ByaQyT NocTynaTh coobLUeHus 0 Npobrnemax Ype3BbiHaiHON
KPUTUYHOCTM.

Appeca ans oTnpaBKkyu yBeAOMITEHU O Npobriemax BbICOKON U CpeaHEeN KPUTUHHOCTHU
— 9NEKTPOHHBIN agpec, Ha KOTopbIn ByayT nocTtynatb coobLeHns 0 npobnemax BbICOKOM
N cpegHen KpUTUYHOCTH.

Appeca ans otTnpaBkKu yBeAOMIEHUN O NPobrieMax HU3KON KPUTUYHOCTU — SNEKTPOHHbIN
aZipec, Ha KoTopbIn ByayT nocTynath CoobLleHnsa o npobrnemax HU3KON KPUTUYHOCTMW.
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Solar webProxy ~ wp-4.4.0-997 ® &

Hacrpoiiku Vansi v posn MonHuropuHr XypHans: Cerestie coeatenus Mpuervms,
OcHoBHbIe HACTPOiAKM PacumperHbie HaCTpOKN

Vktepdeiic HacTpoiiku MOHUTOpMHTa

Coxpanume. Ormerme Moxassisatb onvcarive @ Bce HacTpoiiku

ep Mot
Basa fanHbix PostgreSQL © B/ no ymonuatnio @ Cneuvanshas 6
Mopr 10051

Karanor ¢ wab/ioHam MOHATOpWHra Jopt/dozor/lib/monitor-server/templates
B Buisoa omragouHoi MHpopmaumm el
MpoussoauTensHocTs  monitor performance
Onosewenns  monitor-server-alert

¥ OmpasnATh yBeAOMAEHMS N0 IAEKTPOHHOI NouTe  enable

Ompasurens monitoring-from@local
Aapeca AnA OTNPaBKM yBeAOMAEHWIA O NPOB/ieMaX UPE3BbIUAIIHON KPUTUUHOCTH t dozorfile.local
AAapeca ansi OTNPaBKy yBEAOMAEHMI O NPOGEMaX BICOKOW U CPeAHei KpUTUUHOCTH

AApeca Anf OTNPABKY YBEAOMAEHHIA O NPOBAEMEX HI3KOH KPUTUUHOCTH f info@dozorfile.

A3bIK ANA yBEAOMAEHWI  |as O Pyccxuii @ Asrnviickui

Puc. 7.13. HacTtpowka oTnpaBku yBe4OMJIEHUA OT cepBepa MOHMUTOPUHra
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Solar webProxy obecneumBaeT KOHTPOIb U ynpasneHve TpadgmKoM Nonb3oBaTernein He ToNbKO
B NPsIMOM, HO 1 B o6paTHoM pexume (Reverse proxy).

MpumeyaHue

Pexxum obpamHozo npokcu noddepxxusaem morsbko HTTPS-coeduHeHus.

Pabota B o6paTHOM pexume no3sonsaeT NybrnmkoBaTb BHYTPEHHWE pecypCbl OpraHM3auumn Ha
BHELUHME UCTOYHUKN. Hanpumep, ¢ nomoLLbio 06paTHOro NPOKCK OpraHM3aumns MOXeT npego-
CTaBWUTb JOCTYN K KOPNOPaTMBHOM MOYTE CBOUM COTPYAHMKAM, HaxogsawmMMcs 3a npeaenamm
opraHmsaumu. Npn atom Solar webProxy nposepsieT n 6rokmpyeT annbl ¢ KOHULEHUNANLHON
NMHopMaLmen npu nx Boirpyske. MoxHo onybrnvkoBaTb Kak O4WH, Tak U HECKOSbKO PeCcypCcoB.
KonnyecTtBo pecypcoB He orpaHuyeHo.

MpumeyvaHue

lNeped Hacmpolkol 0bpamHO20 MPOKCU MpPo8epbme Hanudyue nuueH3uu Ha amom modynb. Ecnu
JluUeH3usi omecymemeyem, 3aspy3ume ee 8 OKHe ¢ UHghopmayueli O TUYEH3UU C MOMOUWbI KHOMKU
3aepy3umsb nuyeH3um.

Ecnu nybnukyemsbil pecypc docmyrieH rio rnopmy 443, Heobxodumo usmeHums rnopm play-server c
443 Ha nobol dpyeoli (Hanpumep, 8443) u e OanbHeliwem ucronb3o08ame e20 0151 docmyna 8 2pa-
guyeckuli uHmepgpelic: https://<IP-adpec cepeepa Solar webProxy>:<nopm>.

[na Hactponkn Solar webProxy B o6paTHOM pexume:

B pasgene Cuctema > Y3nbl U ponu HasHaybTe BblOpaHHOMY y3ny porib OGpaTHbIN
NpPOKCH.

B paspene Pabora cucrtembl > O6paTHbIM NpPOKCU-cepBep (reverse-proxy.json)
OCHOBHbIX HACTPOEK KOHGMIrypaumm B cekumm HacTporkn MCTouHuKa BbIGeEpUTE AOCTYMHOCTb
No BHELUHEMY NPOTOoKony 6e3onacHoCTy:

HTTP — npu goctyne nssHe Ha onyGnNnMKOBaHHLIN BHELLHUI agpec, nepeHanpasnsieMbli
K BHYTPEHHEMY pecypcy, obpalleHne byaet Tonbko no HesawmweHHomy HTTP-npoTto-
KoMy C UCnornb3oBaHUeM nopTa A5 He3alnLLEeHHOro CoeqUHEHNS.

HTTPS — npu gocTyne M3BHe Ha onybnmMKoBaHHbIN BHELLHWI adpec, NnepeHanpaBnsembli
K BHYTPEHHEMY pecypcy, obpalleHne ByaeT Tonbko no sawmeHHomy HT TPS-npotokony
C MCNONb30BaHNEM nopTa A8 3aLULLEHHOTO COEANHEHNS.

HTTP_AND_HTTPS — npu goctyne ussHe Ha onyGnmnKoBaHHbIN BHELLHWI agpec, nepe-
HanpaBnsieMbl K BHYTPEHHEMY pecypcy, Aonyckaerca obpalleHne kak no npoToKosny
HTTP, tak u HTTPS.
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YkaxuTe napameTpbl HACTPONKM B pasaene Pabota cucrembl > O6paTHbIN NPOKCU-CepBep
(reverse-proxy.json) OCHOBHbIX HACTPOEK KOHbUrypauum B cekunmn HacTpomkm nCTovHMKa
> BHyTpeHHUM agpec cepBuUca:

CeteBom agpec (host) — ceTeBon agpec BHYTpPEHHEIO pecypca, K KOTOPoMY HEOBX0AMMO
npegocTtasnTb ocTyn. Heobxoanmo ykasatb IP-agpec nnn OMeHHOe NMs BHYTPEHHETO
pecypca.

MopT (port) — nopT ny6nnkyemoro pecypca. 3Ha4yeHne no ymonyaHuto: 443.
Ceptudukar (certificate) — ceptucpmkat ana pabotbl 06paTHOro NPOKCHK.

MpumeyaHue

MoxHo ucnonb3o8amse kak cobcmeeHHbIl cepmucghukam, mak u cepmucgbukam, nocmaesnsiembit
C MPOOYKMOM.

TaKkxe MOXHO C2eHepuposamb cepmuguKam 8py4Hyto U UMIOPMuUposams €20 C MOMOUWbIO
KHOMKu 3azpy3ums (cM. 8.2).

lpu ucronb3o8aHuUU c8oe20 cepmugukama, nodrnucaHHo20 ueHmpom cepmugpukayuu (CA),
Heobxo0umo dobasume e20 8 CriuCOK O0BEPEHHbIX KOPHEBbLIX UEHMPO8 cepmugukayuu. IHade,
npu nepexode Ha pecypc, 8 bpaysepe omobpasumcs ysedomrieHue 0b owubke cepmugbukama.

MopT ANnA 3awmEeHHOro coegnHeHus (reverse-proxy-port) — nopt o6paTHOro NPoKcu
npwv ykasaHum nopta HTTPS B paszgene O6paTHbIN npokcu-cepBep > Hactponku uc-
TOYHMKa > [10CTYNHOCTb MO BHELUHEMY NPOTOKony G6e3onacHocTU. 3HayeHue no
ymon4yaHuio: 8444.

MopT AnsA He3awmMLeHHOro coeanHeHus (reverse-proxy-http-port) — nopt o6parHoro
npokcu npu ykasaHum nopta HTTP B pasgene O6paTHbIn Nnpokcu-cepsep > Hactponku
MCTO4YHMKA > [I0CTYNHOCTb MO BHELWHEeMY NPOTOKosy 6e3onacHocTU. 3HayeHne no
ymonyanuio: 8445.

HacTpofiku cTourua  target
N example.com

BHelHWA aipec cepsuca pu ne example.com

JoctynHocTs no Brewremy npotoxony GesonackocTn  externa de HTTPS

BHYTPEHHNA aApec cepenca

Cetesoftappec  host example.com

Mopr  port 443

¥ Vcnons3osath SSL

CepTumkar  ce:

TIOPT AN 33LYMUIEHHONO COEAMHEH IR

MopT AR HE3ALWMILEHHOTO COBAMHEHHA

Puc. 8.1. NapameTpbl HACTPONKU OOPATHOro NPOKCHU

YctaHoBute cnaxok Ucnonb3oBatb SSL, 4ToObI 06palleHne K BHYTPEHHEMY pecypcy
6bIr10 NOo 3awuLLeHHOMY coeguHeHuto (npotokony HTTPS). MNpu cHaTom chnaxke obpalleHne
K BHyTpPEHHEMY pecypcy ByaeT no HesalwmLeHHOMY coeanHeHmnto (npotokony HTTP).

161



Mpume4vaHue

lpu Hacmpolike docmyna 4Yepe3 obpamHbIl npokcu o npomokoray HTTPS dns nocmpoeHus
npasusbHOU yernodyku Heobxodumo dobasumb cepmuchbukam rybriukyemoao pecypca 8 pasderne
Cucmema > PacwupeHHbIe Hacmpolku > ®unbmpayusi u KawupoeaHue mpaghuka > Punb-
mpauyus u aHanu3 mpacghuka nosnb3oeameJiel > [JoeepeHHbie cepmuguKkamail.

[na coxpaHeHus u NpMMeHeHNst HacTPoeK NnocrefoBaTenbHO HAaXMUTE KHOMkM CoxpaHUTb
n MpUMeHUTL.

HacTpownTte ayteHTumkaumto.

MpumeyaHue

Pexxum obpamHoeo npokcu noddepxusaem mosbko Basic u NTLM aymeHmugbukayuro.

Ana MuHUMansHoM paboTbl C KOHCONbIO, €CN 0BpaTHLIN NPOKCK 3anyckaeTca Ha master-
y3ne, B pasgene Cucrema > PacwupeHHble HacTponku > UHTepdenc > CepBep BeO-
umHTepcenca B none MNMopTt cepBepa ANA coeaUHEHUA NOMEHSNTE 3HadYeHne ¢ 443 Ha
8443.

B pasgene Monutuka coopmmpynTe NnosIMTUKY KOHTEHTHOM hunsTpaunn.

MpumeyaHue

lMonumuka ¢hunbmpauuu 8515 NPSIMO20 U 0bpamHoeo pexxuma pabomel cucmeMs| 16r19emcs obuwjed.
O0Hako 8 06pamHoOM pexxume o yMorn4YaHu HacmpoeHo 8ckpbimue HTTPS-mpadbuka.

lMpu gpopmupoeaHuu nonumuku 05151 06pamHoO20 rPokcu e pazdene Cucmema > Paboma cucmembi
> O6bpamHbIlil NPOKcU-cepeep OCHOBHbIX HACMPOEK KOHGUaypauuu 8 cekuyuu Hacmpolku uc-
MmoYHUKa Heobxo0uMO yKa3bieamb 8HeWHUU adpec cepeauca (public-hostname).

[nsa npoBepkn paboTbl 06paTHOrO NPOKCK C ponblo 06paTHOro Npokcy B BGpaysepe nepen-
AunTe Ha agpec nybnukyemoro pecypca, Hanpumep, Ha KopnopaTtueHyto nodty webmail.rt-
solar.ru.

[o6aBnTb HOBLIV NYGNUKyEMbIA PECYPC MOXHO OAHUM U3 CrocoboB:
HaxaB kHornky [lo6aBUTb;
CKOMMPOBAB Y)Xe CYLLECTBYHOLLMIN PECYPC 1 U3MEHMB NapamMeTpbl HACTPONKM.

MpumeyvaHue

O6b14HO Ha 00HOM IP-adpece pasmewaemcsi 00UH pecypc. Ho bbiearom cumyauyuu, Koeda HeCKOIbKO
pecypcos pasmeuieHbl Ha 00HOM IP-adpece. Oba criy4dasi pabomocrnocobHsbI.
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HacTpoRkM HCTOuHMKG  target

example.com

BHewnwA anpec cepanca  public-hostname example.com

TOCTYNHOCTS N0 BHELLIHEMy NPOTOKONY GesonacHocTW  external-secure-mode HITPS

~ BHyTpeHHWA anpec cepauca  reverse-proxy-target-connection

Cereson anpec

v HacTpORKN UCTONHKD

example.com

BewnwA anpec cepauca  public-hostname example2com

JlOCTYNHOCTS 110 BHelWHeMy NPOTOKONY 6€30NaCHOCTH

 BHyTpeHHWA aapec cepeuca  reverse-proxy-target-co

TIOPT /Y15 HESaUMILIEHHOTO COeAMHEHNS

Puc. 8.2. Heckonbko ny6nmkyemMbix pecypcoB

Ecnne opraHmnsauunn ecTtb cobCTBEHHbIN yﬂ,OCTOBepﬂlOLLI,VIIZ LEeHTp, MOXHO NCNosfib3oBaTb €ro
CepTI/Id)I/IKaT anda 06paTHOFO MPOKCH.

[ns Beinycka ceptudpukata ¢ nomotpto YL, Windows B CLI:
Ha APM ¢ OC Linux B CLI BbinonHuTe criegyowime gencTeus:

CreHepupyWTe KoY, UCMOonb3ys O4HY M3 KOMaHz, (B 3aBUCMMOCTM OT BbIGpaHHOro anro-
puTMa WwundpoBaHns):

RSA:

# openssl genpkey -out wp.key -algorithm RSA -pkeyopt rsa_keygen_bits:2048
ECDSA:

# openssl genpkey -out wp.key -algorithm EC -pkeyopt ec_paramgen_curve:P-256

Cdopmmpyrite dann koHdurypauumn wp.cnf ansa cosgaHna 3anpoca Ha NOANUCh CEPTU-
dukata (CSR) 1 3anonH1Te ero gaHHbIMMU:

[req]

prompt = no

distinguished_name = dn
req_extensions = ext

input_password = PASSPHRASE

[dn]

CN = webmail.rt-solar.ru

emailAddress = webmaster@rt-solar.ru
O = Solar Security

L = Moskau
C=RU
[ext]

subjectAltName = DNS:webmail.rt-solar.ru

BblaeneHHble 3HavyeHu s napamMeTpoB 3aMEeHUTE Ha aKTyallbHble 3Ha4eHUA B OpraHn3aunn:
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CN — FQDN cepBepa, Ha KOTOPOM NPOUCXOANT Nybnukauus;
emailAddress — KOHTaKTHbIN agpec aNeKTPOHHOW NOYTbI OpraHn3auunm;
O — HasBaHWe opraHM3auuu;
L — Ha3BaHve ropoaa, B KOTOPOM pacrnorioXeHa opraHv3aums;
C — 0ByxOYKBEHHbIN KOO CTPaHbl;
subjectAltName — FQDN ny6nukyemoro pecypca: DNS.
CreHepupynte CSR:
# openssl req -new -config wp.cnf -key wp.key -out wp.csr
Ha APM ¢ OC Windows BbInonHuTe cnegytowmve 4enCTBUS:
Ckonnpynte CSR Bo BpemMeHHbIN kaTtanor Ha APM ¢ Windows, Hanpumep, B c:\wp.csr.
CreHepupynTte ceptudukar n3 CSR:
# certreq -submit -attrib "CertificateTemplate: WebServer" c:\wp.csr

CoxpaHuTe BO BpeMeHHbIN kaTanor Ha APM nonb3oBartens ceptudukaT ¢ UMeEHEM wp.cer
n BblbepuTe B OTKpbIBLLIEMCS OKHe Mony4utb PEM.

Bbirpyaute ceptudpmkat YL, nogunHeHHoro YL (npyn Hanuumn):
# certutil -ca.cert c:\ca.cer
# certutil -subca.cer c:\subca.cer
Ha APM ¢ OC Linux B CLI BbinonHute criegyowimne gencTeus:
CkonBepTupymte ceptudukat YL n nogumHenHoro YL, (npn Hanuunn) B chopmat PEM:
# openssl x509 -inform der -in ca.cer -out ca.pem
# openssl x509 -inform der -in subca.cer -out subca.pem
O6beanHuTe Kntod ¢ ceptudukatom YL n nogumHeHHoro YL (npu Hannuunm):
# cat wp.key wp.pem ca.pem subca.pem > webmail.pem

MpumeyaHue

Lns koppekmHoU pabombi pecypca 8 yernodke cepmughukamos makxe O0/KeH npucymecmeosams
3akpbimbil kitod (PRIVATE KEY) pecypca, kK komopomy ripedocmasrissemcsi docmyr.

B GUI Solar webProxy BbinonHuTe cneayoLline 0encTBUS:

B pasgene Cucrtema > PaclumpeHHble HacTPOMKKu > OunbTpaums U K3WMpoBaHue
Tpaduka oTkponTe cekumo O6paTHbIN NPoKcu > HacTPOMKM NCTOUYHMKA.
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B ctpoke CepTtudmkar Haxxmmnte KHOMNKy 3arpy3uTb chaunn.

B oTKpbIBLIEMCS OKHe NpoBoAHMKa BblbepuTte cann ¢ ceptudpmkatom (webmail.pem) n
HaxkmuTe kHornky OTKpbITh. ECnn cepTudukat ycneLwHo 3arpyxeH, B norne Ceptudukar
oTobpasnTca Hagnucb 3arpyxeH cepTudukar.

CoxpaHute 1 NPUMEHUTE HACTPOWKMN KOHUrypaumm, nocrnenoBaTtenbHO HaxaB KHOMKM
CoxpaHuTb 1 NMpUMeHUTb.

[ns npoeepku paboTbl 06paTHOro NPOKCK C poribio 06paTHOro NPoKcK B bpaysepe nepem-
aunTe Ha agpec nybnukyemoro pecypca, Hanpumep, Ha KopnopaTtueHyto nodyty webmail.rt-
solar.ru.

B Solar webProxy 3arpyante SSL-cepTtudmkat MoxHoO Tonbko B popmate PEM. Ecnn cepTu-
dukat B gpyrom coopmate (Hanpumep, DER, P7B, PFX), ero MOXXHO KOHBEPTUPOBATL B HY>KHbIW
dopmar.

OpenSSL — HageXxHbI NONHOMYHKUNOHANBHBIA MHCTPYMEHT Ans paboTbl C NPOTOKONamm
Transport Layer Security (TLS) n Secure Sockets Layer (SSL). KoHBepTaumsi ¢ UCNomnb30BaHNEM
6ubnunotekn OpenSSL cuntaetcs ogHMM 13 cambix 6e3onacHbix cnocoboB: Bce AaHHble ByayT
COXpaHeHbl HENOCPEACTBEHHO Ha YCTPONCTBE, HA KOTOPOM OyayT BbINOMHATLCA onepauum no
KOHBEPTUPOBAHUIO.

YUTtoObl ckoHBEpTUPOBaTL cepTudukaTt B dopmat PEM ¢ nomoulbto OpenSSL, Ha APM ¢ OC
Linux B CLI BbInONHUTE cnegytolime KoMaHabl:

Ona dopmarta DER:

# openssl x509 -inform der -in site.der -out site.pem
Ona dopmara P7B:

# openssl pkcs7 -print_certs -in site.p7b -out site.pem
Onsa dopmata PFX:

# openssl pkcs12 -in site.pfx -out site.pem -nodes

MpumeyaHue

Takxxe 8bl MOXxxeme ucrofib3o8amb ckpurnm openssl-toolkit. Paboma ¢ amum ckpunmom sierisemcs
b6e3onacHbiM peuweHUeM, m.K. cepmugbukamal U UX KITHOYU UCOb3YHOMCS UCKTIOYUMEbLHO Ha sawem
cepsepe.

Ceptndumkatbl B popmate PEM moryT ObiTb € paclumpeHuamu .pem, .crt, .cer, .key. YTobbl
CMeHUTb pacwmpenne, B CLI BbinonHuTe cnegyowmne KomaHabl:

# openssl rsa -in server.key -text > private.pem

# openssl x509 -inform PEM -in server.crt > public.pem
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# openssl x509 -in certificate.cer -outform PEM -out certificate.pem
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9. lononHutenbHble HacTponku Solar webProxy

9.1. HacTtpounka cepBuca skvt-wizor

Bbl  MoOXeTe ynpaBnsaTb napameTpamu  3anycka cepBuca  skvt-wizor B daune
lopt/dozor/service/skvt-wizor/run ¢ noMoLLbO KOMaHA;

o # -XX:+HeapDumpOnOutOfMemoryError
— cospgaTtb ¢ann dopmara HProof npn HexBaTke onepaTtMBHON NamMATy;

o # -XX:HeapDumpPath=/var/tmp
— yKasaTtb nNyTb Ansi XxpaHeHus darna dopmara HProof;

o #-Xmx${MAX_MEMORY}m
— 3agaTb MakcMMarbHbIN 06beM onepaTnBHOM NaMsT, NCnonb3yemon skvt-wizor. Hanpumep,
4yTOGbI 3agaTb 06em onepatmeHon namaTn B 60 6, ncnonb3ynte kKoMangy
# -Xmx60g

MpumeyaHue

Ecnu 3HauyeHue napamempa MAX_MEMORY 6ornbwe obbema docmyrnHoU onepamusHoU namsmu
8 OC, cepsuc skvt-wizor He 6ydem pabomame.

BbiOensis bonbwuli o6bem onepamueHoOU namMsmu, ucronb3yemol skvt-wizor, e2o mMoxem He
xgamumb 05151 dpyaux npoyeccos OC unu rnpozpamm.

9.2. HacTpouka xxypHanmpoBaHusa coobLeHnnn cepeucoB skvt-wizor
n skvt-play-server

Mpn HeO6XOAMMOCTM MOXHO OpraHM3oBaTh 3anucb coobueHni cepsucos skvt-wizor n skvt-
play-server B pann syslog-ng v B oTaenbHbIA dhann.

9.2.1. HacTpowuka xypHanupoBaHusi coobLieHumn cepsuca skvt-wizor B chann
syslog-ng

[1na HacTpoWkKM XXypHanMpoBaHusa coodeHunn cepauca skvt-wizor B hann syslog-ng Bbinorn-
HWUTe crneayoLwme 0eNCTBUS:

1. B pasgene Cuctema > PaclumpeHHble HacTpouku > PuUnbTpauusa U KIWmMpoBaHue
Tpacdhuka > dunbrpauma n aHanus Tpaduka nonb3oBarenen > dopmartbl 3anUcu B
syslog BLIGepuTe hopmaTt 3anmcu B CUCTEMHbIN XypHan cooblueHuni (access-log, siem-
log, cef-log nnum ip-translation-log) (cm. Puc.9.1).
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v dopmartbl 3anucu B syslog  syslog

B 3anuice npeobpasosanus IP-anpeca uctounuka (Gopmar SIEM)  ip-translation-log

B 3anuce xypHana sanpocoe B popmare ACCESS  ac

B 3anuice xypHana 3anpocos B popmare CEF

¥ 3anuck XypHana 3anpocoB B ¢opmare SIEM

Puc. 9.1. Bei6op chopmaTta 3anucu xxypHana

MpumeyaHue

Lna 6eicmpozao docmyna K meKywum HacmpoulKkam XypHarnos ucronb3ytime meHro Cucmema >
OcHoeHble Hacmpolku > XypHanupoeaHue, cekyuss unbmpauyusi u aHaau3 mpaguka

nosnkb3oeameJied.

[anee npuBeaeHo onvcaHue nonen kaxxaoro hopmaTa 3anncen B CUCTEMHbIN XXypHar.

Tabn. 9.1. OnucaHue nonewn coobweHun B chopmarte access-log

lMone coobuLue- OnucaHune
HuA

<date time> [ata n Bpems co3gaHuns 3anucuy xypHana syslog
<host> Mms komnbroTepa (MCTOYHMKA)
java CunctemHas cnyxba java
reqTime Bpemsa Hauyana 3anpoca (float unix time)
filterTime O6Lee Bpems 06paboTku 3anpoca B MUMNMMCEKYHAAX
accountlP IP-appec ncrouHuka (c yyetom XFF)

filterStatus

Koa coctosHuna HTTP-y3ana dpunsrpaumm

responseSize

Pa3mep Tena oteeta

method HTTP-meton (GET, POST)

url URL 3anpoca

user VM5 aBTOpM30BaHHOrO Nornb3oBaTensi

user-agent MHdopmauusa o 3anpoce

serverHost IP-agpec pecypca HasHadyeHus

mimeType MIME-Tun oTBeTa (ecnuv oH onpeaerneH) — cM. Mpunoxenne E.2

Mpumep 3anuncu us xxypHana sanpocos B syslog-ng:

Jan 23 17:06:22 avm118 java: 1327323982.533 13 10.31.6.126 TCP_MISS/200 2779 GET
http://lenta.ru/news/2012/01/23/shortsightedness/ Printed.htm DIRECT/81.19.85.116 text/html
Mozilla/5.0 (compatible; Yahoo! Slurp; http://help.yahoo.com/help/us/ysearch/slurp)

Tabn. 9.2. OnucaHue nonen coob6weHun B chopmarte siem-log

MNMone coobuye- OnucaHue
HUs
<date time> [ata n Bpems cosgaHusa 3anucu xxypHana syslog
<host> Mmsa komnbloTepa (MCTOYHUKA)
java CucrtemHas cnyxba java
acc-domain [loMeH ncTovHuka
acc-groups HasBaHue rpynn uctoyHuka ns flocse

O SOLAR

168




Mone coobue-

HUsA

OnucaHue

acc-ip IP-agpec nctoyHuka

acc-name PeanbHoe ums nonb3oBaTtens, ecnv oH ayTeHTuduumposaH 1 cnyxbta [locbce ycnewHo
npegocTasuna no Hemy MHOpPMaLmIo

acc-port MopT McToYHMKa

acc-upn UPN nonb3oBatens (ecnv ayTeHTudrkaums none3osarens bbina BeiNofHeHa AOMEHHbIM

cnocobom 1 cepBep AOMEHHOW ayTeHTudMKaumm Bo3spaTtun norvH B hopmate UPN)

acc-windows-login

WIN-login nonb3oBaTtens (ecnu ayTeHTudunkaumsa nonb3oBartens Obina BbIMOMNHEHa A0-
MEHHbIM CMOCOOOM 1 CepBeEP AOMEHHOM ayTeHTMdMKaLMN BO3BPATWA NOrMH B hopmarte
WIN-login)

auth-method

CpabortaBLumnin meTof ayTeHTUdUKkaunm nons3osarens

bytes-in-body

O6bem ckavaHHbIX (MONy4YeHHbIX) AaHHbIX (B)

bytes-out-body

O6bem 3arpyXeHHbIX (OTNpaBneHHbIX) AaHHbIX (B)

dpi-dissector

Cnincok onpegeneHHbix NDPI-gnccekTopoB, ecnu nx 4eTeKTMpOBaHne NpoLUro YCreLHo
1 Tpadhuk B cOcTaBe AAHHOrO 3anpoca OTHOCUTCH K HeobpabaTbiBaemomy

flt-categories

Kateropuu domnstpaumm nonutukm

flt-codes Kog cpunbrpaumm nonutukm (cm. Mpunoxernune OnucaHue HTTP-kodoe chunsmpayuu)
flt-policy HasBaHue cpaboTaBLiero cnost NONNTUKN ounbTpaLmm
flt-reason MpuyunHa punsTpaumm

flt-routing-actions

MaccuB TEKCTOBbIX METOK, Kaxaas N3 KOTopbix AobaBnseTca npun cpabaTbiBaHUM 4ENCTBUN
B cnoe MapwpyTtusaumsa coeguHeHUn

flt-rules HasBaHus npaBun NONUTUKN, KOTOPbIE GbINM NPUMEHEHBI NpU hUNLTpauUmMm

flt-status Kopg coctosinua HTTP-y3na dunsrpaumm

ftp-cmd Komanga FTP, ecnu Solar webProxy pabotaet B pexume dunsrpauum FTP-Tpadmka

flt-time Bpewms, notpayeHHoe Ha o6paboTky 3anpoca, cuMTaeTcs Kak pasHuua Mexay Havyanom
1 3aBepLUEHNEM 3anpoca, BbIPaXaeTcsd B CEKyHAaX

icap-error O6Lwee Bpems 06paboTku 3anpoca B MUNMMUCEKYHAAX

proxy-type Tun ucnonb3yemoro npotokona (HTTP nnu SOCKSS5)

reg-hostname

CeTeBoe nmsa pecypca HasHavyeHust

reg-keywords-rep

Ortyet no HaIZ,D,eHHbIM Kno4eBbIM CrioBaMm, Npu BKIKOYEeHHOM cneunanmn3nposaHHOM ,qe17|-
CcCTBUN

req-method

HTTP-meTopg 3anpoca

req-pathname

MyTb 3anpoca

req-port

MMsa nopTa HasHayYeHUs Ha LiefieBoM cepeepe

reg-protocol

MpeHTndmkatop npoTokona 3anpoca

reg-query

MapameTpbl 3anpoca

reqg-referer

3HayeHne HTTP-3aronoska Referer

reg-time

Bpemsa npuema 3anpoca Ha ctopoHe Solar webProxy (B cekyHaax, UNIX-timestamp)

reqg-url

MonHeii URL-agpec 3anpoca

req-user-agent

MHdopmauusa o 3anpoce

res-comment

KomMMmeHTapui oT cpaGoTaBLLErO YCIOBUS (ECINI OHO CoAepKario KOMMEHTapPUIA)

res-datatype

MIME-tun oteeta (cm. Mpunoxenwne E.2)

res-ip Yuncnosoe npeacraeneHune IP-agpeca HasHayeHus

res-status Kop, otBeTa cepsepa

log-mark Cnncok MapkepoB, fo6aBNeMbIX crneumanbHbIM YCIOBHBIM AeNCTBUEM
traf-mode Pexvm HanpasneHus Tpaduka: npsmon (forward)/obpaTtHein (reverse)
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Mone coobuie- OnucaHue

HUsA

x-virus-id MaoeHTudmkatop Bupyca (3HavyeHue B 3aronoBkax x-infection-found n x-virus-id, korga
cepsep ICAP (aHTMBMpYC v necoyHnua) Bo3spallaet oteet 403)

[Npumep 3anucu na xxypHana 3anpocos B syslog-ng:

Feb 2 16:49:55 wp java: [acc-domain:LDAP_USERS] [acc-groups:] [acc-ip:10.201.65.189]
[acc-name:idf] [acc-port:57348] [bytes-in:0] [bytes-out:0] [flt-categories:0] [flt-codes:11,0,0,2]
[flt-policy:Test_layer1] [flt-rules:https,Mepexon k cnoto Icap Response Icap Request,lMepexon k cnoto
Test_layer1,Test1] [flt-status:403] [flt-time:8] [reg-hostname:gitlab.solar.local] [reg-method:GET]
[reg-pathname:/favicon.ico] [reg-protocol:https] [reg-query:]
[reg-referer:https://gitlab.solar.local:8444/users/sign_in] [reg-time:2023-02-02T13:49:55.6667]
[reg-user-agent: Mozilla/5.0 (compatible; Yahoo! Slurp;
http://help.yahoo.com/help/us/ysearch/slurp)][res-datatype:application/skvt-unchecked]
[res-ip:10.199.28.7] [traf-mode:reverse] [x-virus-id] [reg-port:8444] [flt-reason:URL(gitlab.solar.local)]

Tabn. 9.3. OnucaHue nonen coobweHun B chopmare ip-translation-log

Mone coobLie- OnucaHue
HUA
<date time> [ata n Bpems cozgaHusa 3anvcu xxypHana syslog
<host> Mmsa komnbloTepa (MCTOYHUKA)
java CuctemHas cnyxba java
acc-ip IP-agpec nctoyHuka
acc-port MopT ncrovHuka
reg-proxy-ip IP-agpec npokcu-cepeepa
req-proxy-port MopT npokcu-cepBepa
flt-ip IP-agpec y3na dpunsrpaumm
flt-port MopT y3na dunsrpaumm
res-ip IP-agpec pecypca HasHadYeHus
res-port MopT pecypca Ha3HayeHus
sys-time CuctemHoe Bpems B munnucekyHaax (UNIX-timestamp), Bo Bpems kotoporo 6bin cdop-
MUpOBaHa CTpOKa B XypHane
transport-protocol [Tun ceteBoro TpaHcnopTHoro npotokona (TCP nnn UDP)

Mpumep 3anucy 13 XypHana 3anpocos B syslog-ng:

Jul 6 12:08:08 tyur java: [sys-time:2021-07-06T09:08:08.985Z] [transport-protocol: TCP]
[acc-ip:10.199.177.212] [acc-port:53337] [req-proxy-ip:10.201.29.113] [req-proxy-port:2270]
[flt-ip:10.201.29.113] [flt-port:33824] [res-ip:10.199.30.12] [res-port:443]

Tabn. 9.4. OnucaHue nonen coobweHun B chopmare cef-log

Mone coobuweHus HasBaHue label-nons 3Ha4yeHue label- OnucaHue
nons

<date time> [aTa n Bpems co3ga-
HUS 3anncu XXypHana
syslog

<host> Mms komnbtoTepa (1c-
TOYHMKA)

app MpoTokon (cxema) 3a-
npoca
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Mone coobuweHus HasBaHue label-nonsa 3HauyeHue label- OnucaHue

nons

dpt Mwmsa nopTta HasHade-
HAS Ha  LEeneBoM
cepeepe

dst IP-agpec cepBepa, no
KOTOPOMY NPOM30LLINO
dakTM4eckoe NogKmno-
YeHue

java CuctemHas cnyxba
java

cs1 cs1lLabel reqPathname MyTb 3anpoca

cs2 cs2Label reqQuery MapameTpbl 3anpoca

cs3 cs3Label resComment KommeHTapuii k pecyp-
cy (ecnu oH cogepXxuT-

Cs B CNpaBOYHUKE, U
emy 6bin npucBoeH

KOMMEHTapui agMUHK-
CTpaTopom)
cs4 cs4lLabel accDomain [loMeH ncToYHmKa
csb5 cs5Label accGrouplds Cnuncok ngeHTndmrka-

TOPOB rpynmn Nonb3o-
BaTens, ykasaHHbIX B
cnyx6e Jocbe

cs6 cs6Label accGroupNames Hassanue rpynn wuc-
TOYHMKa 13 [locbe

cs7 cs7Label accld YHUKanbHbIA MOEHTU-
dukaTop nonb3oBare-
nsi, ecnu nonb3oBa-
Tenb naeHTnduLmpo-

BaH
cs8 cs8Label acclogin JlornH nonb3oBaTtens
cs9 cs9Label acc-windows-login WIN-login none3oBarte-

nsa (ecnu ayteHTUU-
Kauus nonb3oBartens
6bIna BbINonHeHa Ao-
MEHHbIM cnocobom u
cepBep  [OMEHHOW
ayTeHTUdVKaLmMmM BO3-
BpaTun fnoruH B chop-
mate WIN-login)

cs10 cs10Label accUpn JlorH nonb3oBartens
B cbopmate UPN

cs11 cs11Label fitlp Apnpec ysna cdunesrpa-
uun

cs12 cs12Label logMark Mapkep, pobGaensie-

MbliA B XXypHan npu
cpabaTbiBaHUM Npasu-
na nonuTHKM

cs13 cs13Label trafMode Pexum HanpaBneHus
Tpadwmka: npsMon
(forward)/obpaTtHbiv
(reverse)

cs14 cs14Label reqProxylp JlokanbHbI y3en ceTe-
BOrO COKeTa, B3anMo-
OENCTBYOLLIErO c
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Mone coobuweHus

HasBaHue label-nonsa

3HauyeHue label-
nons

OnucaHue

CepBepoM  HasHade-
HUA

cs15

cs15Label

virusld

MpeHtudmkartop Bupy-
ca (3HadveHve B 3aro-
noekax  Xx-infection-
found u x-virus-id, ko-
roa cepsep ICAP (ak-
TUBMPYC UMW NECOYHU-
Lua) BO3Bpallaer oT-
BeT 403)

cs16

cs16Label

authMethod

CpaboTaBLunii MeTop,
ayTeHTMdUKaumnm
nonb3oBarens

cs17

cs17Label

dpiDissector

Cnucok onpepeneH-
Hbix nDPI-anccekro-
poOB, eCiN UX AETEKTU-
poBaHue npoLuso
ycnewHo u Tpaduk B
cocTaBe [aHHOro 3a-
npoca OTHOCUTCH K
HeobpabaTbiBaemMomMy

cs18

cs18Label

icapError

O6wee Bpemsa obpa-
60TKM 3anpoca B Murn-
nmcekyHaax

cs19

cs19Label

trafType

Mmeetr gBa uenbHO-
YUCINEHHbIX 3HAYEHNI:
0 — Tpadhuk He Tapu-
duumpyembi, 1 —
Tpaduk TapuduLmpy-
eMblIi

cs20

cs20Label

proxyType

Tun ncnonb3yemoro
npotokona (HTTP unun
SOCKS5)

cs21

cs21Label

reqKeyWordsReport

OTy4eT No HaaEeHHbIM
KIOYEBLIM  CriOBaM,
Npv BKIMOYEHHOM Cre-
LManm3anpoBaHHOM
OencTBnmn

cs23

cs23Label

ftpCmd

KomaHpa FTP, ecnn
Solar webProxy pa6o-
TaeT B pexvume unb-
Tpauun FTP-Tpacuka

cni

cnilLabel

reqBodySize

Pa3wmep Tena 3anpoca

(B)

cn2

cn2label

reqHeaderSize

O6wmn obbem cek-
umn HTTP-3aronoso-
KOB B COCTaBe 3anpo-
ca B balTtax

cn3

cn3Label

resBodySize

Pasmep Tena oteeta
ot cepaepa (b)

cn4

cn4Label

resStatus

CTtaTtyc BbINOMHEHUS
3anpoca/oTBeTta

cnd

cn5Label

fltPort

SRC-nopt Ha ysne
dunsTpauun
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Mone coobuweHus

HasBaHue label-nonsa

3HauyeHue label-

nons

OnucaHue

cnb6

cn6Label

fltStatus

Koga coctosiHna HTTP-
y3na gunsrpauum

cn7

cn7Label

reqProxyPort

MopT obpalleHusa Ha
npokcu

cn8

cn8Label

fltTime

Obwee Bpems obpa-
6OTKM 3anpoca B MUS-
nMcekyHaax

flexString1

flexString1Label

regDatatype

Tun nepenaBaeMbix
JaHHbIX B COCTaBe 3a-
npoca

flexString2

flexString2Label

reqHostname

CereBoe nms pecypca
Ha3Ha4YeHund

flexString3

flexString3Label

resDatatype

MIME-Tun oteeta (cm.
MpunoxeHune E.2)

flexString4

flexString4Label

fltCategories

KaTteropun dunerpa-
LM NONMUTKKN

flexString5

flexString5Label

fltHost

Mwms yana, obpaboTas-
LLEero 3anpoc Mnosb3o-
BaTens

flexString6

flexString6Label

fliLayers

MepeyeHb cnoes no-
TNINTUKN, KOTOpble Obl-
NN NPUMEHEHBI K Tpa-
duky (3anpocy 1 oTee-
Ty)

flexString7

flexString7Label

fltPolicy

HasBaHue cpaboTtas-
LIero crnosi NonuTUKN
dunsTpauun

flexString8

flexString8Label

fltRoutingActions

CobbITus crnost
MapLupyTusauus co-
eaAuHeHun

flexString9

flexString9Label

fltRules

HasBaHwnsa npaBun no-
TNUTUKK, KOTOpblE Obl-
N MpUMEHEHBbI Npu
dunsTpaummn

requestClientApplication

[aHHble  3aronoeka
3anpoca User-agent,
B KOTOPOM HaxoAuTCsA
WHdOpMaUns O Knu-
€HTCKOM YCTPONCTBE,
C KOTOPOro NpOUCXO-
OUT OOCTYyN B UHTEP-
HeT

requestMethod

HTTP-metog 3anpoca

reason

Pesynbrat cpabotas-
LLEro yCroBusi, COCTO-
UT 13  HasBaHus
dunsTpa  MNOMUTUKK
K® un cywHocTewn, no-
naBLUUX MoA yCroBue

request

MonHbin URL-agpec
3anpoca

requestContext

OaHHble HTTP-3aro-
noBka 3anpoca
Referer, B koTtopom
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Mone coobuweHus HasBaHue label-nonsa 3HauyeHue label- OnucaHue

nons

oxunpgaetca URL-ag-
pec, C KOTOPOro MOSb-
30BaTelfib BbINOJIHUI
TEKyLLWIA 3anpoc

rt Bpewms npvema 3anpo-
ca Ha ctopoHe Solar
webProxy (BblpaxeHo
B cekyHgax UNIX-
timestamp)

spt MopT K KOTOpOMY
NOAKIHOYEH COKeT CO
CTOPOHbI KNNeHTa

src IP-agpec  knueHTa,
AenatoLlero 3anpoc

suser PeanbHoe ums nonb-
30BaTens, €cnvM OH
ayTEeHTUULMPOBaAH,
n cnyxba pgocke
YCMELLHO NpeaocTaBu-
na no Hemy nHgopma-
LUuo

flexDate1 flexDate1Label sysTime Bpemsa noctynneHus
3anpoca Ha uneTp

Mpumep 3anncm n3 xxypHana 3anpocos B syslog-ng:

Dec 19 14:35:35 webproxy.my.corp java[2600067]:
CEF:0|Solar|WebProxy|4.4.0|32|DENY|2|src=10.201.68.249 spt=53393 reason=URL(vk.com) cn1=0
cn1lLabel=reqBodySize in=0 cn2=795 cn2Label=reqHeaderSize cn3=0 cn3Label=resBodySize
out=795 flexString1=application/x-empty flexString1Label=reqDatatype flexString2=vk.com
flexString2Label=reqHostname request=https://vk.com:443/favicon.ico requestMethod=GET
cs1=/favicon.ico cs1Label=reqPathname dpt=443 app=https cs2= cs2Label=reqQuery
requestContext=https://vk.com/ rt=1766144135976 flexDate1=1766144135994
flexDate1Label=sysTime cn8=17 cn8Label=fltTime requestClientApplication=Mozilla/5.0 (Windows
NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/142.0.0.0 Safari/537.36
Edg/142.0.0.0 cs3= cs3Label=resComment flexString3=application/skvt-unchecked
flexString3Label=resDatatype dst=87.240.132.72 cn4= cn4Label=resStatus cs4=local
cs4Label=accDomain cs5=00000000-0000-0000-0000-000000000000 cs5Label=accGrouplds cs6=
cs6Label=accGroupNames ¢s7=00000000-0000-0000-0000-000000000000 cs7Label=accld cs8=
cs8Label=accLogin suser= cs9= cs9Label=acc-windows-login cs10= cs10Label=accUpn
flexString4=2405,2902 flexString4Label=fltCategories flexString5=main flexString5Label=fltHost cn5=
cn5Label=fltPort cs11= cs11Label=fltlp flexString6=all encrypt,1,aaa,ff,nnn,kypeHne 3anpet,social
network layers flexString6Label=fltLayers flexString7=social network layers flexString7Label=fltPolicy
flexString8= flexString8Label=fltRoutingActions flexString9=Local[policy.goto] all encrypt,Skip
non-CONNECT methods,Local[policy.goto] aaa,Local[policy.goto] ff,Local[policy.goto]
nnn,Local[policy.goto] kypeHue 3anper,Local[policy.goto] social network layers,disable vk
flexString9Label=fltRules cn6=403 cn6Label=fltStatus cs12= cs12Label=logMark cs13=forward
cs13Label=trafMode cs14= cs14Label=reqProxylp cn7= cn7Label=reqProxyPort cs15=
cs15Label=virusld cs16=PERMISSIVE (setting) cs16Label=authMethod cs17= cs17Label=dpiDissector
cs18= cs18Label=icapError cs19=1 cs19Label=trafType cs20=http cs20Label=proxyType proto=tcp
cs21= cs21Label=reqKeyWordsReport cs22=https://vk.com:443/favicon.ico cs22Label=reqUrl cs23=
cs23Label=ftpCmd

MocnepoeartenbHo HaxxmuTe CoxpaHuTb U NMpPUMEHnTL.
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KypHanbl coobuieHun cepeuca skvt-wizor dyayT HaxoguTbes B hbanine /var/llog/messages.

[nsa HacTpoKrKM XXypHanupoBaHusa coobLieHni cepauca skvt-play-server B pasgene Cuctema
> OcHoOBHbIe HacTpourku > XypHanupoBaHue > CepBep BebG-uHTepcpenca ycTaHOBUTE
dnaxok XXypHanupoBaTb AeUCTBUA nonb3oBaTtenen B messages. YKypHanbl OeACTBUN
nonb3oBartenen byayT HaxoanTbcsa B dpanne /var/log/messages.

Cepsep Be6-unTepderica  skv

¥ Xypranuposath ie/icTBUA NoNb3oBarener B syslog  audit-to

YpoBeHb xypHanuposahus  log-level

Puc. 9.2. XKypHanupoBaTb AeMCTBUA Nofib3oBaTerien B messages

[lna HacTporkK XXypHanupoBaHus coobLueHni cepsucoB skvt-wizor 1 skvt-play-server yepes
syslog-ng B oTgenbHbLIM dhann:

CospanTte cann /var/log/skvt-log, BbinonHWB KOMaHay:

# touch /var/log/skvt-log

[na orpaHnyeHusa goctyna k dpanny /var/log/skvt-log BeinonHute Komanay:
# chmod 600 /var/log/skvt-log

CosganTte dann touch /etc/syslog-ng/conf.d/skvt.conf c cogepxmmbim:

filter f_localO {facility("local0");};

destination d_skvt-log {

file("/var/log/skvt-log" group("root") owner("root") perm(0600));
%

log {
source(s_src); filter(f_localQ); destination(d_skvt-log); flags(final);

I

Mepesanyctute syslog komaHOoMn:

# systemctl restart syslog-ng.service

CoxpaHeHune XypHarnbHbIX 3anucen B ¢ann n ocTaHoOBKa UX nepedadun B dann messages
onpepensetcs annom /etc/syslog-ng/syslog-ng.conf.

[nsa npekpalleHns nepegayvv AaHHbIX B harin messages:

[ob6aBkTe 3anuchb:
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@define allow-config-dups 1
filter f_localO {facility("local0");};
filter f_messages { level(info,notice,warn) and
not facility(auth,authpriv,cron,daemon,mail,news) and
not filter(f_local0); };
filter f_syslog3 { not facility(auth, authpriv, mail) and
not filter(f_debug) and
not filter(f_local0); };

destination d_skvt-log {
file("/var/log/skvt-log" group("root") owner("root") perm(0600));

5

log {
source(s_src); filter(f_local0); destination(d_skvt-log); flags(final);

I3

Mepesanyctute syslog komaHaon:

# systemctl restart syslog-ng.service

[ns HacTpOrKn NPUHYAMTENBHOrO MCNonb3oBaHMs npoTokona HTTPS:

B pasgene Cucrtema > OCHOBHbIe HacTpourku > Pabota cuctemMbl yCcTaHOBUTE (hriaXok
MpuHyauTenbHoe ucnonb3osaHue HTTPS.

lMocnenoBaTenbHO HAXXMUTE KHOMKM COXpaHMTb n anIMeHVITb.

YnpaensTb CEPBUCOM MepechInkn wrpokoelwatenbHbix IGMP-nakeToB (igmpproxy) MoXHO
¢ nomoLubto danna /opt/dozor/etc/igmpproxy.conf. an cogepXxuT MHdOPMaLUUIO O:

ceTeBbIX UHTepdencax,

cTaTtyce ceTeBbIX MHTEPGENCOB OTHOCUTENBHO Npnema multicast-tpaduka,
HanpasneHun multicast-tpacumka (upstream, downstream),

nepeyvHe ceteun, oT KOTopbix Byaet Bo3amoxeH npuem multicast-tpadmka.

Mpumep cogepxanuns ganna /lopt/dozor/etc/igmpproxy.conf:

root@wp:/opt/dozor# cat /opt/dozor/etc/igmpproxy.conf
R R R R
#

Example configuration file for the IgmpProxy

#

#

#

# The configuration file must define one upstream

# interface, and one or more downstream interfaces.
#
#
#
#

If multicast traffic originates outside the
upstream subnet, the "altnet" option can be
used in order to define legal multicast sources.
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HHHHHFHH

(Se example...)

The "quickleave" should be used to avoid saturation
of the upstream link. The option should only

be used if it's absolutely nessecary to

accurately imitate just one Client.

R R

#H#

## Enable Quickleave mode (Sends Leave instantly)

#H#

quickleave

#H#

## Configuration for ethO (Upstream Interface)

#H#

phyint ethO upstream ratelimit 0 threshold 1

#H#

altnet 10.0.0.0/8
altnet 192.168.0.0/24

## Configuration for eth1 (Downstream Interface)

#H#

phyint eth1 downstream ratelimit O threshold 1

#H#

## Configuration for eth2 (Disabled Interface)

#H#

phyint eth2 disabled

MapameTpbl, KOTOPbIE MOXHO HACTPOUTL B doanne:

quickleave — pa3peLuaet ObICTpyto oTnncKy ot multicast-rpynnbi. Mpu nony4eHnn coobLueHns
cBoero knveHTa (¢ downstream-uHTepdenca) o6 otnmcke OT rpynnbl CEPBUC igmpproxy
oTnpasnsieT coobuieHne o6 oTnmncke co cBoero upstream-uHTepgenca, u cam nepecraet
nony4yaTtb NOTOK 3TOW rpynnbl. [MapameTp Hy>KeH, ecrnv 3a MapLUpyTM3aTOPOM OOUH KIUEHT,
€Cnu KNMeHToB BornbLue, NnapaMeTp UCNOoNb30BaTh HE CNEeAYeT, Tak Kak OTnNUcKa OT NOTOKa
OQHOro M3 KMNNEHTOB MpepBeT MOTOK KO BCeM knveHTam. Onumsa pasmellaetcs B ¢anne
KOHpurypauum otaensHOM CTPOKOMN.

phyint interface role [ ratelimit limit ] [ threshold ttl ] [ altnet networkaddr ... ] — onucaHne
CeTeBOro MHTepdenca (ana Kaxagoro ceTeBoro MHTepdenca B cucteme AOMKHO ObiTb
onuncaHne). Cnnucok nHTepgerncoB MOXHO NONy4nTb C NomoLLbto komaHg ifconfig nnu ip a
l.

interface — Ha3BaHuMe ceTeBoOro MHTepdenca, obsa3aTenbHbIN NapameTp.

role — ponb ceteBoro nHtepderica, obszarenpHbii napameTp. MoXeT UMEeTb O4HO U3 TpeX
3HaYeHui:

upstream — ceTeBon MHTEPENC, Yepes KOTOPbIN NpoxoaaT multicast-notoku (kak npa-
BUNO, UHTepdeinc K npoBanaepy). MoXeT ObITb TOMBLKO OAUH B CUCTEME.

downstream — ceTeBOM MHTEPMENC, Ha KOTOPLIN NepegaeTca Tpaduk multicast-noTokos,
K HEMY MOAKITIOYAKTCA KNMEHTbI. MoXeT OblTb HECKOMbKO.
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disabled — ceteBoi nHTEpPhENC, HE YHacTBYOLLMI B pacnpocTpaHeHn multicast-noTokos.
MoxeT 6bITb HECKOMBKO.

ratelimit — onpegensieT orpaHuyeHue nonockl Ans uHTepdgenca. Mo ymonyaHuio — He
OrpaHu4YeHo.

threshold — onpegenser MMHMManeHoe 3HadyeHue TTL, npy KOTOPOM NakeTbl MPONyCKalTCA
yepes npokcu. o ymonyaHuio — 1.

altnet — onpegensiet ceTu, K KOTOPbIM NPUHAANEXAT MCTOYHUKN NepechblfiaeMbiX NOTOKOB.
MoxHo 3agaTb ToNbKo Anga upstream-nHTepdenca.
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10. ConpoBoxaeHue Solar webProxy

10.1. YnpaBneHune cepBmcamm

[lns ynpaeneHusi cepercamm ucrnonbayetcs ytunuta dsctl, popmat komaHabl 3anycka KOTOpou:
$ dsctl

(boot|down|start|stop|restart|reload|status|enable|disable|service-list) [services]

Services are:

- abook-daemon
- antivirus

- clickhouse

- database

- grafana

- haproxy

- igmpproxy

- keepalived

- license-server

- log-streamer

- monitor-agent

- monitor-ng

- monitor-server

- network-config-agent
- skvt-auth-server
- skvt-cache

- skvt-cassandra
- skvt-kerberos-server
- skvt-ntim-server
- skvt-play-server
- skvt-trafdaemon
- skvt-winbind

- skvt-wizor

- smap-tikaserver
- url-checker-next

B kauecTtBe aprymeHTa npu 3anycke yTunmTbl dsctl YKaxute oaHO U3 3HAYEHUN:

Tabn. 10.1. Komanab! ana ytunutbl dsctl

Ponb OnucaHue

boot 3anyck cucTEMbI yNpaBneHusi cepBnucamm

down OcTaHoBKa CUMCTEMbI YNpaBrieHWsi cepBrcamm

start 3anyck cepsuca

stop OcraHoBKa cepsuca

restart Mepe3anyck cepauca, Npy BbINOMHEHUM KOMaHbI CEPBUC 3aBepLUaET paboTy U 3arnyckaeTcsi 3aHOBO,

UCMOMb3ysl HOBYIO KOH(UIypaLmio

reload [MoBTOpPHOE CYUTLIBaHME HACTPOEK CEPBUCOM, MPU BbIMOMHEHNN KOMaHAbl CEPBUC NEpPeYnTbLIBAET
KOHpuMrypaumio n npogormkaet paboTy ¢ HOBOWM KOHdUrypaumen

enable MopgkntoveHre cepBurca K CMCTEME YNpaBreHns cepercamm
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Ponb OnucaHue

MpumeyaHune

lpu ebibope 3Ha4YeHuUsT He0bXOOUMO yKa3blgamb CEPBUCHI.

disable OTKnoYeHre cepBrca OT CUCTEMbI YNPaBeHns cepBnucamm

MpumeyaHune

lpu ebibope 3Ha4eHUss He0bX00UMO yKasablgamb Cepeuchl.

service-list BbiBOA4 cnvcka cepBUCOB, MOAKMOYEHHBIX K CUCTEME ynpasneHuna cepBncamm

status BbiBOA MHbOpMaLMKM O cTaTycax CEpBUCOB

[lns BbIBOOa MHGOpMaLmMn O cTaTyce CEPBUCOB Takke NCnonb3yeTcda ckpunT status, KOTOpbIN
3anyckaeTcsa KoMaHOoMW:

$ status

MpumeyvaHue

Ecnu He 3anyweH HU 0OUH U3 cepsucos, npu 3arycke ckpunma status esi600umMcs nycmou Crucox.

Cnucok cepBncOoB npuBeaeH B pasgene 2.2.

MpumeyaHue

lpu asaputiHom 3asepuweHuUU pabomsl kako2o-1ubo cepsuca Solar webProxy asmomamudecku 6ydem
npednpuHuMamae MornbIMKU fnepesanycmums ocmaHosuswutics cepsuc. 100 asapuliHoU rnpu4uHoU
crnedyem roHUMames 0CMaHOBKY KOMIOHeHmMoes gcriedcmeue owubok e N0 unu Hanu4us npobrem
C OKPY)KEHUEM.

10.2. Ucnonb3oBaHne CKPUNTOB

10.2.1. Ucnonb3oBaHWe CKPUNTOB ANA Nosny4yeHnsa nHopmauumm o pabore
CUCTEeMbI

[na conpoBOXAEHMS CUCTEMbI UCMONb3YTCA CneumanbHble CKPUNTbI U YTUIUTbI, pacnosno-
»XeHHble B katanore /opt/dozor/bin.

lMepeyeHb 1 HazHaveHne cKkpunToB nNpueeaeHbl B Ta6n.10.2.

Ta6n. 10.2. CKpunTbl ANSA CONPOBOXOEHUA PaboTbl CUCTEMbI

Ha3BaHue OnucaHue

OcHoBHbIE
accept-settings YTunuta gnsa ynpaBneHus CUCTEMHbIMM HacTporikamu Solar webProxy
config YTnnuTa gnsa ynpaeneHnst Knactepom
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HasBaHue OnucaHue

dsctl YTnnuta gnsa ynpaesnexHus cepsucamu

reg-slave YTunuta gnsa peructpaumu ysna B knactepe

status CkpunT Ana npocMoTpa nHcpopmMaumm o ctatyce CepByCOB
user-tool YTunuta gns ynpasneHus yY4eTHbIMU 3anncsamu nonb3oBarenem
PaclwmpeHHble

accept-policy YTunuta gns ynpaeneHusi nonMTukamm

bug-report Y1unuta gnsa popmmpoBaHmns otyeta o6 owmnbkax

cassandra-optimize CKpVII'IT ANA CUHXPOHU3aUnn OaHHbIX MeXAy y3naMu Knacrtepa

check_skvt YTunuta gns npoBepku LenocTHocTy gannoB Solar webProxy

config-protection |YTunuta ans ynpaeneHus mackupoBaHueM napornen B KoHdurypaumm

get-config YTunuta gns BelBoga KoHUrypawumu ysna

MpumeyaHne

[ns omobpaxeHus naponeli 8 ckpbimom sude (8 sude 38e3004ek) 8 CLI, ebinorn-
HUmMe KomMaHoOy:

export GET_CONFIG_HIDE_PASSWORD="Y";get-config global

get-role YTunuta gns NpocMoTpa poren, HasHa4YeHHbIX y3ny
license-tool YTunuta gna npocMmoTpa nHopmMaLmm o NuueH3nm

seelog CkpunT Anst npocMoTpa XypHarnbHbIX darinos Solar webProxy
set-config YTunuta gnsa sanucu KoHdurypaumu ysna

set-role YTunuta gns HasHayeHust ponen yany

unreg-slave YTunuta ons oT3biBa peructpauum ysna B knactepe
BHumaHue!

Ecnu He yka3aHo UHO20, OaHHbIe CKpUMmbl U ymunaumbsl HEO6X0O0UMO 3arnyckamb U3 KoMaHOHOU
obornouku Solar webProxy, umesi npasa cyrnepnosns3oeamersi dozor. [Tepexod e komaHOHY0 060104KY
8bIMOTHAEMCS C MOMOWbIO KOMaHObI:

$ /opt/dozor/bin/shell

Ans MMHMMKM3aLMKn oOpaLLeHMIN aAMUHUCTPATOPa CUCTEMBI B KOHCOIb MCMNOMb3YETCA MEXaHN3M
3anycka CKpUnToB AJ19 y3roB kractepa. 3anycTutb BbINOMHEHWE CKpUMNTa MOXHO B pasgerne
CucTtema > Yanbl 1 ponu npu Hanvyuum npas Ha paboTy ¢ pasgenom Cucrema.

CkpunTbl HEOOXOAMMbI, HANPUMEP, MHXEHepam Noaaepku Solar webProxy ons nonyyexus
MHdopmaumm o paboTte cuctembl B criydae cboeB B ee pabote. OgHMM U3 TakMX CKPUNTOB
saensietca bug-report, kotopbin cobupaeT gnarHocTudeckne gaHHble ¢ y3na 06 owwmbkax.

Mpwn HaXxaTum Ha 3Ha4oK ﬂ B NPaBOM YIMy CEKUMMU C Y3rOM pacKpblBaETCHA CMUCOK AOCTYMHbIX
ANSA BbINOMHEHMS Ha 3TOM y3ne ckpunToB. [1nsa 3anycka ckpunta HaXXMUTe Ha ero HasBaHue.
B BepxHen yactn skpaHa otobpasuTcs yBegomrieHme o6 ycnewwHom 3anycke. 1o oKoHYaHum
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oTobpasnTcs yBeoMIIEHNE C NPeaSIOKEHNEM CkayaTb TEKCTOBLIV dhaiin ¢ coBpaHHbIMM XKyp-
HanbHbIMK 3aNUCAMMU.

MpumeyvaHue

BosmoxxeH 3arnyck moribko 00HO20 cKpurima Ha OOHOM y3re u3-rnod 00HO20 rosib3osamerns. Ecnu
CKpUImM yXe 8bIroIHSAemcsl, €20 rnepesarlyCk He803MOXEH.

Ha gaHHbI MOMEHT U3 UHTepenca MOXHO 3anyCTuTb cnegytowme CKpUnThbI:

bug-report — no3sonsieT cobmpaTtb 1 BbIBOAUTL UHPOPMALMIO O CUCTEME, HACTPOMKax U
nokazarensax 0. NepeyeHb BUOoB MHGOOPMaL MK, KOTOPYH MOXHO MPOCMOTPETL C MOMOLLbHO

yTunutbl bug-report, npuseaeH B pasagene MNpunoxeHuve C. Omyem 06 owubkax: ymu-
Jiuma bug-report.

check-system — no3sonsieT npoBepuTh LLENOCTHOCTL (hansioB Solar webProxy Ha Tekywinn
MomeHT BpemeHun (B CLI ckpunt HasbiBaeTcst check_skvt).

Ckpunt check-system ncnonbayert cTaH4apTHbIN MEXaHM3M NPOBEPKU LLENTOCTHOCTUN YCTaHOB-
NeHHbIX hanoB OTHOCUTENBLHO coaepXKalumxcs B ucxogHbix RPM-naketax. Kpome Toro, ckpunt
COOEPXNT MexaHM3M, NO3BOMNSALLNN OTCNEXNBATb COCTOSHME MPOU3BONbHLIX hannos unm
KaTarnoroB, a Takke obpabaTbiBaTb MCKNIOYEHWSA CPEAN YCTAHOBMNEHHbIX hannos.

) Solar webProxy

)

HacTpoiikin Vaiibi v ponu MOHUTOPMHT ypHansl CeTeble CORAMHEHMA

Cnu1cok cepeepoB

® @

main

Astra Linux - Intel Core Processor (Broadwell, no TSX, IBRS) - solar-wp-4.1.0-698
v3e bug-report
:10.201.64. check-system

Cepsep ynpasnexus | AHanusatop Tpadmka x | ®unbtp HTTP-Tpachuka DunbTp SOCKS5-Tpadmka

® bk R

i)

sam1

Astra Linux - Intel Core Processor (Broadwell, no TSX, IBRS) - solar-wp-4.1.0-698

eth0: 10.201.68.8/20

@unbTp HTTP-Tpadmka x

Puc. 10.1. 3anyck ckpunToB U3 Beb6-uHTEepdenca

Ecnu nonb3oBaTtens 3abbin Naporb, MOXHO M3MEHUTb €ro C MOMOLLbIO cKpunTa user-tool.
OTOT CKPUNT TaKXke NO3BONSAET:
3abnokmpoBaTth/pa3brokMpoBaTh YHYETHYHO 3an1cCh NOMb30BaATENS;

nonyunte QR-koa Ansa npmeAsku K npunoxenuto Multifactor npu BkntoveHnn AByxdakTopHOM
ayTeHTudukaumu;
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CMEHNTb BMAO aBTOpU3aUMK Nonb3oBaTens. Heobxoanmo ans BbiBOga nonb3oBatens u3s
AOOMEHA: U3BMEHEHUSI AOMEHHON aBTopn3aunn Ha NnokKalbHYHO.

[ns 3anycka user-tool B CLI:
BbinonHuTe komaHay Ans 3anycka yTUNnTbl U BbI30Ba MHCTPYKLNN:
user-tool --help

B 3aBMCUMOCTM OT NOCTaBNEHHOW Lienu BbIGEPUTE U BbINOMHUTE OAHY U3 NEPEYUCEHHbIX
KomaHA.

MHCTpyKumna no gencremsm user-tool umeet crneagyrowmin Bua;

user-tool 1.0
Usage: user-tool [change-password|block-user|unblock-user|set-user-local] [options]

--help

Command: change-password [options]
change user password

-I, --login <value> login of user

-p, --password <value> password of user
Command: block-user [options]

block user

-I, --login <value> login of user
Command: unblock-user [options]
unblock user

-, --login <value> login of user
Command: set-user-local [options]
change user auth method to local

-, --login <value> login of user

Mpumep KomaHabl ANst UIBMEHEHWSI NAPONst OT YYETHOM 3anncu Nonb3oBaTens:
ds-mode@rick /opt/dozor # user-tool change-password -l admin -p etyutqweo1w3

MpumeyaHue

lpu cbpoce naporns 8binosHaemcs makxe u copoc mokeHa TOTP.

lNocne usameHeHusi naporns e CLI eotidume 8 GUI cucmembi Or1si T08MOpPHOU CMeHbI Maporis, Kak rnpu
repeom exode 8 cucmemy, u asmopu3sylimech.

lNocnie ebinonHeHuUsi Opyaux deticmeuli 8 GUI no ymonyaHuto npousolidym U3MeHEeHUsI:

rnocne akmueayuu/6rioKuposKU y4emHol 3arnucu rofb308amerisi 8 Kapmoyke rosfib3oeamerisi re-
PEeKroYamersib U3MeHUIm Cc80oe r10oJ/iIoXeHue,

rnocne u3aMeHeHusi euda asmopusayuu riosib3ogeamersid 8 €ee0 Kapimo4dyke uc4HesHem Cpfla)KOK
lMonb3oeamesnib doMeHa.
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PesepBHoe konvpoBaHue B Solar webProxy npumeHsieTca ons peleHns 3ajay:
BOCCTaHOBIIeHMe nocne cbos;
nornHoe o6HOBMNEHNE ONepPaLMOHHON CUCTEMBI.

Mpoueaypa BOCCTAHOBMEHNSA mnocrne cbos 3aBUCUT OT xapakTepa cbosi, U B psae cryyaeB
CBOAMTCS K MOSTHOMY BOCCTAHOBIIEHWIO paHee 3ape3epBUPOBaHHbIX AaHHbIX. Hke onncaHa
npoueaypa NofTHOro pe3epBMPOBaHMS 1 BOCCTAHOBIIEHNS AaHHbIX. ATy npoleaypy, ¢ Heborb-
WMMWU U3MEHEHMSIMU, MOXHO MCMOfb30BaTh AN OGHOBMEHUS ONEepPauMOHHbIX CUCTEM Ha
cepBepax Kommnnekca (B criyyae Ucnonb3oBaHus pacnpeneneHHo KoHurypaumm).

Cospgante konuio ycTaHOBOYHbIX RPM-nakeToB M coxpaHuTe ee Ha HafeXHOM HocuTene
AaHHbIX. ATO Heobxo4MMO npoaenaTtb OAUH pa3, cpasy Mocne YCTaHOBKM U 06HOBNEHMS,
HaCTPOMKU 1 BBOAA KOMMIEKCa B aKcnnyaTauuio.

PesepBHOE KonunpoBaHue KOHUrypauum cuctembl Heo6xoamMmo aenatb B criydae BHECEHUS
CYLLLECTBEHHbIX M3MEHEHMUI B KOHUIypaLMIO Komnnekca, Nnbo no pacnucaHuio.

[nsi pe3epBHOro KONMpoBaHMs KOHMUrypauum npegHasHadeHbl YyTUNUTbI KOMaHAHOW CTPOKM
(ckpunTbl) export-config n import-config, KoTopbie NO3BONSOT «OQHUM OBUKEHNEM» IKCNOP-
TUPOBATb M UMMNOPTUPOBATL KOHMMIrypaumio.

MpumeyaHue

Cnedyem ommemums, 4Ymo ymusnumbl pabomarom morbKo Ha master-y3se u mosibKo Om rosib30-
eamerisi dozor.

[nsa akcnopTa Bcen KoHurypaumm B dpann Ha master-yane B CLI BbinonHUTe KOMaHay:
$ export-config <output-file.json>
[na umnopTa KoHurypauum us danna:

Ha master-yane B CLI BbinonHMTE KOMaHAy:

$ import-config <input-file.json>

MprMeHnTE HACTPONKN C NOMOLLbIO KOMaHAbI:

$ accept-settings
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[ns onTuMmnsaumm pesepBHOro KonMpoBaHus NONUTUKK unbsTpaumm npegHasHadveHbl KoMaHabl
yTunutbl policy-tool, KoTopble MNO3BOMNSAIT IKCMOPTUPOBATbL M UMMNOPTUPOBATL MOMUTUKY
dunstpaumun. Mpn aToM ann ¢ pesepBHON KOMMen NOSIUTUKN MMEET MEHbLUMA 00beM Ha
aucke, yem gamn BJ.

MpumeyaHue

lpu umnopme u aKkcriopme rMOAUMUK, 8 KOMOPbIX yKa3aHbl KOHKPeMHbIe y3/ibl 8 r1o/1e Y3J1bl (husib-
mpauuu, nepedaromcsi UMEHa y3/108, a He ux udeHmugukamopsl. [losmomy yb6edumechb, 4mo rpu
KOnuposaHUU Ha38aHUsl y3/108 U nepevyeHb ponel Ha HUx cosradatom.

[nsa akcnopTa nonutuky Ha master-y3ne B CLI BbINONHWUTE KOMaHAbI:

3angute B shell: $ /opt/dozor/bin/shell

JKCNopTMPYWTE NOMUTUKY:

$ policy-tool export

nnm

$ policy-tool export -f /var/tmp/test_policy_export.json.
[ns nmnopTa NonNUTUKK:

Ha master-y3ne B CLI BbiInonH1TE KOMaHObI:

$ /opt/dozor/bin/shell

$ policy-tool import -f policy_for_import_policytool.json

B GUI nepenaunte B pasgen MonuTtuka n HaxmmTe KHOMKY MpUMeHUTb NONMUTUKY.
[nsa cbpoca Bcex NnpaBum NONUTUKM K 4ePONTHBIM HAaCTPONKaM:

Ha master-yane B CLI| BbinonHuTe komaHab!:

$ /opt/dozor/bin/shell

$ policy-tool reset

B GUI nepengute B pasgen NMonutuka n Haxkmute KHonky NMpUMeHUTb NONUTUKY.

|-|OCKOJ'Ibe NOJINTUKA MOXET AOBOJIbHO YaCTO U3MEHATbCA, TO ee pe3epBHOE KonmpoBaHue
nyduwe genatb no pacnmcaHunio: pa3 B AIEHb U pa3 B HeAerlo.

MNepen konnpoBaHnem Takke HeoBXoaNUMO BPEMEHHO OTKIHOUUTL BEG-UHTepdenc agMUHUCTPa-
TOpa.

Mpy BOCCTaHOBNEHUN 3ape3epBUPOBaHHbIX AaHHbIX HEOOXOAMMO yYecTb crieaytoLee:
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Ecnu pedb naer o slave-ysne, crieqyet BOCCTAHOBUTL €r0 Y BBECTU B KINacTep C NOMOLLbIO
yTunuThl reg-slave.

Ecnu peyvb uget o master-ysne, cnegyert yCTaHOBUTb NporpaMmmHoe obecrneveHne 3aHOBO
N BOCCTaHOBUTb KOHpurypaumto. MNpouenypa BOCCTaHOBMNEHWS NPOrpaMMHOro obecnevyeHus
3aKkrnyaeTcd B yCTaHOBKE Unn nepeycTaHoBke Habopa RPM-nakeTos.

I'Ipou,ecc BOCCTaHOBIIEHUA KOHCbVIpraU,VII/I nponcxoauT Ha Ka>Kaom u3 y3nos, rgje eCtb He-
O6XO,EI,I/IMOCTI: B 9TOM. B cny4vae OOHOBNEHUS OI'IepaLI,I/IOHHOI7I CUCTEMbI HeO6XOL|,|/1MO BOCCTa-
HOBWUTb BCE Y3Ilbl.

lMocne ycTaHOBKM HOBOM OMNEpPaLUMOHHOW CUCTEMbI U YCTaHOBKM Habopa naketoB Solar
webProxy kaxgbin y3en 6yget pabotaTtb B pexnmve master-yana.

Mpouecc BOCCTaHOBMNEHMUS MOMUTUKN HaYMHAETCs C BOCCTAHOBMEHUS OaHHbIX Ha master-
yane.

BoccraHoBneHve nonutnkn Ha slave-ysanax npovcxoguT rnocrie ee BOCCTaHOBIIEHMSA Ha
master-y3ne.

lMnaHoBoe pes3epBHOE KOMMPOBaHWE MPOM3BOAUTCA BCTPOEHHbIMU B Solar webProxy unu
BHELLHMMM NPOrpaMmHbIMU CPeACcTBaMK, paboTatoLLMMN Ha OCHOBE ONMUCAHHbIX BbILLE NpoLeayp
pe3epBHOro KonnpoeaHusa Solar webProxy.

[1ns npocmoTpa XKypHarnbHbIX hainoB cepBUCOB UCMOorb3yeTcs ckpunTt seelog. [1ng ero 3anycka
Heo6x04MMO BbIMONHUTE KOMaHAy:

$ seelog <service-name>
rae <service-name> — UMsi CEPBKCA, KYPHarbHbIN dais KOTOporo TpebyeTcs NPOCMOTPETb.

CKpvnT NO3BONSAET npocMaTpmBaTb XXypHamnbHble dansibl B peanbHOM BpemeHu. dannbl
HOpMUPYIOTCH C UCMOMb30BaHNEM 3HAYEHWI, BbIBOAUMbIX B CTaHAAPTHLIN NOTOK BbIBOAA CO-
obLeHn 1 B cTaHdapTHBIA NOTOK BbiBOoAA OWMOOK. Nocne BbINOMHEHMS KOMaHAbl 3anycka
CKpunTa, Hanpumep, 48 NPOCMOoTpa XypHanbHoro anna cepsuca skvt-wizor:

$ seelog skvt-wizor

Ha akpaH BbiBOAMTCS MHDOpPMaUMS BUAa:

2009-10-19 14:05:09.280829500 5268523 [Reactor-18] DEBUG nio_proxy - proc@15999328: writing
290 bytes

2009-10-19 14:05:09.280832500 5268524 [Reactor-18] DEBUG nio_proxy - proc@15999328: writing
done

2009-10-19 14:05:09.280835500 5268524 [Reactor-18] DEBUG nio_proxy - proc@15999328:
clientWriteDone, state=WRITE_GENERATED_PAGE readingPreview=false download=false
serverDone=true

2009-10-19 14:05:09.280851500 5268524 [Reactor-18] DEBUG nio_proxy - proc@15999328: Changing
state to NEW_REQUEST

2009-10-19 14:05:09.280855500 5268524 [Reactor-18] DEBUG nio_proxy - proc@15999328:
fireRequestFinished

2009-10-19 14:05:09.280885500 5268524 [Reactor-18] DEBUG nio_proxy - proc@15999328: Running
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NEW_REQUEST filters; threaded=false

2009-10-19 14:05:09.280889500 5268524 [Reactor-18] DEBUG nio_proxy - proc@15999328: Running
FilterHelper:su.msk.jet.nioproxy.auth.AuthFilter@5db5ae

2009-10-19 14:05:09.280893500 5268524 [Reactor-18] DEBUG nio_proxy - proc@15999328: Running
FilterHelper:su.msk.jet.nioproxy.rule.engine.RuleEngineFilter@1efe475

2009-10-19 14:05:09.280926500 5268524 [Reactor-18] DEBUG nio_proxy - proc@15999328: Changing
state to READING_REQUEST_LINE

2009-10-19 14:05:09.280930500 5268524 [Reactor-18] DEBUG nio_proxy - proc@15999328: expectinput

B Tabnuue HXe npuBeaeH nepeyeHb CyLEeCTBYHOLWNX YPOBHEN AeTanu3auun nHgpopmawmm
B XKYpHarnbHbIX dhannax.

Ta6n. 10.3. YpoBHuM geTtanusaumm nHcpopmaumm XXypHarnbHbIX ¢pannos

DEBUG OTnagoyHas nHdopmauus (ans paspaboTynkos)

INFO HononHutenbHas nHdopmaums, oTHocsALwasicsa K npoleanype obpaboTkm AaHHbIX

TRACE MoppobHasi oTnagovHasa MHopMaums (ana paspaboTymkoB)

WARN YBeOoMNeHnst 0 TOM, YTO HEKOTOpble KOMMOHEHTbl He paboTatT (6e3 HapylweHus obpaboTku
OaHHbIX)

ERROR CoobLeHuns 06 owwmnbkax, cnocobHbIX HapyLIMTL 06paboTkKy AaHHbIX

FATAL Kputnueckas owmnbka

YpoBeHb AeTanu3aunm nHopmMmaLmm B XXypHanbHbIX dhannax MoXHO ykasaTb B BeG-nHTepden-
ce:

e Ha Bknagke Cuctema > OCHOBHbIe HacTponku > XKypHanupoBaHue;
e Ha Bkrnagke Cucrema > PaclumpeHHble HaCTPOWKM.
[anee npuBeneH nepeyeHb YPOBHEN AeTanmnsaumm nHpopmMauum, KOTopble MOXHO 3a4aTb.

Ta6n. 10.4. YpoBHU geTanmM3auum nicpopmaummn

Ponb ‘ OnucaHue

YpoBeHb otnagku (log-level) 3agaet ypoBeHb XXypHanMpoBaHus Anga Tex nogcmuctem unstpa, Anst KoTo-
pbiX OTCYTCTBYHOT 4OMOSTHUTENbHbIE HACTPONKM YPOBHS XKYpHaNMpoBaHusl.

YpoBeHb OTnagkv ayTeHTudmKaumm |3agaet ypoBeHb XypHanMpoBaHUs NOACMCTEMbI ayTEHTUMNKaLNN.
(log-auth)

YpoBeHb otnagku nonutukn (log-|3apaer ypoBeHb oTnazku BeinonHeHns nonutuku. Croaa xxe Bxogut pabota
policy) C BHELHMMMK cepBucCamMK, HeobxoaumbIMK Anst paboTbl NONUTUMKA — url-
checker-next, aHTnBupyc un gp.

YpoBeHb OTNagku CEeTeBOro BBOAA- 3apaer YpPOBEHb XypHanupoBaHuUA NoACUCTEMbl NPOKCUpOBaHUA HTTP-
BblBOAA (Iog-network) NpPOTOKOa, ynpaBrieHNA COKeTaMu, pa6OTbl MynbTUNNEeKCMpoBaHHOIo BBOAA-
BblBOAA.

YpoBeHb 0Tnaakm apxmeBaLummy AaHHbIX | 3agaeT ypoBeHb XXypHanMpoBaHus noacmctembl apxusaumm POST-3anpocos
(log-archive) 1 nx nepegayv B Solar Dozor.

lMepeyncrieHHble NapamMeTpbl MOXXHO HAWTK C MOMOLLBIO MOMCKa No KoHdurypauuu. Bece Ha-
CTPOVIKM XXypHanupoBaHus nmelT ctaHgapTHele ypoBHM (ERROR, WARN, INFO, DEBUG,
TRACE) — 3a nckntodeHnem YpoBeHb OTNaAKM apXxuBauun OaHHbIX 1 YPOBeHb OTnagku
ayteHTudumkaumm — otcytcteyetr TRACE. Kpome Toro, ans gpyrmx cepeucoe B Be6-MHTEp-
ence 3agaercs ypoBeHb xypHanupoeaHust VERBOSE (nogpobHas nidopmauns) n DEBAG
(oTnagoyHas nHdopmauus).
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MpumeyvaHue

Haubornee 06beMHbIM S8/15€MCs1 XKypHanupoeaHue rpoueccos cemegoeo 880da-8bigoda (log-network),
nosmomy ypoeHu DEBUG u TRACE ekno4amb 8 wmamHOM pexume byHKUUOHUpoeaHusi Solar
webProxy He pekomeHOyemcs.

B pacnpeneneHHoM pexnme MnpoCMOTP KYpHalbHbIX (baVIHOB npon3BoanTCcA C NOMOLUbIO
cKpunta seelog 4OnNaA KaxKgoro y3na no otaenbHOCTU.

[dencTBmua agMUHUCTPATOPOB MO HACTPOWKE MOMUTUK ounbTpaumm n KoHdurypauumn Solar
webProxy, Takvne kak cosgaHue, pegaktmpoBaHue, yaaneHue n npocMoTp npasun/pecypcos/na-
pamMeTpoB, (PUKCUPYIOTCA B XXYpHanbHOM danne cepsuca skvt-play-server. INpumep 3anucu
13 XypHana:

2018-04-13 14:29:40.379898500 INFO application - Read item of type 'ruleset' with name 'a’
(41275174-c3e2-492a-ac1c-bbe29ac128b1) by user '‘admin’

2018-04-13 14:30:04.803325500 INFO application - Connected to Address book daemon realtime
stream

2018-04-13 14:30:09.092094500 INFO application - Update item of type 'ruleset' with name 'a’
(41275174-c3e2-492a-ac1c-bbe29ac128b1) by user 'admin":

Add rule Rule(4f7df7b2-77cc-4¢c52-b49f-a98db6d54487,Npasuno
1,true,List(And((MatchUser(Some(3d4ffa9a-de30-4ee6-a60b-bece8c1d5acf),")),")),
List(Notify(840fc4c3-3a7c-4441-b49f-dfdc4ab5be3a,4a17763c-59a4-4fd2-99f3-1992d331f87c,")),Some())

[na HacTpoKku xxypHanbHbIX arnnos yepes GUI:

B meHio Cuctema > OcHOBHbIe HacTpouku > XXypHanupoBaHue 455 CeKLUUN HacTpoeK
poTaunm XypHanoB KOHKPETHOroO cepBuca yCTaHOBUTE HEOBXOANMbIE 3HAYEHUS!.

Haxmute CoxpaHutb 1 MpUMeHUTL.

Hactpoiiku Yanbl ¥ ponu MoOHWTOPWHE HypHanbi CeTeBble COEAVHEHUA

(OCHOBHBIE HACTPOAKM | PaCLLUNPEHHDIE HACTORKK KoHgmrypauwms / Yaen 061aA KOH(HIYpauns X

PaGoTa cucTembl ol 0CTh oChbe MoHMTOpMHr AyTeHTUdHKALMA MNpoU3B0gMTENBHOCTE HypHanuposanue
CoxpaHuT  OTMEHWTH Nokaswiats onucakve
PoTaums (hainos xypHana cepeepa Ke -ayTeHTAduKaumun  skvi-kerl er-multilog conf - PaclmMpenHsie Ha
Konu4ecTso (aitnos xypHana  rotate-count 10

Pa3mep thaiinaiypHana (M6)  rotate-size 10

TeKyu_u/le HaCTDOI‘;IKM XypHannpoBaHua MAEHTUYHbI TEM, KOTOPbI€ NUCMNOJb3YHOTCA B paCLUUPEH-
HbIX HaCTpOVIKaX CUCTEMBDI. D,J'IFI yD,O6CTBa MCNoJib30BaHNA pa3aera B KaXxXgom onoke HaCTpoOeEeK
npeanycMoTpeH nepexoa no CCblfike K paclunpeHHbIM HaCTpOIZKaM COOTBETCTBYHOLLEro cepBuca.
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[nsa pernctpauuun y3nos B Knactepe UCMNonb3yeTcs yTunuTta reg-slave, kKotopas BbINONHAET
cnegytouime yHKLUK:

npeobpasyeT y3en B NOAYMHEHHbIN y3en Kractepa BHe HE3aBNCMMOCTU OT ero NpeaplayLero
coctosHua (master-y3en, slave-ysen);

obecneunBaeT NpUMeHeHne KOHUrypaLumm Kak Ha rmaBHOM y3ne, Tak U Ha NOAYNHEHHOM.
lMocne 3anycka n ycnewHoro 3aBepLieHnst YTUnuThbl reg-slave Bce octasnbHble JeNCTBUSA
No yrnpaBneHuo NOAYNHEHHBIM Y310M NPOM3BOAATCS LIEeHTPann3oBaHHO Yepes Beb-nHTep-
denc.

UTtoObl 3apernctpmpoBathb y3en B knactepe (gobaButb €ro B knacrtep):
C nomouubto npoTokona ssh 3angute Ha y3en, koTopbli He06xoaMMo fobaBuTh B KNacTep.
BbinonHute Kkomanay:
$ /opt/dozor/bin/shell
BbinonHute komaHay:
$ reg-slave <master-host> [name]

rae <master-host> — FQDN master-ysna (Hanpumep, proxymaster.company.local), a
<name> — nms PeErMcTpmMpyeMoro yana, kotopoe dyget otobpaxartbcs B GUI Solar webProxy.

Mpwn perncTpaumm y3nos n3amMeHeHus B KOHUrypaLum Knactepa 3anucbiBaloTcs B criegytoLmne
tannbl:

/data/repos/dozor/config-base.git/cluster.json Ha rnaBHom y3ne (master-host);
/opt/dozor/config/control Ha nog4nHeHHOM y3ne (slave-host).

Ecnn paHHbIi y3en yxe Obin 3apernctpupoeaH, To ¢ann /data/repos/dozor/config-
base.git/cluster.json obHoBnATLCA He OyaeT. Ecnn nma y3na nameHunocb, To oHo Gyager
0OHOBNEHO, a ngeHTudukatop (uuid) yana octaHeTCs NPEXHUM.

Mpwn 3anycke ytunuTtol reg-slave npu otcytcteum ownbok dain lopt/dozor/config/control,
HaxoAsLWUNCcsa Ha Nog4YMHEHHOM y3re, Bcerga obHosnsieTcs. Takum 06pa3om, CNonb3yemblin
rMaBHbIN y3en, a cnegoBaTernbHO, U napameTpbl config-repository 1 policy-repository Bcerga
aKTyanbHbl.

Ecnn ngeHtndumkatop (uuid) gaHHoro yana cosnagaet ¢ naeHtudmkatopom (uuid) master-
y3na B Knactepe, TO peructpupyemomy yany Oyaer aBToMaTtu4ecku CreHepupoBaH HOBbIN
naoeHtTudukartop (uuid).

Mpwn 3anycke ytunutel reg-slave 6e3 napameTpos, a Takke ¢ kntodamu -h, --help, BbiBOgnTCS
cnpaeka:

$ reg-slave
Usage: reg-slave master-host name roles...
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Mpumep BbiBOAa kKoMaHabl $ reg-slave wp-filter-1.solar.local filter <nonHoe gomeHHoe
nma>:

Checking ssh connection to master...
Connected successfully

Checking master...

Copying ssl certificates from master...

ca.crt 100% 1359 287.4KB/s 00:00
ca.key 100% 1704 331.5KB/s 00:00
bus.pem 100% 4170 939.3KB/s 00:00

Generating SSL certificates for slave...
Generating a 2048 bit RSA private key

Using configuration from /tmp/tmp.w2q2RM8Qrk/ca.config
Check that the request matches the signature

Signature ok

The Subject's Distinguished Name is as follows

countryName :PRINTABLE:'RU'
stateOrProvinceName :ASN.1 12:'Moscow'
localityName :ASN.1 12:'Moscow'

organizationName  :ASN.1 12:'SolarSecurity’
organizationalUnitName:ASN.1 12:'OPR'

commonName :ASN.1 12:'wp.solar.local'

Certificate is to be certified until Mar 11 11:57:23 2032 GMT (3650 days)

Write out database with 1 new entries

Data Base Updated

Initializing repositories...

KnonunpoeaHue B «config-final.git»...

remote: lNepeuncnenne oobekToB: 4868, roToBO.

remote: Mogcyet ob6bekToB: 100% (4868/4868), rotoBo.

remote: Cxatune obbekToB: 100% (4548/4548), rotoBo.

remote: Bcero 4868 (n3ameHeHus1 2778), NOBTOPHO ncnornb3oBaHo 0 (M3meHeHus 0)
MonyyeHne obbekToB: 100% (4868/4868), 540.32 KiB | 2.40 MiB/s, rotoso.
Onpegenexuve namexenni: 100% (2778/2778), rotoso.

Node hostname: wp.solar.local

Using existing node ID: 834a08c6-b2d4-4b1a-a0f2-5cb72e46d8d7
Updating control-file...

Registering node on master...

Updating existing node...

No changes to commit

Running accept-settings...

Ye 06HOBNEHO.

Enabling services...

Service monitor-ng already enabled

Restarting services...

accept-setting completed successfully

[ns ynpaeneHnst CTpyKTypow Knactepa npegHasHadeH ckpunt config cluster. ®opmat komaHabl
ANd 3anycka ckpunra:
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$ config cluster [o6wmn kntoy] <gercTBUE> [KNtoY AeACTBUSA]

rae ykasaHbl criegytolime napameTpbl:

o [0OwWwmmM KNKoY] — KoY, NCMONb3yeMbli NPU BbINOAHEHUMN NIOOOro AENCTBUS;

e <peucTBME> — ENCTBUE, KOTOpoe TpebyeTcs COBEPLUUTD;

o [knro4 gencTBuUA] — KoY, KOTOPLIA MCMONL3YeTCs A5l TOro UK MHOTO AENCTBUS.

B tabnuue Ta6n.10.5 nepeuncneHbl obuimne knoun, ncnornbdyemole B ckpunte config cluster:

Ta6n. 10.5. MNepeveHb O6GLUMX KNKOYEN

Kntou OnucaHue

-R <FILE>, [upekTopus, cogepxalias gannbsl C onMcaHMeM poren y3nos

--roles-dir <DIR>

-C <FILE>, dann, cogepXkalun onucaHne knactepa

--cluster-file <FILE>

Bce gencteusa no ynpasneHuto CTPYKTYPOK KnacTtepa npmeegeHsl B Tabnuue Tabn.10.6:

Tabn. 10.6. NMNepeyeHb gencTeumn

OencrtBue OnucaHue

add-node [ob6aBneHune y3na knactepa. PaboTaeT ¢ knovamu:

e -i <ID>, --id <ID> — ngeHTndumkartop yana (UUID);

e -n <NAME>, --name <NAME> - nwms yana;

e -h <HOSTNAME>, --hosthame <HOSTNAME> — 3HayeHne hostname y3na;

e -S <SUBCLUSTER>, --subcluster <SUBCLUSTER> — ngeHtuncpukatop nnn nus
noaknacrtepa.

add-roles [obasneHune ponen yana. Pabortaet co cnegylowmmu Knoyamm:
e -N <NODE>, --node <NODE> — ngeHtucdukatop (UUID) unu nmsa yana;

e -r <ROLES>, --roles <ROLES> — cnucok ponen 4yepes 3ansTyio.

add-subcluster HobaeneHne nogknacTtepa. PaboTaet co cneayowmmMmm Knoyamu:
o -i <ID>, --id <ID> — ngeHTndukartop nogknacrepa (UUID);

e -n <NAME>, --name <NAME> - nwvs nogknacrepa.

delete-node YnaneHue y3na knactepa. Pabotaet ¢ kntovamu gencreusi add-node.
delete-roles YnaneHue ponen y3na. Pabotaet ¢ kntovamu gencteus add-roles.
delete-subcluster YpnaneHue nogknactepa. Pabortaer ¢ kntouamu gencremsa add-subcluster.
disable-services OTkntoveHne cepeucoB. PaboTtaet ¢ kntodamu gerictens add-roles.
enable-services BkntoueHne cepBucoB. PaboTaeT co cneayowmmMm Krnovamm:

o -N <NODE>, --node <NODE> — ngeHtucukatop (UUID) nnu nms ysna;

o -s <SERVICES>, --services <SERVICES> — cn1cok cepB1COB 4Yepes 3andaTyto.
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DenctBue OnucaHue

print BbiBOA TekyLLero coctosiHua knactepa. PaboTaeT ¢ kntoyom:

-f <FORMAT>, --format <FORMAT> — BbIBECTM COCTOsIHME knacTepa B cdopmarte
<FORMAT>. lMpuHumaeT 3HayeHus text, json n edn. Mo ymonyaHuio (6e3 kntoya)
ncnornbayetcs text.

set-roles YcTtaHoBka ponei y3na. Pabortaet ¢ kntodamu gencreus add-roles.

update-node Mogudukauus yana knactepa. Pabotaet ¢ kniovamum geiicteus add-node.

update-subcluster Moaundumkaumsa nogknactepa. Pabortaert ¢ kntovamu genctemsa add-subcluster.

Mpumep BbiBoAa komaHabl $ config cluster print:

Common nodes:
Node: main
ID: 0f676af8-e25d-481e-a193-2aaecb2a2eed
Hostname: t28132.solar.local
Roles: master
Services:
skvt-trafdaemon
database
monitor-server
abook-daemon
skvt-cassandra
clickhouse
skvt-play-server
grafana
monitor-ng
monitor-agent
Node: wp-filter-2.solar.local
ID: 1a84121c-c1fc-4aaf-8f3b-05f2be527bc1
Hostname: wp-filter-2.solar.local
Roles: http-filter, abook-slave, analyzer
Services:
skvt-wizor
skvt-auth-server
skvt-cassandra
skvt-cache
log-streamer
monitor-ng
monitor-agent
abook-daemon
url-checker-next
smap-tikaserver
Node: wp-filter-3.solar.local
ID: f068f01b-0fdd-4cd4-9efb-73d78b93edda
Hostname: wp-filter-3.solar.local
Roles: http-filter, abook-slave, analyzer
Services:
skvt-wizor
skvt-auth-server
skvt-cassandra
skvt-cache
log-streamer
monitor-ng
monitor-agent
abook-daemon
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url-checker-next
smap-tikaserver
Subclusters:

B oaHHOM npumepe BMAHO, YTO B Knactep BxoauT oamH master-y3en t28132.solar.local v aea
slave-yana wp-filter-2.solar.local n wp-filter-3.solar.local.

Ona anarHoctukm knactepa Cassandra cnyxuT yTunuta KomaHgHon ctpoku nodetool. [ng
ee 3arnycka BbINoMHUTE KOMaHAy:

lopt/dozor/cassandra/bin/nodetool --ssl status

Ha akpaH 6ygeT BbiBeaeHa nHgopmauus suga:

Datacenter: datacenter1

Status=Up/Down
|/ State=Normal/Leaving/Joining/Moving
-- Address Load Tokens Owns Host ID Rack
DN 10.201.69.74 303.72 KB 256 48.1% 6018d262-7331-4c01-8c16-7cb42fed2ac8 rack1
UN 10.201.69.193 332.6 KB 256 51.9% 55175322-e8a1-4c82-8b9a-4ed89d10e01¢c rack1
MNepBas GykBa NepBON 3anNnCK B KaXXAOW CTPOKe O3HAYaeT cTaTyc y3na:
D — BbIknto4eH unu HegocTyneH (down);
U — BKMOYEH M JoCTyneH (up).
Btopas 6yksa nepBoW 3an1cu B KaX4on CTPOKE O3Ha4YaeT COCTOsIHME y3na:
N — y3en pabotaeTt HopmansHo (normal);
L — y3en noknpgaet knactep Cassandra (leaving);
J — y3en npucoeguHsaeTcs K knactepy Cassandra (joining).
Btopas 3anucb (Address) B kaxxgon cTpoke otobpaxaeTt IP-agpec y3na.

TpeTbs 3anuck (Load) B kaxxgon cTpoke oTobpaxkaeT 06beM JaHHbIX, XpaHMMbIX Ha y3re.

MaTasa 3anmck (Owns) B kaXkaon CTpoke 0TobpaXkaeT 4o OT 00LLEro KonmMyecTsa yHUKaNbHbIX
AaHHbIX KnacTepa, XpaHUmyto Ha yane.

LWectaa 3anuchk (Host ID) B kaxgon cTpoke oTobpaxkaeT maeHTUdmkatop ysna knacrepa
Cassandra.

B HeKkoTOpbIX cnyyasix BO3HMKAET HEOOXOAUMOCTb yAaneHUs OQHOTO UM HECKOSbKUX Y3I0B
n3 knactepa Cassandra.

Y3HaTb COCTOSAHWE yaansemoro ysmna MOXHO ¢ MoOMoLLbIo ckpunTa nodetool.:
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lopt/dozor/cassandra/bin/nodetool --host --ssl <umsa unu agpec ynanaemoro ysna> status

KomaHaa BbInonHsaeTcs Ha nobom yane, 3a UCKIOYEeHNeEM TOro, KOTOpbIW criegyeT yoanuThb.
Hanpumep:

ds-mode@bvm224 /data/spool # /opt/dozor/cassandra/bin/nodetool --host --ssl avm229 status
rae bvm224 — rnaBHbi y3en (master-host), avm229 — ygansembin y3en.

B pesynbrarte Oyget otobpaxkeHa MHpopmaums:

Datacenter: datacenter1

Status=Up/Down

|/ State=Normal/Leaving/Joining/Moving

-- Address Load Tokens Owns Host ID Rack

DN 10.201.69.74 303.72 KB 256 48.1% 6018d262-7331-4c01-8c16-7cb42fed2ac8 rack1
UN 10.201.69.193 332.6 KB 256 51.9% 55175322-e8a1-4c82-8b9a-4ed89d10e01c rack1

Ecnu kaxpgas ctpoka HadmHaetcsa co 3HadeHna UN (Up/Normal), Bce y3nbl oyHKLUOHUPYIOT
HopMarnbHO. B aTom crnyvae 4ToObl yoanutb y3ern, BOCMONb3yNTeCh UHCTPYKUMEN N3 pa3fena
10.6.4.2.

Ecnu yoansembln y3en umeet coctodHune, otrimyHoe ot UN:

DN, DL, DJ nnu DM — y3en BbIkntoveH. BkrounTe y3en 1 JOXANTECH ero 3arpysku, nocre
Yero NOBTOPUTE MPOBEPKY COCTOAHUS.

UJ — y3en npucoeguHseTcs K knactepy. [loxanteck 3aBepLUeHns onepaumm 1 BbINONHUTE
BCE Luarn MHCTpyKuumn 13 pasgena 10.6.4.2.

UL — y3en nokugaet knactep Cassandra. [loxgnTech 3aBepLUeHNst onepauun, nocre Yero
BbIMOTHMTE BCE Warn MHCTpyKumm n3 pasgena 10.6.4.2, HaumHas ¢ nyHkTa 3.

UM — y3en nepeHocut cBOWM AaHHble Ha Apyrov. [loxauTech 3aBepLueHus onepaumm u
BbIMOMHMTE BCE Warn MHCTpyKuumn n3 pasgena 10.6.4.2, HaumHas ¢ nyHkKTa 3.

Ecnu naHHble Cassandra yTepsiHbl Unu He yaaeTcsa NPUBECTU y3er B HopMarbHOe COCTOSIHUE,
ANA yaaneHus yana BoCnosb3ynTtecb MHCTpyKumen na pasgena 10.6.4.3.

[ns yoaneHns yana us knactepa Cassandra:
MepeHecute aaHHble Cassandra Ha gpyron y3en ¢ noMoLbio ckpunTta nodetool:

# lopt/dozor/cassandra/bin/nodetool --host --ssl <uma yaansemoro ysna>
decommission

Ha rnasHom y3ne (master-host) yrounute ngeHtudmkartop (ID) ygansemoro y3na ¢ noOMOLLbo
KOMaHA:

# lopt/dozor/bin/shell

# cat /data/repos/dozor/config-base.git/cluster.json
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"nodes" : [{
"name" : "main"
"hostname" : "master.solar.local"
"id" : "c34a294b-cc07-4088-8c52-c69fc181345c"
"roles : [ "kerberos", "analyzer", "network-config", "master”, "http-filter", "antivirus" ],
"services" : [ {

"name" : "database" ,

Ha rmaBHom y3ne (master-host) ynanute Tpebyembliii y3en ¢ NOMOLLbO KOMaHAb!:

$ unreg-slave <ugeHTudukatop ysna>

ds-mode@bvm224 /opt/dozor # unreg-slave c34a294b-cc07-4088-8c52-c69fc181345¢c

rae bvm224 — rnasHbIn y3en (master);

unreg-slave — ynansembin ysen;

c34a294b-cc07-4088-8¢c52-c69fc181345¢c — npeHtndpmkartop (ID) yaanaemoro yana.

Y6eguTech, 4To B dpanne KoHdurypauum oTCyTCTBYET yaanseMbln y3en ¢ NOMOLLbI KOMaH-
Abl:

cat /data/repos/dozor/config-base.git/cluster.json

Ynanute Solar webProxy ¢ yaanaemoro y3na. [1nsa 31oro BbINoOSHUTE BCE LWarn MHCTPYKLUUK
13 pasgena 4.5.

MNMepesanyctute Cassandra Ha rmaBHoOM y3ne (master-host) komangon (3anyck u3 shell):
$ dsctl restart skvt-cassandra

[nsa anarHocTukn ucnonb3ymnte ckpmnT nodetool, KOTOpbLIN 3anyckaeTcs M3 KOMaHZAHOW
obornoukn Solar webProxy . 3anyckante komaHgy Ha KaxgoM y3ne, OTBETbI HA BCEX AOSMKHbI
ObITb OANHAKOBLIMMU:

ds-mode@avm239 /opt/dozor # /opt/dozor/cassandra/bin/nodetool --ssl bvm224 status
Note: Ownership information does not include topology; for complete information, specify a keyspace
Datacenter: datacenter1

Status=Up/Down

|/ State=Normal/Leaving/Joining/Moving

-- Address  Load Owns Host ID Token Rack
UN 10.31.7.224 169.13 KB 45.6% ea06d8ch-5657-4b84-8545-2ce8b378e31c
-9089968438401001742 rack1

UN 10.31.6.239 120.11 KB 54.4% 9a6e5a5c-6988-4fbd-9cec-375f29cb698d
-9193948100233974008 rack1

ds-mode@bvm224 /opt/dozor # /opt/dozor/cassandra/bin/nodetool --ssl avm239 status
Note: Ownership information does not include topology; for complete information, specify a keyspace
Datacenter: datacenter1

Status=Up/Down

|/ State=Normal/Leaving/Joining/Moving

-- Address  Load Owns Host ID Token Rack
UN 10.31.7.224 169.13 KB 45.6% ea06d8ch-5657-4b84-8545-2ce8b378e31c
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-9089968438401001742 rack1
UN 10.31.6.239 120.11 KB 54.4% 9a6eb5a5c-6988-4fbd-9cec-375f29cb698d
-9193948100233974008 rack1

Ecnu gaHHble Cassandra yTepsiHbl Unu He yaaeTcs NpMBecTy y3en B HOpManbHOE COCTOSIHUE:

Ha rmasHom yane (master-host) ytouHute ngeHtmndukatop (ID) yaansgemoro yana ¢ NOMOLLbH
KOMaHz;

lopt/dozor/bin/shell

cat /data/repos/dozor/config-base.git/cluster.json

"nodes" : [ {

"name" : "main"
"hostname" : "master.solar.local"
"id" : "c34a294b-cc07-4088-8¢c52-c69fc181345c"

"roles : [ "kerberos", "analyzer", "network-config", "master”, "http-filter", "antivirus" ],
"services" : [{
"name" : "database" ,

Ha ntobom gpyrom yane BbINOAHUTE KOMaHAY:

ds-mode@bvm224 /opt/dozor # /opt/dozor/cassandra/bin/nodetool --ssl bvm224 removenode
c34a294b-cc07-4088-8¢c52-c69fc181345¢

rae bvm224 — nms atoro yana, c34a294b-cc07-4088-8¢52-c69fc181345¢c — vaeHTudm-
katop (ID) yaansemoro y3na.

Ha Bcex ocTanbHbIX y3rnax no ovyepeaun BbiNOJIHATE KOMaHAy:

# /opt/dozor/cassandra/bin/nodetool --ssl <hostname> repair
rae <hostname> — M4 yana, Ha KOTOPOM BbINOSTHAETCA KOMaHAa.

Ynanute Solar webProxy ¢ yaansemoro yana. [1ns 3Toro BbINOMHUTE BCE LWarn MHCTPYKLMK
13 pasgena 4.5.

Mepesanyctute Cassandra Ha rmaBHOM y3ne (master-host) komangon (3anyck us shell):
$ dsctl restart skvt-cassandra

[nsa anarHocTukn ucnonb3ynte ckpmnt nodetool, KOTOpLIN 3anyckaeTcs M3 KOMaHZHOW
obornouykn Solar webProxy. 3anyckanTe KOMaHgy Ha KaXX4oM y3ne, OTBEThI Ha BCEX AOSMKHbI
ObITb OQMHAKOBbLIMM:

ds-mode@avm239 /opt/dozor # /opt/dozor/cassandra/bin/nodetool --ssl bvm224 status
Note: Ownership information does not include topology; for complete information, specify a keyspace
Datacenter: datacenter1

Status=Up/Down
|/ State=Normal/Leaving/Joining/Moving
-- Address Load Owns Host ID Token Rack
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UN 10.31.7.224 169.13 KB 45.6% ea06d8cb-5657-4b84-8545-2ce8b378e31c

-9089968438401001742 rack1
UN 10.31.6.239 120.11 KB 54.4% 9a6eb5a5c-6988-4fbd-9cec-375f29cb698d
-9193948100233974008 rack1

ds-mode@bvm224 /opt/dozor # /opt/dozor/cassandra/bin/nodetool --ssl avm239 status
Note: Ownership information does not include topology; for complete information, specify a keyspace
Datacenter: datacenter

Status=Up/Down

|/ State=Normal/Leaving/Joining/Moving

-- Address  Load Owns Host ID Token Rack
UN 10.31.7.224 169.13 KB 45.6% ea06d8cb-5657-4b84-8545-2ce8b378e31c
-9089968438401001742 rack1

UN 10.31.6.239 120.11 KB 54.4% 9a6e5a5c-6988-4fbd-9cec-375f29cb698d
-9193948100233974008 rack1

Mpn HeobxoamMmocTn n3aMeHeHus1 hostname BbINONHUTE creaylowne OeNCTBUS:
BbinonHute komaHay:
# hostnamectl set-hostname newhostname.domain.domain
rae newhostname.domain.domain ykaszaHo HOBoe UMS y3na 1 IOMEH.
BHecuTe nameHeHus B canne:
# vi /etc/hosts

B dhanne wuameHuTe uMa gns  master-yana (Hanpumep, ¢ wp.solar.local Ha
newhostname.domain.domain).

[MpoBepbTE HOBOE UMS:
# hostname -f
M3meHunTe nmsa B koHduUrypaumm:
Heobxogumo y3HaTb ngeHtudukatop nHctanauyum (ID yana):
$ /opt/dozor/bin/shell
$ get-role
B cTpoke node-id nossutcs naeHTudmkaTop yana.
Mocne BbINONHUTE KOMaHAb:
# config cluster update-node -i <node-id> -h <hostname>
, rade node-id — ngeHTuumkaTop yana, a hostname — HoBoe nms yana.

# cd /data/repos/dozor/config-base.git
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# git add cluster.json
# git commit -m ‘change hostname’
# chown -R dozor:dozor /data/repos/dozor/config-base.git
3ameHuTe cepTudmkar:
# lopt/dozor/bin/shell
# rm -rvf Jopt/dozor/etc/ssl/*
# cert /opt/dozor/etc/ssl/bus.key /opt/dozor/etc/ssl/bus.pem

MpumeyaHue

Ecnu Solar webProxy ycmaHoerneH Ha HECKOMbKUX y3r1ax, ocrie 2eHepayuu Ha master-y3mne Hogbix
Krrodel He0bxoduMO 3aHOB0 8bIMNOMHUMbL peaucmpauuro slave-y3nos.

Mepesarpyaute MK Solar webProxy:
$ /lopt/dozor/bin/shell

$ dsctl down

$ dsctl boot

$ accept-settings
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[na HacTponkn ayTeHTMduKaLmm ¢ JOMEHHOM YYETHOM 3anncbio (pevb naet o nobom suge
basic-ayTeHTUpmkauun):

B pasgene AyteHTtudukauus > UctouHuku Basic-ayTeHTUpUKaL MM OCHOBHbLIX HACTPOEK
KOHpurypauum yctaHoBute hnakok BKnoYnTb UCTOYHUK ayTeHTUdUKaUMu 1 4ng napa-
meTpa Tun ucTovHuka BbibepuTe 3HayeHne ldap.

3anonHuTe NoABMBLUMECS MOMNS aHaNOrMYyHO TOMY, Kak nokasaHo Ha Puc.11.1:

v Twnwcowmia  source
Vinesmupmarop Gzt base-dn
Vaesmuguarop cyGhexra
Ouwnerp nomesosarene
Ounerp rpym

Ampeccepaepa  host

ATDIGYT 18 860D WIEHTUWITOpOS

ATPHGy R EGopIon e nomsosaTenes

ATPHGy nns ssGopioA Ry nosOsaTeRe

Tlapoms cyiexta  passiord

Topr  port

Puc. 11.1. Hactpouku cepBepa Active Directory

Mapametp WpeHTudukatop cybbeKTa Takke MOXHO 3agatb B dopmare
administrator@ad.local.

CospganTte 4OMEHHYHO YYETHYHO 3anucb Nosb30BaTenNs CornacHo MHCTpyKumn pasgena Co-
30aHue y4émHol 3anucu ronb3oeamersid AoKymeHTa Pykoeodcmeo adMmuHucmpamopa
6esonacHocmu. Ima cosgaBaemMon y4eTHOM 3anmcu AOMKHO coBnagaTtb C UMEHEM YYETHOM
3anucu B Active Directory.

BHumaHume!

@yHKYUS cMeHbI naporis 0nsi JOMEeHHbIX y4emHbix 3anucel HedocmyrHa 8 eeb-uHmepaelice.

199



Ecnu B opraHmsaumm nmeetca cobCcTBeHHbIN YL, MOXHO MCMONb30BaTh ero ceptudmnkat ans
ycTaHoBneHuns coeauHeHusa ¢ GUI Solar webProxy. [1ng Beinycka cepTudumkaTta opraHusauum
Ha master-y3ane Solar webProxy:

B CLI nepengnte Bo BpeMeHHbIN KaTarnor (Hanpumep, /var/tmp/), BbINONHUB KOMaHAY:
# cd /var/tmp

CosganTte kntod ECDSA, BbINOMHMB KOMaHAY:

# openssl genrsa -out wp.key -aes256 2048

Bo BpeM4A BbINOJIHEHNA KOMaHAbl CUCTEeMa n0Tpe6yeT Ha3Ha4YnUTb Naposrb AnA Khkoda.
Beegute naporsb U 3anoMHUTE ero. Mocne BBOAA noareepanTe naporb.

CospainTe B TekyLleM Katanore gann ¢ umeHem openssl.cnf u gfobasbTe B Hero gaHHbIe:
[req]

req_extensions = v3_req
distinguished_name = req_distinguished_name

promt=yes

[ req_distinguished_name ]

countryName = Country Name (2 letter code)
countryName_default =RU

stateOrProvinceName = State or Province Name (full name)

stateOrProvinceName_default = Moscow

localityName = Locality Name (eg, city)
localityName_default = Moscow

0.organizationName = Organization Name (eg, company)
0.organizationName_default = Organization
organizationalUnitName = Organizational Unit Name (eg, section)

organizationalUnitName_default = Dept

commonName = Common Name (eg, your name or your server\'s hostname)
commonName_default = proxy.org.com

emailAddress = Email Address

emailAddress_default = support@org.com

[v3_ req]

basicConstraints = critical, CA:true

#basicConstraints = CA:false

#keyUsage = nonRepudiation, digitalSignature, keyEncipherment
subjectAltName = @alt_names

[alt_names ]
DNS.0 = proxy.org.com
IP.0 =192.168.10.15

BblaeneHHble 3Ha4YeHus napameTpoB 3aMeHUTe Ha aKTyalibHble 3Ha4YeHUA opraHn3auunn:

200



countryName_default — oByx6ykBeHHbIV KOO CTpaHbI;
stateOrProvinceName_default — pervoH;
localityName_default — ropog;
organizationName_default — HazBaHve opraHusauuu;
organizationalUnitName_default — HazBaHve nogpasgenenuns, genaptaMmeHTa U T. 4.;
commonName_default - FQDN master-yana;
emailAddress_default — KOHTaKkTHbLIN agpec aNeKTPOHHOW NOYThlI OpraHn3aunm;
DNS.0 — FQDN master-yana;
IP.0 — IP-agpec master-yana.

CreHepupyiTe 3anpoc Ha nognuck ceptudmkaTta, BbINMONHUB KOMaHAY:

# openssl req -new -key wp.key -out name.csr -config openssl.cnf

B npouecce BbiNonHeHUs1 kKOMaHAbl cucTeMa noTpedyeT BBECTU Maposib, 3afdaHHbI Ha
ware 2.

Ha cepBepe opraHusauuu, nmetowem porbe CA (Certification Authority), nposepbte ncnonbs-
3yemMbli anropuTtm WwWndposBaHus. [na atoro otkponTte nporpammy KomaHgHasa cTpoka ot
UMEHM aAMUHUCTPATOpPa U BbINOMTHUTE B HEW CrEeAYIoLLY0 KOMaHay:

certutil - getreg ca \ csp \ CNGHashAlgorithm

Ecnu sHaveHne napametpa REG_SZ pasHo SHA1, BbINONHUTE KOMaHAbI:
certutil -setreg ca\csp\CNGHashAlgorithm SHA256

net stop CertSvc && net start CertSvc

MepeBbIiNULIMTE KOPHEBOW cepTudmKaT u nepesanyctute cnyx0y Certificate Services, Bbl-
MONMHMB criegyomne KoMaHabl:

certutil -renewCert ReuseKeys
net stop CertSvc && net start CertSvc

3angute Ha noptan YL, Windows.
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@ Microsoft Active Directory .. .

Microsoft Active Directory Certificate Services — test-U018-CA

Welcome

Use this Web site to request a certificate for your Web browser, e-mail client, or
other program. By using a certificate, you can verify your identity to people you
communicate with over the Web, sign and encrypt messages, and, depending
upon the type of certificate you request, perform other security tasks.

You can also use this Web site to download a certificate authority (CA)
certificate, certificate chain, or certificate revocation list (CRL), or to view the
status of a pending request.

For more information about Active Directory Certificate Services, see Active
Directory Certificate Services Documentation.

Select a task:

Request a certificate

View the status of a pending certificate request
Download a CA certificate, certificate chain, or CRL

Puc. 12.1. 3kpaH npuBetcTBua YL Windows

8. Haxxmute Request a certificate.

@ Microsoft Active Directory .. * |

Microsoft Active Directory Cenrtificate Services — test-U018-CA

Request a Certificate

Select the certificate type:
User Certificate

Or, submit an advanced certificate request.

Puc. 12.2. 3kpaH 3anpoca ceptudukarta

9. Haxxmute advanced certificate request.

@ Microsoft Active Directory .. * .

Advanced Certificate Request

The policy of the CA determines the types of certificates you can request. Click
one of the following options to:

Create and submit a request to this CA.

Submit a certificate request by using a base-64-encoded CMC or PKCS #10
file, or submit a renewal request by using a base-64-encoded PKCS #7 file.

Puc. 12.3. 3kpaH ocoboro 3anpoca ceptudmkara

O SOLAR
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10. Haxxmute Submit a certificate request by using....

Cnyx6bl ceptucpmranmmn Active Directory (Microsoft) — sns81-SNS81-AD-CA

Bblgaya sanpoca Ha cepTudukat unu Ha oGHoBneHne cepTudukara

YT100bI BHIAATL COXpaHeHHbIn 3anpoc K LIC, BcTaBbTe base-64-umMdpoBaHHbIN
none "CoxpaHeHHbIW 3anpoc”.

CoxpaHeHHbIW 3anpoc:

————— BEGIN CERTIFICATE REQUEST-----
Base-64-wmndpoeaHHbiii [MIIDIDCCAgGgCAQAWCTELMAKGALUEBhMCULUXCZATIAN
3anpoc cepTucmkata | DANNUOSxFzAVBgNVEACMDINVbGEYIEN1Y3VyaXRS!

(CMC wnnu MBwGALlUEAWWVZGI96b3JtYXNOZXIuc2520DEubGFil

PKCS #10 unu ANOCAQSAMIIBCgKCRAQEA4WKINJICZA0VFDQY34FPkilny

PKCS #T): u+UFBN+nIe30Na3Wlnfau43Srl+J/SGomYS1GESV:
< >

LWabnon cepTudukara:

Beb-cepeep v

[lononHuTenbHbie aTpubyThi:

ATprbyThI:

Buigats >

Puc. 12.4. 3kpaH aTpmbyTOoB cepTucpmkara

11. BoibepuTte wabnoH ceptudmkata Beb-cepBep 1 BcTaBbTe B norne Base-64 cogepxnmoe
hanna, cosgaHHoro Ha ware 4. Haxmnte BblaaTtb.

& Microsoft Active Directory ... *

Microsoft Active Directory Ceriificate Services — test-U018-CA

Certificate Issued

The certificate you requested was issued to you.

® DER encoded or O Base 64 encoded

Download certificate
=4 Download certificate chain

Puc. 12.5. 3kpaH Bbiaauu ceptudmkara
12. Haxkmute Download certificate. CoxpaHute dann ceptudmkarta ¢ UMEHEM Wp.cer BO
BPEMEHHbIV KaTanor, BblIopaHHbIv Ha ware 1.

13. Mepenante Ha rmaeHyto cTpanuuy noptana YU n Haxxmmute Download a CA certificate,
certificate chain or CRL. Coxpanute ceptudumkar YLI c umeHem ca.cer B TOT e KaTasnor.
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== |

e@l@ https://loca.. O ~ @ CE a” 2 Microsoft Active Directory ... ‘ | ﬂh S:? {§}

Microsoft Active Directory Cerlificate Services — test-U013-CA

Welcome

Use this Web site to request a certificate for your Web browser, e-mail client, or
other program. By using a certificate, you can verify your identity to people you
communicate with over the Web, sign and encrypt messages, and, depending
upon the type of certificate you request, perform other security tasks.

You can also use this Web site to download a certificate authority (CA)
certificate, certificate chain, or certificate revocation list (CRL), or to view the
status of a pending request.

For more information about Active Directory Certificate Services, see Active
Directory Certificate Services Documentation.

Select a task:
Request a cerificate
View the status of a pending certificate request
Download a CA certificate, certificate chain, or CRL

Puc. 12.6. 3kpaH npuetctBua YL} Windows
14. Bepnutecb B CLI Solar webProxy, nepenguTe B BblOpaHHbIA BPEMEHHbIN KaTanor U CKOH-
BepTUpPYMTE 3arpyeHHble cepTudmkaTsl B popmat PEM, BbINONHUB KOMaHAb!:
# openssl x509 -inform der -in wp.cer -out wp.pem
# openssl x509 -inform der -in ca.cer -out ca.pem
15. O6begmHUTE cepTudumKkaThl U KoY B cepTudmkat pkcs12, BbINONHUB KOMaHAY:
# openssl pkcs12 -export -out wp.p12 -inkey wp.key -in wp.pem -certfile ca.pem
Bo BpeMs BbINONHEHMSA KOMaHAbl cMcteMa notpebyeT BBECTU Naporb.
16. UmnopTupyinTe Java-xpaHunuiie cepTudukaTos, BbINOSTHMB KOMaHAYy Buaa:

# keytool -importkeystore -deststorepass <password> -destkeypass <password> -
destkeystore WEB.jks -srckeystore wp.p12 -srcstorepass <password>

rae <password> — BbIGpaHHbIN Naporib.
17. CkonupynTe Java-xpaHunuue B katanor Solar webProxy, BbIMONHUB KOMaHAYy:
# cp WEB.jks /opt/dozor/skvt/var/lib/
18. CMeHuTe BrnagenbLa XpaHWnuLLa, BbINOMHNB KOMaHAy BMAaA:
# chown dozor:dozor /opt/dozor/skvt/var/lib/WEB.jks
19. MpoBepbTe, YTO cepTUdMKAT HAXOAMUTCA B XpaHUNULLE, BbINOSTHMB KOMaHAy Buaa:

# keytool -list -keystore /opt/dozor/skvt/var/lib/WEB.jks
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O Hanuumm cepTudmkaTta B XxpaHunuwe 0ygeT cBUAETENbCTBOBaTh BbIBOL;:

1, Jul 10, 2018, PrivateKeyEntry,

Certificate fingerprint (SHA-256): B2:03:57:46:8E:61:02:D0:0C:55:28:06:33:72:88:F1:AB:E0:4D:9C
B GUI B pasgene Cuctema > PacwmnpeHHble HacTpomnku > UHTepdeinc > CepBep BeO-

MHTepdenca 3aganTte 3Ha4YEeHUS NapameTpoB:

MyTb K XpaHUNULy Knioven —
lopt/dozor/skvt/var/lib/WEB.jks

’

Maponb K XxpaHUNULLy Knrvyen — Naporb.
Mepesanyctute cepsuc skvt-play-server, BoinonHus B CLI komaHAabI:
$ /opt/dozor/bin/shell

$ dsctl restart skvt-play-server
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MpumeyvaHue

B Solar webProxy Henb3s U3MeHsimb HacmpoUKU 8HYMPEHHe20 MOHUMOPUH2a, KOmopbIl UCOMb3y-
emcs ¢ HaCMPOEHHbIMU napamempamu, cobcmeeHHbIMU ckpunmamu u m.0. g pabomsi ¢ cobcmeeH-
HbIMU riapamMempamu MOHUMOPUH2a Ucrosnb3ytime 00rnoinHUMmMerbHbilt cepgep Zabbix (norb3o8amerisb-
CKul cepsep MOHUMOPUH2a) ¢ omrnpaskol Ha He2o uHghopmayuu ¢ Solar webProxy u co3daHuem Ha
HeM HeobxodUMbIX CXeM MOHUMOpPUH2a.

Mo ymonyaHuio slave-yanbl knactepa Solar webProxy npuHumatoT coequMHeHust oT cepeepa
MOHUTOpUHra Zabbix, KOTOpbIN PyHKUMOHMPYET Ha master-yane. YTobbl slave-y3nbl npyHumManu
CcoefMHEeHNs1 OT NONb30BaTENbCKOro cepBepa, BbINOMHUTE criegytowmne AencTBuS:

B pasgene Cuctema > PaclumpeHHble HacTponku > HacTpoOMKM MOHUTOPUHIa > AreHTbl
MOHMTOPUHra 3aganTe 3Ha4YeHNsi NapamMeTpoB:

MopTt — 10050

Monb3oBaTenbLCKUIM cepBep MOHUTOPUHIa — Nob30BaTeNbCKUE CepBepPbl MOHUTOPUHIA,
ncnonb3yemble 45151 NaCCUBHBIX MPOBEPOK (YNPOLLEHHbIX 3anpocoB). B kayecTse 3HaveHns
MOXHO 3agaBaTb CnMcok IP-agpecoB nnn nmeH yanoB Yepes 3anaTyto, 40MNYyCKaeTca uUc-
nono3oBaHne mackn CIDR B dopmate X.X.X.X/N. lMpumep 3HauveHun: 127.0.0.1,
192.168.1.0/24, ::1,2001:db8::/32,zabbix.domain.

Tun npoBepKu JOCTYNAa B UHTEPHET — T1M aBTOpM3aLun Ans TECTUPOBAHUA COeaNHEHUS
¢ ceTbto IHTepHeT. MNpuHumaeT 3HavyeHus: OFF (BbikntoveHo), Simple (ans asTopusauum
Basic unu no IP), NTLM (ons NTLM-asTopusaumm) n Negotiate (ons Kerberos-astopu-
3auun).

Mpokcu-cepBep ANA NPOBEPKM AOCTYNa B MHTEPHET (KaK ANnsA nonb3oBaTenen) —
agpec 1 nNopT NpoKcu-cepeepa, MCnonb3yemMoro Ans AoCTyna K uHTepHety. [pu ucnons-
30BaHuu Kerberos-aBTopu3aumm cnegyet ykasbiBaTtb Tonbko FQDN npokcu-cepsepa (He
localhost).

Monb3oBaTenb AnNs NpPoBepKU A4OCTyNna B MHTEPHET — y4yeTHasd 3annck (Y3) nonb3o-
BaTensa Ans TeCTMPOBaHNA CoeaUHEHUs ¢ MHTepHeToM. Pa3 B 40 cekyHg nog atom Y3
OyayT BbIMNOMHATLCSA MOMbITKA COEQMHEHMSA C calTamm yandex.ru, mail.ru n google.ru.
YKasaHHble canTbl AOMMKHbI ObITb 4OCTYNHbLI A4N1s 9Ton Y3.

Peakuus npu cpabaTtbiBaHuu bypass cueHapus — 4OCTYNHble 3HaYeHus: OcTaHOBKa
CepBUCOB — MOLXOANT AN1s UCKNoYeHMs y3na n3 6anaHcmposku (B Tom uncne WCCP);
Mepe3anyck cepBMCOB — NOAXOAUT Ansi nepe3anycka unesTpyroLLEero aapa.

Ons cbopa  OOMONHWTENbHOM  CTAaTUCTUKM NO  napameTpaMm M3  Karanora
letc/zabbix/zabbix_agentd.d/ yctaHosuTe dhnaxok BbiBoA oTnagoyHon nHcopmaumm.

Haxmute CoxpaHutb 1 NMpuMeHnTb.
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MpumeyvaHue

Lnsa ezaumodelicmeusi ¢ azeHmom Zabbix ucrionb3yem rnpomokosn Ha ocHoge JSON.

Zabbix eocripuHumaem 0o 16 Mb GaHHbIX, 3ako0upoeaHHbIX 8 Base64, 8 hopmame XML, Ho oduHo4HHOe
0ekoluposaHHOe 3Ha4YeHuUe Q0MKHO bbimb He bonbwe 64 Kb, uHaye 3Had4eHue 6ydem obpesaHo G0
64 Kb e npouecce 0ekoduposaHUs.

YT106bl NONyYaTb CTaTUCTUKY NO MoKa3aTensam, NpoBepka KOTOPbIX N0 YMONYaHUIo He Npeao-
npegerneHa B cepBepe MOHUTOpUHra Zabbix, ncnonb3ynte nonb3oBaTenbCckMe napameTpbl
Userparameter.

MpumeyaHue

3a pekomeHOayusimu omHocumenbHO Hacmpouku Userparameter obpauwjalimecb K pykogoocmey
o Zabbix.

Cos0aHHble ronb3osamernem napamemps! Userparameter He 6yOym pabomameb, ecriu KOHQuaypa-
YuoHHbIe ¢halinibl ¢ Ux onucaHuemM omcymcmesyom e kamanoze /etc/zabbix/zabbix_agentd.d/.
lpu dobaeneHuu dybnupyrouuxcs Userparameter nonb3oeamernbckuli cepeep Zabbix He 6ydem
pabomame.
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MOHVITOpVIHF CuCTeMbl OOCTyNeH Ha BKNnaake MOHI/ITOpVIHr pasgena Cucrema.

Ha Bknagke CocTtosiHue npeacrtaBrieHa I/IH(bOpMaLI,VIH O COCTOAHMMK y3I10B KnacTepa.

B BepxHen YacTu pacrnonoXeHO KONM4YecTBO Npobrnem (cpegHen 1 BbICOKOW KPUTUYHOCTN) Ha
BCEX y3nax.

B HWXHel YacTu pacnonoXeHbl CMCckM Npobnem Bcex BblIOpaHHbIX Y3MOB: CNeBa — C ypOBHEM
KpUTM4HOCTM CpeaHsAA 1 Bbille, CrpaBa — C YPOBHEM KpUTUYHOCTM Hu3kas.

o @ M e el ClIE=E

Hanwuwe npoSnem Ha yanax (cpean

Bce yznbi

3

Crucox mpo6ines a yanax (cpease u Bume)

(eepalived: 5 pexvuse MASTER Ho cepsic He

Puc. 14.1. Bknagka «CocTtoaaHue»

Ha Bknagke NMokasaTtenu MO npeacrasneHa nHgopmaums o pabote Solar webProxy Ha y3nax
Knactepa.

B BepxHen 4actu pacnonoXeHo KoNM4ecTBo Npobnem (CpeaHen U BbICOKOM KPUTUYHOCTN) Ha
BCeX y3nax.

B HWxXHel yacTu pacnonoXxeHbl rpadouku:
KonunyecTBO yHUKanbHbIX NePCOH Ha y3nax counsrpauum (B MUHYyTax);
Bpewms 3arpy3kum canToB Hanpsmyto (6e3 npokcu);
Bpewms 3arpy3ku cauToB Yepes y3nbl punbrpaumu;

MpumeyaHue

U3-3a omkrroueHHOU nposepku docmyrna 8 UHMepHem 0719 a2eHMo8 MOHUMOPUHa2a Ha epaghuke
Bpewmsi 3a2py3Ku calimoe 4yepes y3Jibi huribmpayuu Moxxem He bbimb 0aHHbIX. YmMobbi 0aHHbIE
omobpaxanucsk, 8 pasdene Cucmema > OCHO8HbIe HacmpoUku > MoHumopuHe > A2eHmsbI
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MoHumopuHaa 015151 napamempa Tun npoeepku docmyna 8 UHMePHem ycmaHo8UMe 3Ha4yeHuUe,
omnu4Hoe om OFF (Hanpumep, Simple).

¢ Kopgbl 3arpy3ku canuTos;
¢ KonuuyectBO onepaumin YteHUs/3anucu;
¢ KonunuyectBO CTpOK 3anucu B 6a3y CTaTUCTUKW.

Ha kaxgom rpaduke MOXHO BblGpaTb onpedeneHHbli MHTEpBan A5 OTOOpaXeHWsi Ha BCHO
ANUHY WKanel. [ns aToro NOMecTuTe Kypcop B OAMH M3 KOHLIOB TpebyeMoro nHTepsana u ¢
3a)XaToWn NIeBOW KHOMKOW MbILLM NepemMecTuTe Kypcop K ApyroMy KOHLY MHTepBana, a 3aTem
OTNYCTUTE KHOMKY MbILLWN.

14.3. MOHUTOPUHI NOKa3aTesien annapaTHOro obecne4vyeHus

Ha Bknaake MokasaTenu y3noB npeacTaBneHa MHopMauMs O COCTOSIHMM annapartHoro
obecnevyeHns y3nos Knacrepa.

B BepxHen 4actu pacnonoXxeHo KoNM4ecTBo Npobnem (cpeaHen U BbICOKOM KPUTUYHOCTH) Ha
BCeX y3nax.

Hwxe pacnonoxeHbl 6roku ¢ HazBaHMAMM y3noB (CM. aanee). MNMpuHumn nx otobpaxeHnsa Takom
Xe, Kak 1 Ha Bknagke CocTtosiHue.

Tabn. 14.1. Bnoku gaHHbIX BKnagku "lMokasaTtenu y3nos"

Bnok OnucaHue

Bpewmsi pabotbl Bpems HenpepbIBHOM paboThl y3na, NpoLueLlee ¢ MOMEHTa NOCMEAHEN Nepe3arpy3ku
(BKNHOYEHUST)

CpenHsaa 3arpyska (load|3HayeHue Load average 3a nocnegHiow MUHYTY B BbIBOAE KOMaHAbl top Ha y3ne
average)

Konunuecteo sgep LMY KonunuecTtBo sigep npoueccopa Ha y3ne

JocTynHo namsaT O6bem cBOGOAHOM ONEpaTUBHOM NaMsiTV Ha y3rne

Hwke pacnonoxeHa rpynna rpadukoB ANsi KaX40ro BbiIbpaHHOro yana, otobpakatroLwmx crne-
aywouime gaHHbele (cM. ganee).

Tabn. 14.2. N'pynna rpachMKoB BbIOpPaHHOIo y3na

Fpadumk OnucaHue

uny WcTopusa 3arpysku npoueccopa

MamaTb WcTopusa notpebrneHuns onepaTtMBHON NaMsiTu

CeobogHoe npocTpaHcTBO B|KonmyecTBO CBOGOAHBIX MHOEKCHBIX AECKPUMNTOPOB AN pasgenoB Ha dannosow
nogkayke, % cucTeme B NpoLeHTax

CeobogHoe auckoBoe npo-|CBoGoaHOE NPOCTPAHCTBO Ha XXECTKOM QUCKE B NMPOLEeHTax
CTpaHcTBO, %

CsobGogHoe auckoBoe npo- CBobogHoe NPOCTPAHCTBO Ha XXeCTKOM ANCKE B abCcontoTHOM MCYUCTNIEHNN
CTpPaHCTBO

CeTeBoii Tpadouk WcTopusa ckopocTu nepenayn AaHHbIX Yepes ceTeBble MHTepdeiickl yana
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MpumeyvaHue

lod epaghukamu omobpaxkaromcsi 0aHHbIE M0 YembIpPeM rnapaMmempam ¢ caMbiMu 60sIbLUUMU 3Haqe-
Husimu. Ymobbl nocmompemsb OaHHbIE 110 KOHKPEMHOMY rnapamempy, Hagedume Kypcop MbiWU Ha
HY>XHYr0 Gamy Ha 2pacbuke.

14.4. Noapo6Hble AaHHbIe

B paspgene Cuctema > MoHUTOpPUHT > MMogpoOHble AaHHble CUCTEMHbIN agMUHUCTPATOP
MOXET NOCTPOUTb OTYETLI MO HEOBXOAMMBIM CTAaTUCTUYECKMM NOKa3aTenam, Bbibpas onpese-
NeHHbIN Habop y3roB 1 Neprog BpEMEHM.

Puc. 14.2. Bknagka «lloapo0OHble AaHHbIe»

,D,J'IFI NOCTPOEHUNA OTHETOB MO KOHKPETHbLIM NMoKa3aTernam HaXKMmute n Bbl6epI/ITe HeobxoauMble

napameTpbl.

X Hacrpotiku suaxera "MoHUTOpUHr yanos™

aepeso

/ Bxonsuwi ceresol Tpaduk Ha nHTepdeiice eth

pyxexyii / BXOASUAT CeTeBol Tpaguik Ha niTepaeiice ethd

epoerice ethd
i / VICKORALMT CeTesOM Tpadwik Ha MHTepderice ethd

iapyxeHiii / OBWAA 06LEM Gain0BoM cUCTeMbl /

AN N NN

Puc. 14.3. Bbi6op nokasaTtenen ansa nocTpoeHusi oT4eToB

O SOLAR
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MpumeyvaHue

lod epaghukamu omobpaxkaromcsi 0aHHbIE M0 YembIpPeM rnapaMmempam ¢ caMbiMu 60sIbLUUMU 3Haqe-
Husimu. Ymobbl nocmompemsb OaHHbIE 110 KOHKPEMHOMY rnapamempy, Hagedume Kypcop MbiWU Ha
HY>XHYr0 Gamy Ha 2pacbuke.

XKypHanbl cobbiTuin cogepxat nHopmaunio 0 4ENCTBUSAX Nonb3oBaTenen n pabote cucTemsl,
KoTopas npeacTaBreHa B UHTepderice B hopme 3anucen XypHanbHbIX painoB Ha BKNaake
XypHanbi paszgena Cucrema.

TH CHCTEMH (NDOBEPKA KOKTDONH v Y3en  main v Konsocrpok 100 KpHTHIHOCTS

10.10.2021 1200 rick check_skvt: §5__ fopt/dozor/config/default/types d/monitor-server json
10402021 1200 1 rick check_skvt: Verify package solar-wp-ndpi _ 0K
10.10.2021 1200 rick check_skvt: Verify package solar-wp-server _ OK

10102021 12:00 ick cheek_skvt: Verify package solar-wp- "

10402021 1200 ick check_skvt: Verify package solar-wp-squid . 0K

10.10.2021 12:00 Fick check_skve: Verify package solar-wp-tika _ 0K

101020211200 1 rick check_skvt: Verify package solar-wp-translations .. OK

10.102021 12:00 Tick chieck_SKVE: Verify package solar-wp-url-checker _ FAILED

10.10.2021 1200 rick check_skvt: S5 /opt/dozor/iadmin/etc/iadmin.cfg

10.10.2021 12:00 fick check_skvt: 8.5 /opt/dozor/iadmin/etc/key

Puc. 14.4. XXypHan cob6biTnn

Ha Bknaake XKypHanbl MOXHO NPOCMOTPETL MHGpOPMALMIO MO CrieayoLwmnm cepBrncam 1 kate-
ropusim MHcpopmauum o paboTte CUCTEMbI:

CepBep ayTeHTUdMKaLUKN: NapamMeTpbl ayTeHTUDUKALUM 1 OWNOKM reHepaumn Krova
ANa ayTeHTUdUKaumm;

MpoBepka URL-agpecoB: COCTOAHWE KaTeropuaaTopa, COCTOSIHME NNLEH3UK KaTeropuaa-
TOpAQ;

Be6-cepBep: aKTMBHOCTb aAMMHUCTPATOPA M BHECEHHbIE B MONUTUKY M3MEHEHUS (NepeyeHb
XypHanMpyembiX OeNCTBUIM onucaH B npunoxeHun Ayoum dedcmeul nonb3oeamernel
Solar webProxy);

HTTP n SOCKS5-couniTp: cocTosHue ounsrpaumm Tpaduka n BO3HUKLINE OLIMOKK B3an-
MOOENCTBUS;

CuctemMHble coobLeHus: cobbITUsA, NpomnsoLleLlune B CUCTeMe C MOMEHTa ee 3anycka;

I'IpOBepKa UeJIOCTHOCTU CUCTEeMbI: KOHTPOJbHbIE CyMMbI d)aﬁnos (yCTaHOBO‘-IHbIX I'IaKeTOB)
N oLINBKM npn nx NoAcHeETE,
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BesonacHOCTb onepauuMoHHOM CUCTEMbI: CODObITUSA, Npou3oLealne B OnepauoHHOM
cuUCTEME;

MexceTeBoe SKpaHnpoBaHue: cpa6aTb|BaH|/|e npasuil NOJINTUKWN.

OTob6pasnTb MHOPMALMIO MO KOHKPETHOW KaTeropum MOXHO, BblOpaB COOTBETCTBYIOLLMIM
GunksTp U3 cnucka B nosne CepBuc.

CepBuc

Mposepka URL-agpe OCTOAHMWE KATeropu3aTopa, Co... W

[poBepka URL-agpecos (COCTOAHUE KAaTEropu3atopa, CocTo...

HTTP 1 SOCKS5-hnnbTp (COCTOAHUE (PUALTPALMMN, OLUMEKM B... |

Be6-cepeep (aKTHBHOCTb aAMUHWUCTPATOPA, U3MEHEHWS B M.
CepBep ayTeHTU(hMKALMM (MapamMeTpbl LOMEHHOR ayTEHTH...
CUCTEMHbIE COOBLLEHMWA (COBLITUS, MPOMU3OLLIESLINE B CUCTE...
MpoEepKa LeNOCTHOCTU CUCTEMBI (MPOBEPKA KOHTPONLHOM ...
Be30MacHOCTb ONepaUMoHHO CUCTEMbI

Mexcetesoe IKPaHWpoBaHKWe

Puc. 14.5. ®unbTpbl XXypHana coobiTum

[lna HacTporiku 6onee getanbHOro oTobpaXKeHns CBEAEHMIN BOCMONb3yNTECH APYrMMK bunb-
Tpamu B BEpPXHEW YacTu pasgena, C NOMOLLbIO KOTOPbIX MOXHO BblGpaTb:

y3en, 4ns Kotoporo 6yayT oTobpaxaTbCsl XXypHarbHble 3anucu;
YMCO BbIBOANMbIX 3anuUcen XXypHarnbHbIX hansos;
KPUTUYHOCTb OTOGpaXkaemoro cobbiTus:

Info — nHpopmaunoHHas 3annce;

Warning — npegynpexaeHue, BbIBOAUTCS B TOM Criyyae, ecrnv 0GHapy»KeHO HEKOe HeCo-
OTBETCTBME OXNJAaeMOMY MOBEAEHWIO;

Error — 3anuck 06 owmnbke, No3BONSALLEN NPOAOIHKUTL HOPManbHoe OYHKLUMOHNPOBAHNE
noAacucTeMbl;

Debug — otnago4vHasa nHdpopmaums.

Bbl MOXeTe oTCopTMpOBaTb MH(OPMALMIO MO AaTe U BPEMEHU OBHOBMEHMS OT paHHen SO
nosaHen n HaobopoT. [Insa atoro Bocnonb3ynteck dunsrpom Bpems. o ymonyaHuio cobbiTus,
npouvsoLueline paHbLue, oTobpaxatoTcsi HaBepXy.

Takke Bbl MOXKETE BOCMOMNb30BaTbCS MOMCKOM MO TEKCTY, YyKa3aB MCKOMOe CI10BO B norsne TekcT.
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Tekct | Licen|

Cepeuc  lNpoeepka URL-agpecoe (COCTOAHWE KaTeropu3atopa, Co— v Y3aen

Bpems KputuuHocte Tekecr

181120211522 INFO root-{if#ai}se for module ‘webProxy-wehCat' is valid

181120211535  INFO root-{if#a}se for module ‘webProxy-wehCat' is valid

181120211546  INFO root{if#i]se for module ‘webProxy-webCat" is valid

Puc. 14.6. NMouck no TeKCcTy B XypHarne cobbITUin

[nsa cepnca Beb-cepBep ¢ nomoLbio punsrpa Kateropmsa MoxHO BbIGpaTh CMNCOK BbIBOAU-
MbIX OAHHbIX:

Jrobon — Bce cobbiTnsa BeG-cepBepa;

User actions — Bce cobbITus, cBA3aHHbIE C 4EWCTBMAMN Nofb3oBaTtenemn (M3aMeHeHme nu-
LeH3un, ponen, atpubyTos B [locbe 1 NpuMeHeHne npasusn/ucknoveHnn n3 pasgena Nonu-
TUKa).

[na paboTbl ¢ XypHanamu cobbiTUiA peanusoBaHa NpaBoBasi MoAenb AOCTyna, Kotopast
OCHOBaHa Ha pa3srpaHU4eHun AaHHbIX MO KaTeropusiM XypHaroB COObITUIA:

cucmeMHble (CBefeHusi 0 paboTe cepBuca ynpaBneHus, KaLl-cepBuca, cepauca ounsrpaumm
Tpaduka, cepsuca npoepkn URL no kaTteropusm n cMCTEMHOro ganna «messages»);

gunbmpayuu (cBegeHus o cpabaTtbiBaHUM NPaBUI NOMUTUKN: Criov @UNBTP TPAH3UTHOIO
Tpadumka, PunbTp BXoasawero Tpaduka, Punbtp ucxogsawero tpaduka n TpaHcnaumsa
agpecoB);

besonacHocmu (cBegeHus o paboTe cepBurca ynpaeneHus, kaw-cepauca, cepsucoB NTLM-
n Kerberos-ayteHTndukaumm, cepemca ayTeHTUdmkaumn).

Monb3oBaTenb MOXET NPOCMOTPETL 3anncK TONbKO TEX KaTEropuii XXypHanoB, Npaea Ha KoTo-
pble eMy BblaaHbl. Bce AoCTynHbIE AN IPOCMOTPa XXypHarbl OTOGpaXxatoTCsi B CNNCKE hunbsTpoB
nons CepBuc.

MNMogpobHas nHdopmaumio NnpueeaeHa B JOKyMeHTe Pykogodcmeo adOMuHucmpamopa 6esonac-
Hocmu.

Tabnvua ceTeBbIX COEOUHEHUIN COOEPXKUT CBEOEHUS O COCTOSAHUN (PAaKTUYECKMUX CETEBLIX CO-
eQMHEeHUN 1 cnylaembiX Ha BblIbpaHHOM y3re nopTtax. A Takxke, Ans oTobpakeHus cTaTucTu-
YecKMX AaHHbIX MO ceTeBbIM MHTEpdencam n npotokonam (Hanpumep, TCP, UDP u . g.).
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MpocMOTpPETL CBEeIeHNS O COeAMHEHUSIX MOXKHO B pa3aerne Cucrtema > CeteBble coeAUHEHUSA
(Puc.14.7).

1D CocrosHue MpoTokon MWcrounnk MopT McTo4HMKa HasxaueHwne MopTt Ha3HauyeHua

469385536 ESTABLISHED tcp 127001 60016 127.001 5434

469385216 ESTABLISHED tcp 192.168.205.200 18551371235

3659259072 ESTABLISHED tcp 10.201.29.13 10.201.28.205

3258876864 ESTABLISHED tcp 10.201.28.205 10.201.28.205

2168695936 ESTABLISHED tcp 127.001 127.001

1992349952 ESTABLISHED tcp 127001 127.001

3809586304 ESTABLISHED tcp 127001 127.0.01

1338615680 ESTABLISHED tcp 127001 127001

53102464 ESTABUISHED tcp 127001 127.001

2855237248 ESTABLISHED tcp 127001 1271001

443160512 ESTABLISHED tcp 10.199.164.5 10.201.28.205
Puc. 14.7. Tabnuua ceTeBbIX cOeAUHEHUN

[na ynpaeneHus otobpakaeMon MHGOpMaUneNn MUCMONb3yrnTe PUILTPLI, PaCMONIOXEHHLIE
Hag Tabnuuen (Puc.14.8).

CeTesble coeanHeHuA

Ysen main v Cociostme v Mporoxon v Wctounuk  IP- Hasvadenme | Moprucr.  Mopr floprhasi.  Mopt C

y Pa30peaTs BCe CoeAMHeHvA
0 cocrosmme Nporokon ¢ Vicrousuc Noprucroumea = Hasnauene NopT HaswaveHns

Puc. 14.8. ®unbTpbl TabNUUbI ceTeBbIX COeAUHEHUN
C nomoLbo mnbTpoB MOXHO HaANTK criegyoLlme Buabl MHOOPMaLUUKN O COEANHEHWMN:
y3en, Ha KOTOPOM YyCTaHOBIEHO COeANHEHUE;
COCTOSIHNE COeMHEHMNS: YCTAHOBIEHO, OXXMAAET, 3aKPbITO UMK HET UHAOPMAaLIUK;
MpOTOKOIT,;
WCTOYHMK /UM Ha3HaAYEHWE;
ncnonb3yemMble NOpPThl 4S5 nepeaaydn Tpaduka.

[na cépoca coeanHeHMn HaxXxmMuTe KHOMKy PasopBaTb BCce COeAMHEHUSA B NPaBOM BEPXHEM
yrny (Puc.14.8).

CO,EI,ep)KI/IMoe Tabnnubl MOXXHO oTCcopTUpoBaThb NO Bbl6paHHOMy CTOJ'I6L|,y, HaXaB Ha ero Ha3Ba-
HUe UM CHEeTHYnK pagom C ero Ha3saHneMm.
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15. NMpoBepka paboTocnocobHOCTN HAacTpoOeHHoro Solar
webProxy

[nsa ycnelwHon paboTbl HACTPoeHHoro Solar webProxy BbINOMHUTE NPOBEPKU, NEPEYNCTIEHHBbIE
B Tabn.15.1.

Ta6n. 15.1. NMpoBepkn paboTOCNOCOOGHOCTN CUCTEMDI

Ne MpoBepka OencTtBus
1. |CocTosiHue yanoB u|B pasgene Cuctema > Y3nbl U pony NpoBEpPLTE HaNMM4YMe YCNOBUIA:
HasHayeHue ponen
e OTOOpaXkaloTCs BCE Y3Mbl KNacTepa;
® COCTOSIHME KaXXOoro y3na: Y3en AoCTYneH.
2. |Hannune ysepomne-|B paspene Cuctema > MOHMTOPUHI NPOBEPLTE HANMYME YCIOBUIA:
HWI 1 paboTa MOHUTO-
puHra ® Ha BMIKETax He oTobpaxaroTcs OLIMGKY;
® Ha CTpaHuLe OTCYTCTBYIOT Haagnucu: HeT AaHHbIX.
3. |WnHterpauusa Oocke c|B pasgene ocke > [epcoHbl NpoBEpPLTE HANNYME YCITOBUN:
BHELUHUMUW UCTOYHUKA-
MU ® CMMCOK NEPCOH OpraHn3auun akTyarne;
® OTCYTCTBYHT OLUMOKM CBSI3N C UCTOYHMKOM.
4. |Paborta kateropusato-|B pasgene Monutuka > Ba3a kateropu3sauum > [NpoBepka KaTeropuu npoBepbTe
pa 0oTOOpaxeHWe pe3ynsTaToB NPOBEPKM PECYPCOB HAa KOPPEKTHOCTb:
® HasBaHWe KaTeropu3aropa;
e KaTeropus pecypca.
5. |Bckpbitnie HTTPS 1. B pasgene Monutuka > BekpbiTue HTTPS co3paiite npaBuno Ha BCKpbITHE.
2. MpoBepbTe cobnogeHne yCroBuii:
o [pu nocelueHnn pecypca Yepes NpoKcu-cepBep cepTudmKaT Ha Nonb3oBaTenb-
ckoMm APM pomnxeH coBnagatb C cepTUMKaToM, ykazaHHbIM B KOHGUIypaumm
CUCTEMBI.
o B XypHane 3anpocoB pasgena Ctatuctuka 4omkeH ObiTb BUAEH MOHUTOPUHT
URL pecypcos (napametp URL nyThb).
Cnepyet y4ecTb, yYTo BHewwHee [0, Hanpumep DLP-cuctema Solar Dozor, MoxeT
MCMonb30BaTh CBOM CAMOMNOANNCAHHBIN cepTudumKar.
6. |Paborta aHTmBupyca |1. B pasgene Nonutuka > NMepeHanpasneHue no ICAP nposepbTe nnu chopmmpyiTe

npasuno Ans nepeHanpasneHns Tpaduka B aHTUBUPYC (CM. pasgen 6.2).
2. MNpoBepbte paboty BckpbiTua HTTPS-Tpaduka (CM. BbiLLe).

3. Nepengute C kKnuMeHTa 4epes npokcu-cepsep (nopt 2270) no agpecy
https://www.eicar.org/download-anti-malware-testfile/ n ckauarite TecToBbI
BUpYC eicar:

e ecnu B Bpaysepe oTobpaxkaeTcs cTpaHuua B6rokMpOBKKU, aHTUBUPYC YCMELWHO
paboTaer;

© eCnv TECTOBbIN BUPYC 3arpy>xaeTcs Ha KOMMbloTep, NpoBepsTe MOHUTOPUHI URL
pecypcoB (napametp URL nyTb) B XXypHane 3anpocoB.
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B Clickhouse B HEKOTOPbIX CUTYaLIUSIX MOXET 3aHUMAaTb BCHO NPEAOCTaBEHHYIO OnepaTuBHYHO
namsaTb M MPUOCTaHaBNMBaTb CBOK paboTy B OXuaaHUM 0CBOOOXKAEHMSA LOMNOMHUTENBHOIO
ob6bemMa namATn. TO CBA3AHO C BHYTPEHHUMU 3HAYEHUAMMN IMMUTA HA UCNOSb30BaHME NaMATH
MO YMOMNYaHUI0, KOTOPbIE MOTYT MPEBOCXOANTL 0OGBbEM AOCTYMHON NAMATU HA KOHKPETHOM y3ne
Solar webProxy. MNpumepsbl WwtaTHOM 1 aBapuiiHon pabotbl B Clickhouse npuBegeHbl HUXe.

ds-mode@wpd-test /opt/dozor # seelog clickhouse

2023-02-27 10

4.769722500 2023.02.27 45:14.769649 [ 3355 ] {b0650665-6ca3-4ebO-bcbb-7b52c172162} ti execute

Read 65 rows, 7.23 K1B in 0.001158! sec., 56105 rows/sec., 6.10 MiB/sec.

27 10

:45:15.827912500 2023.02.27 10:45:15.827820 [ 3355 ] {36aeb9f8-c3a8-4958-babl-67456a01a32f} rmation> execute

Read 57 rows, 6.44 KiB in 0.001096656 sec., 51976 rows/sec., 5.73 MiB/

2-27 10:

45:16.873188500 2023.02.27 10:45:16.873119 [ 3355 ] {f@da232f- tbe 4704-b099-88a%e67fbeb7} a 1> execute

Query: Read 57 rows, 6.44 KiB in 0.001236975 sec., 46080 rows/sec., 5.08 MiB/sec.
2

23-02-27 10

:45:56.601389500 2023.02.27 10:45:56.601304 [ 3355 ] {7alcfea9-968b-4e48-9f4f-d8c40bb8270b} £ execute

Read 57 rows, 6.44 KiB in 0.00124547 sec., 45765 rows/sec., 5.85 MiB/sec.

2023- 92 27 10

4.861591500 2023.02.27 10:46:14.861431 [ 3355 ] {41494cb0-f48c-4947-bB65-478872b19963 nat execute
7.23 KiB in 0.001474526 sec., 44081 rows/sec., 4.79 MiB/sec.

5.872268500 2023.0 7 10:46:15.871850 [ 3355 ] {c6fl7ale-324b-4f62-a267-1115f3cb7d3b} 0 execute
rows, 6.44 KiB in 0.002029974 sec., 28079 rows/sec., 3.10 MiB/sec.

:46:16.887381500 2023.02.27 10:46:16.887305 [ 3355 ] {1eOel8ca-dab2-4770-9b32-3ec458c143a9} d ti execute

Read 57 rows, 6.44 KiB in 0.00119806 sec., 47576 rows/sec., 5.25 MiB/sec.

27 10:

46:25.868645500 2023.02.27 10:46:25.868543 [ 3355 ] {8627a841-6da4-4580-9eal-eacd326e631e} forma execute

Query: Read 375 rows, 16.39 KiB in 0.005815619 sec., 64481 rows/sec., 2.75 MiB/sec.

202 27 10:

46:26.952854500 2023.02.27 10:46:26.952754 [ 3355 ] {?EcDaaSZJEk74591796:57a?0883bh11d5} m execute

Quary' Read 375 rows, 19.41 KiB in 0.007591372 sec., 493938 c., 2.50 MiB/sec.

2-27 10:

46:56.660621500 2023.02.27 10:46:56.660512 [ 3355 ] {492dd1b9-5189-49b0-87f0-a26b529cd4b5} <Information> execute

Duery Read 57 rows, 6.44 KiB in 0.001329225 sec., 42882 rows/sec., 4.73 MiB/sec.

54.970153500 (versi 21.4.3.21 (official build))
:58.415907500 2 8 11 50:58.410280 [ 12288 ] {f4464421-8c9f-45a3-aedl-1a03b04dabdb} <f > executeQuery
e.displayText() = DB:: ption: Memory limit (for query) exceeded: would use B.18 MiB rattr-mpt to allocate chunk

uf 4365“16 bytPs\. maximum: 4.03 MiB: (while reading the value of key req_pathname) (version 21 3.21 (official build)) (fro

» char const*
i g=cha

2-28 11
2023-02-28 11
2023-02-28 11

:54818) (in query: INSERT INTO events FORMAT JSONEachRow ), Stack trace (when copying this message, always incl
beluuu
8.415940500
=h! Su 415940500 0. D Exception:: Exception(st __l:basic_strin
@ 0x88b64. in fusr/bin ickhouse
D Exception Exceptwn'rhar const*, char const*, std:
llncata d 1: basu: _string<char, std _
basic i ar, i <cha ccnstf-, char const*
basic_: 1 5 3 . 5 _ a < , long&, std::__1::bas
har_traits<char>, std::_ 1::allocator<char> E 1 /bin/clickhouse
58. 415950500 2. MemoryTracker ::alloc(long) @ 0x88cag6d in
58.415951500 3. MemoryTracker :: cl @ 0x88c é usr/bin/clickhouse
58.415951500 4. Allocator<false, lse>::realloc(void*, unsigned long, unsigned long, unsigned long) @ ©x8902

b26 in fusr/bin lickhau:e

2023-02-28 11

8.415951500 5. void DB:: PODArray char8_t, 4096ul, Allocator<false, false>, 15ul, 16ul>:: insertPrepare<char*,
char const*) @ 0x89131fb in /clickhouse
415954500 6. void DB::read]SONStringInto<DB:: PODArray< t, 4096ul, Allocator<false, fa 15ul, 16ul

id>(DB:: PODAH y<char8_t, 4096ul, Allocator<false, false>, 15ul, 16ul>&, ::ReadBuffer&) @ 8x8907baf in /i bin/clickho

2023-02-28 11

58.415955500 7. DB: izationString::deserializeTextJSON(DB:: IColumn&, DB::ReadBuffer&, DB::FormatSetting

s const&) const @xf167beb in fusr/bin/clickhouse

2023-02-28 11:

58.415958500 8. DB::JSONEachRowRowInputFormat :: readField{unsigned long, std: : vector<COW<DB :: IColumn= :: mu
" __1::allocator<COW= :IColumn>::mutable_ptr< Colum &) x1015a056 in fusr/bin/clickhou

50:58.4159625600 9. DB: ONEachRowRowInputFormat :: readJSONObject(std:: __1::v <DB :: IColumn>:: mutable_ptr<

Puc. 16.2. Pabota B[] Clickhouse ¢ olunbkamu, ykasbiBaloLMMM Ha NpeBbILeHNe NMMUTA NaMATU

[ns peweHna aton npobnemsl:

OTkponTte

KOH(purypauuoHHoin  dann  /data/repos/dozor/config-final.git/{node-

id}/clickhouse/clickhouse.conf ons pegaktuposaHus.

OTpenakTupyiiTe 3Ha4yeHMe NapameTpa max_memory_usage, 3a4aB A5 Hero 3HavyeHne
nMmnTa NnamsaTn B GanTax.

B TomM e pasgene cosganTe napameTpbl max_memory_usage_for_user u
max_memory_usage_for_all_queries 1 3agante Anga HUX TO e 3HaYEHMe.

CoxpaHute u 3akpownTte cann.
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Mepesanyctute npouecc clickhouse, BbINONHNB KOMaHAbI:
$ /opt/dozor/bin/shell

$ dsctl restart clickhouse
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17. MNony4yeHne TeXHUYECKON NoaaepPKKu

Ons nony4vyeHna KoHcynbraumm no TeXxHn4eCknmMm BOrnpocamMm MOXHO O6paTVITbCﬂ no agpecy

support@rt-solar.ru.

C ycnosuamMun noanepxkm MOXHO O3HAaKOMUTbCA Ha canTe KoMnaHum «POCTeﬂeKOM-COﬂap»

(no agpecy: http://solar-rt.ru/support/). Mpn odopmneHnn 3anpoca ykaute HoMep KOHTpakTa
Ha TEXHUYECKY0 MOAAEPXKKY, ONULINTE NPOBNemy, yKkaxxute CBOE NOSIHOE MMs, aapec arek-

TPOHHOM NOYThLI U HOMEp TenegoHa.
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MpunoxeHue A. Kogbl dpunsTpaumm NnonNUTUKN

B oaHHOM NpUnoXxeHun NpUBEAEHO ONUcaHNe BO3MOXHbIX KOAOB oUnbTpaLmMm NOSIUTUKA U UX
3Ha4YeHuWI, KOTOPble MOXHO YBUAETL B 3anucax xXypHana syslog. Hanpumep, FilterCodes=[11,

0, 0, 31].

Ta6n. A.1. HTTP-koab! counbTpauun

Kop cdounbrpa- 3HauyeHue OnucaHue gencTBumn
uuun

0 CONTINUE Huuyero He genaTte M NpopormkMTe 06paboTKy MOMMTUKOW

hanblue
ALLOW PaspelunTb 3anpoc/oTBeT

2 DENY 3abnokvpoBaTb 3anpoc/oTBeT M 0TOOpPa3uTb CTpaHuuy C
LwabnoHom 6noknpoBkn

3 NOTIFY YBEAOMUTb CUCTEMHOIO agMuHMcTpaTopa

4 ARCHIVE ApxuBupoBaTh ypHanbHble cannel B cepsuc Clickhouse

5 CONFIRM 3anpocuTb NOATBEPXKAEHME

6 DETECT_DATATYPE Onpegenutb MIME-Tun gaHHbIx (cMm. E.2)

8 MODIFY_HEADERS [o6aButb, yaanutb N/vnv U3MeHUTb 3Ha4YeHNe 3aroroBka

9 NOLOG He xypHanupoBaTtb cobbiTus B Clickhouse n siemlog

10 REDIRECT MepeHanpaBuTb Ha ykasaHHbIN B npasune URL

11 MITM BckpbITb Tpadmk

12 CHECK_CERTIFICATE MposepuTb cepTndmkart

30 BAD_NETWORK 3anpelleHas ceTb

31 NOT_AUTHORIZED He ayTeHTudrUMpoBaTh Nonb3oBarens

34 PROXY Bbi6op HanpaBneHns Tpadvka Yepes BbILLECTOALLMIN MPOKCH-
cepBep NMBOo HanpaAMy

35 BIND MopcTtaBuTb Mcxoaawwmn IP-agpec

36 DSCP_SETUP YcraHoBuTb DSCP-meTKy

37 WS_BLOCKING_NOTIFICATION |Mogudukauua HTML-gokymeHTa B Buae AobaBneHus cu-
CTeMbl yBeJOMITEHMS NOMNb30BaTens 0 6roKMpOBKe MPOTOKO-
nos WS n WSS

38 MESSAGE MpuHyOUTENbHLIA BBIBOA CTpaHWUbl C cOObLieHnemM o6
owmnbke
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NMpunoxexnune B. MaTtpuuya M3 Solar webProxy

MaTpuua ceTeBoro 4ocTyna Hy)XHa Ans HaCTPOWMKM ceTeBOro obopynoBaHusa 1 gocTyna k/ns
CeTU NpeanpusaTusa Ha MecTe ycTaHoBKM Solar webProxy. B Helt oTpaxkeHbl pekomeHayemble
HacTporkun M3 Solar webProxy u kopnopaTtvBHOWN ceTu.

Ta6n. B.1. Nepe4yeHb ceTen

CeTb OnucaHue

Cluster int network BHyTpeHHue nogcetn/gmanasoH agpecos/VLAN aons B3anmogencTeums y3noB kractepa

Cluster ext network BHelwwHue nogcetu/gnanasoH agpecos/VLAN ans goctyna k cetn MHTepHet

Trusted networks 3awmiiaeMble BHyTPEHHUE CETU

Admin hosts/net [wnana3oH agpecos/noacets APM agMuHUCTpaTopos

DCs Moacetb/anana3oH agpecos/nepeyeHs y3nos DC

DNS servers MopceTb/ananasoH agpecos/nepedeHb DNS-cepBepoB (MOXET BkMtoYaTh BHeLHNne DNS-
cepBepa)

DMz CermeHT 30Hbl DMZ ¢ ny6nukyembiMu BeG-cepBepamm

SIEM Cuctembl SIEM ans c6opa n 06pabotku xxypHanos B uensx b

Mail servers [NouToBLIN CepBep opraHM3aummn

NTP servers CepBepbl BpEMEHU BHYTPU NEPUMETPA CETU UMW BHELLHUE CEePBEPbI

Internet CeTb NHTEpHET

webCAT server CepBep obHoBneHus 6a3 kateropmsatopa wp-update.rt-solar.ru

Antivirus update server |CepBepbl 06HOBNeHNst 6a3 aHTMBMpYca update.geo.drweb.com

Ta6n. B.2. O6wana maTtpuua goctynoB ans explicit-npokcu

UcTouHuk HasHaueHue [lpotokon u nopt | CocrtosiHue coeanHe- KommeHTapum
Ha3Ha4YeHus HUA

MonHbIV B3auMHbIA OCTYN
. . ICMP, IGMP (onuuo- . Mexay y3rnamu knacrtepa
Cluster int Cluster int HanbHo), TCP/AII, New, Established, Solar webProxy ans obecrie-
network network Related
UDP/AI YEHUS UX CBA3HOCTU U B3au-
MoAencTeums
VRRP multicast,
TCP/22, TCP/2269,
TCP/2225, TCP/2226, Mpu orpaHnyeHHoM gocTyne
Cluster int Cluster int TCP/2230, TCP/2278, |New, Established, Mexay y3rnamu knacrtepa
network network TCP/5555, TCP/7000, |Related OOMXKHbI BbITb OTKPbITHI Cre-
TCP/, 8123, TCP/5434, aylowime nopol
TCP/2344, TCP/1010,
TCP/3004, TCP/10051
Ooctyn ana APM u
YCTPOWCTB Nonb3oBaTenen
Trusted Cluster int ICMP, IGMP, TCP/80, |New, Established, $§§7;;§'ff ffjé‘:gxi”“m"“;lo_
networks network/vIP TCP/443 Related pn A
CTU NIOKanbHOW YCTaHOBKM
cepTudmkaToB nonb3oBaTte-
nsamu)
Cluster int DCs TCP/389, TCP/689,  |New, Established, ﬂgﬁ;y”n"ﬂ'“g::z°gﬂlf§:“"Mﬂ°'
network/vIP TCP/3268 Related & P &
[ocbe
Cluster int/ext DNS UDP/53, TCP/53 New, Established, HocTyn k BHyTpeHHUM DNS-
network/vIP Related cepBepam
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UcTouHumk HasHaueHue [lpoTokon u nopt
Ha3HayeHus

Cluster int

TCP/514 (onuunoHanb-

CoctosiHne coeanHe- KommeHTapuu

HUA
New, Established,

networkiviP |S/EM Ho), UDP/514 Related BRI D IEED B R
CoeanHeHne ¢ NoYToBbLIM
Cluster int Mail Server TCP/25 New, Established, cepBepoM A11A OTNPaBKu OT-
network/vIP Related YETOB N AaHHbIX O KaTeropu-
sIX pecypcoB
Cluster int Cpeactea DLP, New; Established. CoeauHeHnss co Bcriomora-
aHTMBMpyc, ne- |TCP/1344 TenbHbIMWU CpeacTBamu No
network/vIP Related
covyHuua ICAP
Cpencrtea DLP, .
AnTueupyc, Me- |Cluster int TCP/2272 Established, Related | P2®VK 110 panee ycTaros-
network/vIP NEHHbIM COeANHEHUAM
CcoyHMLa
Cluster int/ext New, Established, [ocTyn Kk 4aHHBIM O BpeMeHU
networkivip | 1F servers - [UDP/123 Related no NTP
Clusterext | . TCP/80, TCP/443,  [New, Established, gﬁecm;apoe"cc“gsm‘sff "
network/vIP TCP/21 Related pecyp P
Hble coeanHEeHus)
[ocTyn K nHTepdency
Cluster int ICMF, IGMF, TCP/22, New, Established, ynpaBneHus n cnyxtam ons

Admin hosts/net

network/vIP

TCP/8443, TCP/443,
TCP/80

Related

agMWHUCTPUPOBAHWSA/OOCTY-
na B HTepHeT

Cluster ext
network/vIP

webCAT server

TCP/443

New, Established,
Related

MopkntoyeHne ans obHoBne-
Husa B[] kaTteropusartopa

Cluster ext
network/vIP

Antivirus update
server

TCP/80, TCP/443

New, Established,
Related

[MNopgkntodeHune ons obHoBne-
Hus B[] aHTMBMpYCca

JononHutenbHble AOCTYNbI 4NN Y3M0B € porbio PeBepc-npokcu

My6nukyembie TCP- HocTtyn kK ony6nnkoBaHHbIM
nopTbl Ansi . nopTam Ha BHELLUHEM UHTEpP-
Internet Clser e HTTP/HTTPS (B cooT- h e, SHEDETES, doevice peBepc-NpoKcu pas-
network/vIP Related
BETCTBWU C KOHUrypa- [OEnbHO Ansi NPOTOKONOoB
Lner peBepc-npoKcu) HTTP n HTTPS
TCP-noptbl BE6-cepBU-
BTopuuHble coegueHus c
. coB Ha y3nax B DMZ (B .
Cluster int New, Established, BeG-cepBepamu BHyTpY 3a-
DMZ COOTBETCTBUN C KOH(pU-
network/vIP o Related LuLaemoro nepumeTpa ce-
rypauvew peBepc-npok- ™
cu)
V=Tl B0 BEpET OTBETHbIt TpaduK ANst KK-
Cluster int CelD [ TEMERS B (D15 ([ €HTOB, MOAKIMIOYEHHbIX 3a
DMZ COOTBETCTBUM C KoHcpu- | Established, Related » oA
network/vIP ° npegenamm nepmMmeTpa cetu
rypaumew peBepc-npok-
K peBepc-npoKcu
cu)
Cluster ext New, Established, MNoakntodyeHne onst o6HoBne-

network/vIP

webCAT server

TCP/443

Related

Hus B[] kaTteropusartopa

Cluster ext
network/vIP

Antivirus update
server

TCP/80, TCP/443

New, Established,
Related

MogkntoyeHve ans obHoemne-
Hus B[] aHTMBMpYCca

[ononHuteneHbIe AOCTYNbl 514 y3J510B B peXnme npo3pavyHoro

NpOoKcK

ICMP, IGMP (onumo-

MonHbIV B3auMHbIA OCTYN
MeXxay ysnamu knacrepa

Cluster int Cluster int HanbHo), TCP/AII, New, Established, Solar webProxy ans o6ecne-
network network Related
UDP/AII YEHMs UX CBA3HOCTU N B3an-
MoAencTeus
Cluster int Cluster int VRRP multicast, New, Established, Mpw orpaHnyeHHoM goctyne
network network TCP/22, TCP/2269, Related Mexay y3rnamu knacrtepa
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TCP/2225, TCP/2226,
TCP/2230, TCP/2278,
TCP/5555, TCP/7000,
TCP/, 8123, TCP/5434,
TCP/2344, TCP/1010,
TCP/3004, TCP/10051

CoctosiHne coeanHe- KommeHTapuu

UcTouHumk HasHaueHue [lpoTokon u nopt
Ha3HayeHus

HUA

[AOMKHbI BbITb OTKPLITHI Crie-
AytoLLme nopTbl

Ooctyn ana APM u

Trusted Cluster int ICMP, IGMP, TCP/80, |New, Established, CTOONCTE NONb30BATENEI
networks network/vIP TCP/443 Related yctp
(nepBWYHbIE COEANHEHNST)
Cluster int DCs TCP/389, TCP/689,  |New, Established, ﬂgﬁ;ynanK(g::sogESE:Mmﬂo-
network/vIP TCP/3268 Related A P H
[ocbe
Cluster int/ext DNS UDP/53, TCP/53 New, Established, Doctyn K BHyTpeHHNM DNS-
network/vIP Related cepeepam
Cluster int TCP/514 (onumoHanb- |New, Established,
networkiviP |S/EM Ho), UDP/514 Related BRI D IEED B R
CoeanHeHue ¢ NoYToBbLIM
Cluster int Mail Server TCP/25 New, Established, cepBepoM A11A OTNPaBku OT-
network/vIP Related YETOB N AaHHbIX O KaTeropu-
SIX pecypcoB
Cluster int Cpeactea DLP, New; Established. CoeanHeHus co BcromMora-
AHTUBUpPYC, Me- | TCP/1344 TenbHbIMWU CpeacTBamu No
network/vIP Related
covyHuua ICAP
Cpeactea DLP, .
AvTyBupyc, Me- | Cluster int TCP/2272 Established, Related | /HTerpaus no ICAP ¢ Solar
network/vIP webProxy
COovHMUa
Cluster int/ext New, Established, [ocTyn Kk 4aHHBIM O BpeMeHU
networkivip | 1F servers - [UDP/123 Related no NTP
Clusterext | . TCP/80, TCP/443,  [New, Established, ﬂsecﬁmpoe"c"“gsm‘sf; .
network/vIP TCP/21 Related pecyp P
Hble coeanHEeHus)
[ocTyn K uHTepdency
Cluster int ICMF, IGMF, TCP/22, New, Established, ynpaBneHus n cnyxtam ons

Admin hosts/net

network/vIP

TCP/8443, TCP/443,
TCP/80

Related

agMWHUCTPUPOBAHWSA/OOCTY-
na B HTepHeT

Cluster ext
network/vIP

webCAT server

TCP/443

New, Established,
Related

MopkntoyeHne ans obHoBne-
Husa B[] kaTteropusartopa

Cluster ext
network/vIP

Antivirus update
server

TCP/80, TCP/443

New, Established,
Related

[MNopgkntodeHne ons obHoBne-
Hust B[] aHTMBMpYCca

Cluster int

TCP/2225, TCP/88,

New, Established,

[ocTyn K JOMEeHHOWN ayTeHTn-

NTLM server TCP/445, TCP/135,
network/NTLM TCP/389 Related dukaumm
Cluster int Kerberos server | TCP/2226 New, Established, [poBepka NOANNHHOCTH
network/Kerberos Related nonb3oBaTtens
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NMpunoxeHune C. OTyeT 06 owumnbKax: ytunurta bug-report

[na dopmupoBaHua otyeta 06 owmbkax ncnonb3yetcs ytunuta bug-report.
B otyeTe oTtoGpaxkaeTcs cnegyowan nHpopmaums:

® MHopMauns O NINLEH3NK;

® CUCTEMHbIE XypHarbHble dainbl 1 XXypHarnbHble dannbel Solar webProxy;
® 3anyLleHHble NPoLEeCChl N YCTAHOBIEHHbIE CeTEBblE COEANHEHUS;

e unHcpopmauusa o6 annapatHoM obecnevyeHmmn 1 MCNonb3yeMbix pecypcax;
e MHopmauusa o 3anyLleHHbIX NpoLeccax;

® OCHOBHbIE KOHbUrypaLMOHHbIe dhansibl Solar webProxy;

e (pannel crontab cynepnonb3oBatens root, none3osatens skvt n obuwme;
® MHdOpMaUUS O HANU4YMM N COCTOSIHUM NMaKeTHOro PUNLTPA;

® MHdOpMaLNs O CUCTEMHOM OKPY>KEHWUN;

e JaHHble nocnegHux 100 nonb3oBaTenemn, KOTOpble BXOAUIIN B CUCTEMY.

C copepxaHneM oT4yeTa MOXXHO O3HaKoMUTbCA Aanee B Taon.C.1.

Tabn. C.1. UHcpopmaumsa otyeTa 06 owmnbkax: bug-report

Tun nHcpopmavLmmn NMpumepbl BbiBOAA AaHHbIX

MHdbopmaLms o nuLeH3nm license-info
license.xml

CucTemHble XypHanbHble daiinbl u xxypHane- |tail -n1000 /var/log/maillog
Hble daiinel Solar webProxy tail -n1000 /var/log/messages
dmesg

dmesg.err

3anyleHHble MPOLIECChl M YCTaHOBMEHHbIE ce- | ps -fax
TEeBble COeaUHEHNs netstat -nap

netstat -nlp

MHdopmaums 06 annapatHom obecnedeHun u|iostat -N 5
Mcnorsb3yemMbiX pecypcax vmstat -s 5

top -b -n20 -d03
free -m

cat /proc/meminfo
cat /etc/hosts
uname -a

df -h

cat /etc/hostname
installed-packages
cat /etc/resolv.conf
fdisk -l

ifconfig
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Tun nHcdbopmaumm lMpumepbl BbIBOAA AaHHbIX

Isof
mount
route -n

MHdpopmaums 06 yctaHoBneHHon OC /etc/os-release

OcHoeHble kodourypauunoHHble dannel Solar|/opt/dozor/config

webProxy /data/repos/dozor/policy-base.git
/data/repos/dozor/policy-final.git
/data/repos/dozor/config-base.git
/data/repos/dozor/config-final.git

®annbl crontab cyneprnonbsosatens root,|cat /var/spool/cron/crontabs/root cat
nonb3osarens dozor 1 obwue Ivar/spool/cron/crontabs/dozor

MHopmaLmsa o Hanm4mm 1 CoCTosAHUM NakeTHo- | iptables -L -v -n
ro counesrpa — doannsl iptables -L -v -n -t nat

WHdopmauus 06 oKpyxeHum Copepxumoe caiina env

[aHHble nocnegHnx 100 nonb3oBatenen, koto- |last
pble Bxogunu B cuctemy. Hwxe npuBegeH
npyMep TakuxX OaHHbIX Mpumep oTBeTa koMaHabl OyaeT Buaa:

root pts/0 pc-ifadeev6.lpr. Thu Feb 10 17:45 - 15:34 (21:48)
reboot system boot 2.6.18-238.el5 Thu Feb 10 17:45
(15+20:20) reboot system boot

2.6.18-238.el5 Thu Feb 3 17:12 (00:14) root tty1 Thu Feb 3
16:53 - 16:54 (00:00) reboot system boot 2.6.18-238.el5
Thu Feb 3 16:38 (00:19) reboot system boot 2.6.18-238.el5
Thu Feb 3 16:36 (00:00)
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Moaynb GNOKMpPOBKM peknamMbl MO3BONsieT GNOKMPOBATb peknamy Mcnonb3ys unsTpbl B
dopmate AdBlock Plus. ®uneTpbl npegHasHavyeHbl AN BbINOSIHEHUS GNOKUMPOBKM BHYTPU
Opaysepa, Ha cTopoHe Solar webProxy 4acTb MexaHn3moB BrioKMpOBKN HeJoCTyNHa. B cBA3n
C 3TUM NoaaepXKUBaETCA TONbKO ONpeaeneHHOe KONMYeCTBO NpaBus, KOTOPbIE NMOCTaBNATCS
B coctaBe Solar webProxy B nakete solar-wp-gateway, B daine /opt/dozor/adblock-
rules/rules.txt.

MpumeyaHue

Asmomamuyeckoe obHoerneHue npasust Modyns AdBlock e Solar webProxy He npedycmompeHo.

BnokunpoBka peknamsbl BbinonHaeTcs ansa HTTP-Tpadumka n ansa Bekpeitoro HTTPS-Tpaduka.
Mpwn oTCyTCTBMU BCKPbITUS BNOKMPOBKa pacrno3HaeT Tonbko hostname 3anpoca n He MoxeT
obpaboTtaTtb 6onbLUy0 YacTb Npasui.

Mpw nocTynneHuMn 3anpoca BbINOMHAETCA MOUCK NOAXOAALLEro Npasuna, UCnonb3aysi:
URL 3anpoca,
Referer URL 13 3aronoBkoB 3anpoca, U3 KOTOPOro U3BfekaeTca JOMEHHOE UMS.

JOomeHHoe nmga n3 Referer ucnonbayetca B ycnosusax no gomeHy. Npu otcytcteum Referer He
cpabatbiBaloT Te npaBwmia 6roKMpoBKN, B KOTOPbLIX €CTb OrpaHUYEHME NO JOMEHY.

Mpwn noncke nogaepxnBaeTcs:
Bnokuposka no yactn URL, Bkntouyas nogaepxky wildcard (*),
PerynspHble Bblpa)keHus,
OrpaHunyeHune no gomeHy (domain=), BKroyas UCKITHYEHNS,
®nar peructposasucumocTtn (match_case=),
OrpaHunyeHune no Tuny AaHHbIX,
MpaBuna-ucknoveHns (@@).

Mpwn BbINOMHEHUM GNOKMPOBKN OUILTP BO3BpaLLaeT nyctoe usobpaxeHue B opmate GIF
ANsi KAPTUHOK M NYCTOW OTBET B OCTASIbHbIX CIy4YasX.

Ecnun ycnoeue Ha GrokMpoBKy He codeparno orpaHMyYeHust No TUNy AaHHbIX, onpegeneHune
KapTUHOK paboTaeT no paclumpenumto darna ns URL.

MpumeyvaHue

KapmuHkamu cyumaromcesi cnedyrowue pacwupeHus: "tif", "tiff", "gif", "jpeg”, "jpg", "jif", "ffif", "jp2°",
"ij", ,_'/2k", '_'/20", "[)Cd", ’bng "’ "bmp n, "F)bm n] "pgm "’ "[)pm n, "[)nm n’ "bpg", "Webp n’ "SVg "’ "eCW", "ﬁt",

"ﬁtS n’ "fts "’ "iff", "/bm "’ I‘II'Xr", "hdp n] "de n’ "liff", "nrr ", "F)CX / pgf", "Sgl / Sid", nras "’ "Sun n, ntga / XCf",
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"Cgm", "de"’ "gbr", "ai", mef", "emf", "sz", "emz", "amf", "de", "deX"’ "de"’ "de", "ﬂt", "St ", "u3d",
"wrl", "wrz", "x3d", "x3dv", "x3db", "x3dz", "x3bz", "x3dvz", "3ds", "dgn", "blend", "obj", "ma", "mb", "3d",

;
"o non [}

"3dm", "eps”, "pdf", "swf", "pict", "pct", "pic", "pns", "jps", "mpo".

Ecnun ycnosue cogepxano onpegeneHune Tuna AaHHbIX, 6rioKMpOBLLMK 3anpaluvBaeT preview.
Mo cogepxnumomy preview onpegensieTcs TN AaHHbIX C UCMOMb30BaHNEM LUTATHOIO Mexa-
HM3Ma onpegenenns TMNoB gannos. KapTuHkamu cumTatoTcst TUNbI rpynnbl image, Hanpuvep
imagel/jpeg.

[nsa ycnosuii GNoKMpOBKM NOAAEPXKUBAKOTCS CriEAYIOLLME TUMbI AaHHbIX:
image — npedukc image/,
media — npedukcobl audio/ n /video,
stylesheet — Tun text/css,
font — Tn cogepxunt nogctpoky font,
object — Tun application/x-shockwave-flash.

MpumeyaHue

@unempei ¢ onyusmu sitekey= u third-party u ¢ounbmpbi CKpbimusi 3riemeHmos (## u m.d.) ueHopu-
pyromcsi.

Cnedyrowue onuyuu usHopupyromcesi: xmihttprequest, subdocument, ping, websocket, webrtc,
document, elemhide, genericblock, popup, csp=, rewrite=, header=, addheader=.
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[na nepegayn gaHHbIx No cetn MIHTepHeT 6bin npuHaT ctaHgaptT MIME (Multipurpose Internet
Mail Extension — MHoroweneBoe pacluMpeHue MHTePHET-NOYTLI). ATOT cTaHAapT onpeaenseT
cnocobbl Nnepegayvm n KOANMPOBaHUS OAHHbIX.

TunuyHoe npumeHeHne ctangapta MIME — nepecbinka rpaguyeckmnx n3obpaxeHun, ayguo-
n Bngeodannos, gokymeHtoB MS Word n MS Excel, nporpamm, a Takke TEKCTOBbIX (0aloB..
Opyrumu crnoeamu, MIME-Tunbl 661 BBeAEHbI YTOOLI 00ECNeUnTb NPUCOEAMHEHME K CO0bLLIE-
HUSIM 3ITEKTPOHHON MOYThl hannoB pasrmyHbIX TUMOB. 3agaHne Tuna danna no3BonsieT no-
YTOBOW Nporpamme onpeaenuTb, kakoe MO [omKHO MCNoNb30BaTbCA ANA NPOCMOTPA BNOXEH-
Horo cdhanna. MNMo3xe MIME-TunbI cTany Mcnonb3oBaTbCsl HE TOMBLKO MOYTOBLIMU CITy>K6amu,
HO 1 gpyrMMm nporpamMmmMamm ans yHudukaumm gencteuin no obpabotke darnos. Hanpumep,
no MIME-Tuny npuHsaToro danna seb-6paysep onpegensiet, 4to ¢ HUM TpebyeTca genatsb:
ecnu ato HTML-0oKyMeHT, TO OH oToOpaXkaeTcs Kak BeO-CcTpaHuua, a ecrniv ato chann popmaTta
MPEG, To OH ncnonHsieTca nogknioyaemMbim Mogyrnem o6o3peBartens, npeaHasHavyeHHbIM AN
nokasa BMaeoduibMoB.

[ns onpenenerna MIME-Tunos dannoB npuMmeHsieTca nonynsipHas mogyneHas JAVA-cuctema
TIKA, koTOpas ucnornb3yeTcs Kak B COCTaBe OTAENbHOro Mnkpocepauca Solar webProxy, Tak
N B cocTaBe npokcupytoLwero y3na. B ocHoBe anroputma onepegenexdms MIME-Tunos nexur
CUrHaTypHbI aHan13 oansnoe no ero nepebiM 6aritam (magic bytes) n/vnm rmybokast aHanmMTuka
nccnegyemoro dpanna ¢ pa3dbopom Ha COCTaBHble YacTu U ¢ rMyboknm nccnegoBaHMeM (Ha-
npumep, CnoxHole dannol, Takme Kak ZIP-nankn n dannel dopmarto xlsx, docx, pptx n 1.4.).

MpumeyaHue

lpu 3aepyske ¢halisios Ha obrnaqHble XpaHunuwa mMoaym Habnodambcs HEKOMOPbIe O2paHUYEeHUS.
Ecnu nepedasaemebili ¢halin npesbiwaem obbem 4096 K6, oH 6ydem rnepedaH ro 4yacmsm. 2/3 MIME-
murio8 om ece2o noddepxusaemMoa0 Korudecmea 0ocmamoyHo O onpedenieHUs1 nepeou Yacmu
¢atina camum Solar webProxy, Ho 0nsi ocmasweticsa 1/3 yacmu MIME-murnioe dnsi onpedeneHus
mpebyemcs uenbll gadlsn. B cesasu ¢ apxumeKkmypHbIMU O2paHUYeHUSIMU rocmeneHHo cobupamb
gbalin He nofyHumcs, mak Kak Kkaxoas Yacmb rnepedaemcs Kak cogepuieHHO omaoeribHbIU 3arnpoc, U
Solar webProxy He moxem KoppekmHo ornpedeniump c853b MexX0y Yacmsamu ¢hadna. [loamomy npu
nepedadye ghalisios pasamepom bosbwe 4096 K6 moaym HabrroGambcsi OMKIOHEHUS 8 orpedenieHuu
muna ¢hadna, 4Ymo npueodum K HeKoppeKkmHol cpabomke npasusl U UCK/THOYEHUU KOHMeEHMHOoU
unsmpauuu. @alinbl meHbwe 4096 K6 nepedaromcs eOuHbIM ¢halisioM, u rpobriembi, ornucaHHbIe
paHee, He Habnodaromcs.

Cucmewma TIKA moxem npeobpa3oebieame 8 Yucmbili mekem criedyrouue popmamsi:
application/vnd (Hanpumep, .openxmlformats-officedocument.”),

application/vnd\\.sun\\.xml (.writer.*, Hanpumep, application/vnd.sun.xml.writer.template (wabsrioH
dokymeHma StarOffice)),

application/msword.* (Hanpumep, application/msword.6 (dokymeHm MS Word)),
application/msexcel.”,

application/x-pivottables (ceo0Hasi mabnuya),

227



e application/vnd (.ms-powerpoint", Hanpumep, application/vnd.ms-powerpoint (npeseHmauyus MS
PowerPoint)),

e application/pdf" (dokymeHm PDF),
e application/x-tika-ooxml (dokymeHm MS Word),
e application/rtf" (dokymeHm e cpopmame RTF),

e application/x-tika-msoffice" (dokymeHm MS Word).

CornacHo ctaHgapty MIME, B nepegaBaeMbix AaHHbIX OOIMKEH YKa3blBaTbCS CneunarnbHbIn
3arofioBOK, onpeaensoLnin TMn nepegasaemMon MHopmaLumm. OTOT 3arofiIoBOK XapakTepuay-
etcsa napow Tun/nogTuvn. lNone NoaTMN YyTOYHAET UCMNOMb3YEMBbIV TUI.

B HacTosiwee Bpema ctaHaapTtom MIME onpegensetca 8 OCHOBHbIX TUMOB COAEPKUMOTO:

Tabn. E.1. Tunbl cogepxxumoro

Ypo- OnucaHue
BeHb
text WcnonbayeTca ans nepefayn TeKCToBOW MHpopmaLmm B pasHbix KOAUPOBKaX, a Takke hopmaTnpoBaH-

HOro TeKCTa

multipart |Wcnonb3yeTca ans o6beauMHeHUs1 HECKOMbKUX PasnyHbIX B3aMMOHE3aBUCKMMbIX TWUMOB, TakuMX Kak
TEKCT, n3obpaxeHue, ayamo 1 BUAEO

application |icnonb3ayeTtca ans nepenayn npunoXxeHun unm GuHapHbIX 4aHHbIX

model WcnonbayeTca ans nepefadv MHOTOMEPHbIX CTPYKTYP, COCTOSILLMX M3 OGBEKTOB. TakKMMn MHOTOMEPHbLIMM
CTPYKTYpamMmu MOryT GbITb, HaNpUMep, TPEXMEPHbIE MOAEN

message |Wcnonb3ayetcs ans nepegaym BNOXEHHOTO NOYTOBOrO COOOLLEHMS, COCTOALLENO M3 BIIOXEHHbBIX CO06-
LeHun. Pekypcusa B JaHHOM Criyyae He OrpaHU4MBaEeTCs, M COCTaBHble YAcTU TakKe MOTyT COCTOSITb
13 BMNOXEHHbIX COOOLLEHNI

image Wcnonb3syetca ans nepefayn nobpaxeHuni
audio VMcnonb3yetcs Ans nepegayu 3ByKOBbIX (hannos
video VMicnonb3yeTcsa ons nepegayv BugeonHgopmaummn

B oTnunumne oT TMNOB, NOATUMNbI HE MMEIOT XXECTKOM cneunduKkaLmm B CTaHaapTe, U Npyu CO34aHUK
HOBOro oopmMata AaHHbIX MOryT ObiTb 40BaBneHbl COOTBETCTBYHOLME HOBblE NoATUNbI. [Noa-
TUNbl MoryT obpasoBbiBaTb AepeBbsi Buaa Tun/kopeHb.nogTtun. MIME onpegensier Tpu
CTaHOAPTHbIX KOPHS:

e nun4yHble nogTunel (personal tree), HAUMHAKOLWNECS C PrS;
e KkopropaTuBHble nogTunbl (vendor tree), HaunHatowmecs ¢ vnd;
e noatunbl uHgekcaumm (index tree), HaunHaroLwmecs ¢ index.

[na nokanbHOro 1 KOpnopaTMBHOIMO MCMOMb30BaHUSA OOMNYCKAOTCA He3aperncTpupoBaHHbIe
MIME-tunbl. MNpy aTOM MMs nogtvna AOMKHO HauyMHaTbCcs C X-. Hanpumep, ckpunTneThl
Microsoft Internet Explorer 5.x nmetot tvn text/x-scriptlet.

C 6onbwmHcTBOM MIME-TUNOB CBSAA3aHbI COOTBETCTBYOLWME hopmaThl dannoB. Hanpumep,
Tmn text/css 3apaet ctunu (channel gopmarta *.css), Tmn text/html — html-gaHHble (danns
dopmata *.htm,*.html), Tun text/xml — xml-gaHHble (cdannel dopmata *.xml) n T.4. OgHako
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Heobx04MMO y4uTbIBaTb, YTO JaHHbIE Pa3HbIX TUMOB He 06a3aTenbHO A0MKHbI ObITh B OTAENb-
HbIX dhannax, To eCTb B 0O4HOM (parne mMoryT OblTb pasHOTUMHbLIE AaHHble. Hanpumep, html-
AOKYMEHTbI NO3BONSAOT UCMOMb30BaTh Kak BHELLHWE dainbl C onpeaeneHnemM CTunemn, Tak u
BHEOPATb JaHHbIE 3TOro TUNa HENOCPeACTBEHHO Ha CTpaHuULy.

Mpun bopmmpoBaHMmM NONMTUKM Be3onacHOCTU B cuctemax knacca Solar Dozor ncnonb3aytorca
MIME-Tunbl, npeactaeneHHble B Tabnuuax Hwke. Kaxgon tTabnuue cooTBETCTBYET onpese-
NeHHbIN TN dannoB, KOTOPbLIA MOXHO BbIOpaTh NPy CO34aHUKU NPaBuna UM UCKIOYEHUS!.

Ta6n. E.2. MIME-Tunbl, oTHOcsWwWKMeca K Tuny dannoB «CnyxebHble channbi»

ID MIME-Tun OnucaHue ‘ PacwupeHus
95 DAl MPUNOXEHN
101 |application/x-1c-metadata dann metagaHHbix 1C CF, CFU
102 |application/x-freelance-presentation ®ann  Lotus  Freelance|PLZ
Presentation
96 application/vnd.ms-works ®dann MS Works WCM, WDB,
WKS, WPS
98 application/x-installshield dann InstallShield WIS
100 [application/x-repligo.vpf dann gaHHbix RepliGo ansa [RGO
KOHBEpTauun annos Ans
MOBWMBHBIX YCTPOWCTB
97 application/x-notes-id ID-cpann Lotus Notes ID
99 application/x-bittorrent ®dann BitTorrent TORRENT
44 OBPA3bl HAKOMUTENEN OAHHbIX 1 OAMIbI NAMATY
56 application/x-is09660 ISO-06pa3 ancka ISO
55 application/x-coredump Oamn namatu DMP, ELF
54 application/x-binary-image O6pa3 cnonnu-gucka (3.5"|[IMG, I1SO, FLP
anckeTbl)
269 |application/x-apple-diskimage.zlib-compressed O6pa3 harinos npunoxeHuns | DMG
application/x-binary-image HERE
application/x-binary-image
93 NCMNONHAEMBIE ANl 1 AMHAMUYECKUE BUBNNOTEKN
57 application/palmos MpunoxeHne Palm OS PRC, PDB
58 application/vnd.ms-installer Maket nHcTannauum (06HoB- |MSI, MST, MSM,
nenus) npunoxenun MS|WIM
Windows
60 application/x-executable-binary MpunoxeHne MS Windows |EXE
59 application/x-g3 Mporpamma npoueccopa G3
61 application/x-scr.samsung.c100 Mporpamma-ckpuHcerisep |SCS
ansi TenedoHoB Samsung
62 application/macos.x MpunoxeHne MacOS X APP
255 |application/java-vm Bant-kog npunoxenwus, |CLASS
npenHasHaYveH Ans BeIMonHe-
Hu1s Ha BM Java (JVM)
4 APXUBbI V1 CXKATbIE ®AUNbI
67 application/x-compressed-simple Apxns SCZ SCz
71 application/x-compressed-alz Apxus ALZip ALZ, EGG
text/x-egg
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MIME-Tun OnucaHue PacwupeHus
73 application/x-compressed-bza Apxns BZA BZA
64 application/x-compressed-lha Apxus LHA LHA
79 application/x-sfx-7z CamopacnakoBblBatowwmics | SFX, EXE
apxvB TMna 7Z pgna MS
Windows
69 application/x-sfx-zip CamopacnakoBbiBatowmiics | SFX, EXE
apxuB Tuna Zip agna MS
Windows
76 application/x-compressed-yz ApxuB YZ1 YZ1
21 application/x-composite-rar-jpeg ApxuB RAR RAR
application/x-composite-rar-msword
application/x-composite-rar-pdf
application/x-compressed-rar
application/x-rar-compressed
53 application/x-compressed-zip Apxus ZIP ZIP
application/zip
65 application/x-compressed-pae 3awmndpoBaHHbIf apxu |PAE, PAE2
PowerArchiver
82 application/x-svr4-package YctaHoBouHbIM  nakeT  B|PKG
dopmate PKG ana Mac OS
X
72 application/x-debian-package Maket Debian DEB
70 application/x-compressed-gzip Apxns GZIP GZ, RAR, TGZ
application/gzip
5 application/x-zip-bomb ApxuB Tuna zip-6omba ZIP
68 application/x-compressed-arj Apxus ARJ ARJ
78 application/x-compressed-xz Apxus LZMA XZ
66 application/x-rpm YcTtaHoBOYHbI  nakeT  B|RPM
¢dopmate RPM (Red Hat
Package Manager)
25 application/x-iscab Apxvns CAB CAB
application/x-mscab
application/vnd.ms-cab-compressed
75 application/x-compressed-bzip2 Apxue BZIP2 BZ2, TBZ
application/x-bzip2
83 application/x-compressed-ace Apxus WinAce ACE
80 application/x-compressed-sit ApxuB Stuffit SIT
22 application/x-compressed-7zip ApxuB 7-Zip 7Z
74 application/x-cpio Apxus POSIX CPIO CPIO
48 application/x-tar Apxus Tar TAR
77 application/x-compressed-bh Apxu BlackHole BH
81 application/x-sfx-rar CamopacnakosbiBatowmics | SFX, EXE
apxue TMna RAR gna MS
Windows
272 |application/x-apple-app-archive.x-gtar-compressed ApxuBbl npunoxeHun ansa|APP.TAR,
application/x-apple-app-archive.x-gtar-bzip2-compressed macOS APP.TAR.BZ2
application/x-apple-app-archive
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MIME-Tun OnucaHue PacwupeHus

276 |application/vnd.android.package-archive Maketr OC Android APK
42 CWCTEMHBIE ®ANNbI
90 application/x-empty Mycton chann unu dann,
npeBbILLaoLLMIA AONYCTUMbIN
pasmep
92 application/x-folder.info Onucanue katanora MacOS [DS_STORE
X
84 image/vnd.microsoft.icon Muktorpamma B opmarte [ICO
image/x-icon ICO
86 application/x-mschm darn koHTekcTHow cnpasku |CHM
application/vnd.ms-htmlhelp MS Windows
91 image/x-animated-cursor AHumnpoBaHHbIi  Kypcop |ANI
Windows
87 application/x-thumbs Kawwu ackm3os npegsaputens- |DB

Horo npocmoTpa (Windows
Thumbnail Cache)

85 application/x-not-regular-file OunpekTtopus, odvepeab unun|SOCK
Opyrow HeperynsapHbIv dhann
B UNIX-cuctemax

88 application/x-ms-shortcut Apnbik MS Windows LNK

89 application/x-mshelp dann cnpaskm MS Windows [HLP

103 YKYPHA COBbITUW

107 |application/bug-report [wnarHocTtuyecknmn oTyeT
Solar Dozor

104 |application/log-data dann xypHana LOG

108 |application/gzipped-bug-report Cxatbin  gnarHoctuyeckun | GZIP, GZ
otyert Solar Dozor

93 NCMNONHAEMBIE ANl 1 AMHAMUYECKUE BUBNNOTEKA

94 application/java-archive |Java-avau3 |JAR

Ta6n. E.3. MIME-Tunbl, oTHOocsAwMecs K Tuny dannoB «MHdpOopMaLMOHHbIe TEXHONIOTNN»

ID MIME-tun OnucaHue PacwupeHus
105 BE3OINACHOCTb
106 |application/x-hp-arcsight:arb |I'IaKeT HP ArcSight |ARB
126 CKPUMTbI
43 |text/javascript dann ckpunta Ha A3blke |JS
application/javascript JavaSeript
application/json
application/x-javascript
128 |application/x-executable-script Ckpuntel BASH n SHELL  |SH, CSH
270 |text/x-component HTML-komnoHeHT (behavior) [HTC
127 |application/x-windows-batch [NakeTHbIV hann gns Beinon- | BAT

HeHusi komaHg B Windows
Command Prompt

120 BEB-CTPAHWNLIbI

121 |text/html Beb6-cTpaHuua HTML, ACGI,
HTM, HTMLS,
HTX, SHTML,
STM
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ID MIME-Tun OnucaHue PacwumpeHus
123 |text/css KackapgHas Tabnuua ctunen |CSS
122 |application/x-mht Apxus Beb-cTpaHuupl, coxpa- |MHT, MHTML
HeHHon B Internet Explorer
175 |text/x-php PHP-ckpunTbl PHP
124 NCXOOHbIE KOAObI
125 |application/x-msvba Kog nporpammbl Ha s3blke [BAS
BASIC
271 |text/x-java-source ®annbl ucxogHoro kopga Ha|JAVA
A3blke Java
23 BA3bl JAHHbLIX (BA)
113 |application/x-sql-light.journal XKypHan Ttpansakumm CYB[|DB-JOURNAL
SQLite
112 |application/vnd.oasis.opendocument.base Bl OpenDocument ODB
24 |application/x-dbf davin B[] dBASE DBF
114 |application/x-paradox-idx MhupekcHbin cpavn tuna IDX|IDX
ans CYB[ Paradox n apyrux
nporpaMmm
3 |application/access-2007 B MS Access ACCDB, MDB
application/msaccess
37 |text/x-oracle-trace-dump ®ann TpaccupoBkn CYBO|TRC
Oracle
110 |application/x-sql-light.database ®ann b SQLite SQLITE,
SQLITEDB,
SQLITE3, DB3
111 |application/x-paradox-db dann b CYb[ Paradox DB, DBC, DBF,
DBX
38 [text/x-pgsql-db-dump Oamn B[] PostgreSQL DUMP
12 SALLINOPOBAHHBLIE OAHHBIE
118 |application/pgp-signature CurHatypbel PGP ASC, SIG, PGP
116 |application/agent.enc BawmndpoBaHHble AaHHble B|ENC
dopmate ENC
117 |application/pgp-encrypted BawmndpoBaHHble aaHHble B|PGP, GPG
dopmare PGP
119 |application/pgp-keys Kntoun PGP PGP
115 |application/mac-binhex40 3awwmdpoBaHHble AaHHble B|HQX
dopmate BinHex 4.0
Tabn. E.4. MIME-Tunbl, oTHocsAWwMeca K Tuny dannoB «pacpukar
ID MIME-Tun OnucaHue PacwunpeHus
160 MEYATb
161 |application/pjl ®ann HP  Printer Job|PGL
Language
30 N30BPAXXEHNA
34 image/x-bitmap PacTtpoBoe un3obpaxeHvne B|BMP
image/x-bitmap-corrupt dopmare BMP
image/x-msw3bmp
130 |application/x-adobe-illustrator BektopHoe nsobpaxeHue B|Al

application/pdf

¢dopmarte Adobe lllustrator
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MIME-Tun OnucaHue PacwupeHus
137 |drawing/cmx BekTopHoe unsobpaxeHue c|CMX
mMeTagaHHbiMun Corel
144 |application/x-msimage-obj BektopHoe  wn3obGpaxeHue |[WMF, WMZ,
: (meTadann rpadvkv |EMF
image/msemf )
image/mswmf
image/x-emf
132 |image/x-wpg BektopHoe wnsobpaxeHue B|WPG
dopmare WordPerfect
45 imageltiff PactpoBoe nsobpaxeHue B|TIFF, TIF
dopmarte TIFF 6e3 cxatns
146 |application/photoshop PactpoBoe nsobpaxeHue B|PSD, PDD
: 3 h h dopmate Adobe Photoshop
image/x-adobephotoshop /1 PhotoDeluxe
143 [image/xcf PactpoBoe nsobpaxeHue B|XCF
dopmare GIMP
136 |drawing/corel-symbol.library BHeLuHsis Gubnuoteka cumso- [CSL
nos Corel Graphics Suite
131 |image/x-coreldraw BektopHoe uzobpaxeHne B|CDR, CDT
dopmate CorelDRAW
145 |image/pcx PactpoBoe nsobpaxeHne B|PCX
dopmare PCX
141 |image/targa PacTtpoBoe un3obpaxenne B|TGA, VDA, ICB
dopmarte Targa Graphic
140 |drawing/corel-rave MpoekT Corel R.A.V.E CLK
31 image/gif PacTtpoBoe un3obpaxeHnune B|GIF
dopmarte GIF
138 [|image/psp PactpoBoe msobpaxenHve B[P S P |
dopmarte Paint Shop Pro PSPIMAGE
135 [|imageffig BekTopHoe un3obpaxeHune B|FIG
dopmare Xfig
142 |image/jpeg2000 PactpoBoe nsobpaxeHue B|JP2, J2K
image/x-j2k dopmate JPEG 2000
134 |image/x-cgm BekTopHoe un3obpaxeHne B|CGM
dopmare CGM
133 |image/x-portable-bitmap PactpoBoe nsobpaxeHue B|PPM, PBM,
image/x-portable-graymap dopmarte Portable Pixmap [(PGM
image/x-portable-pixmap
32 imagel/jpeg PacTtpoBoe un3obpaxeHnne B|JPEG, JPG,
dopmarte JPEG JPE, JFIF, JIF,
JFI, JFIF-TBNL
147 |application/x-msphotoedit PactpoBoe nsobpaxeHue B|WDP
dopmare MS Photo Editor
33 image/png PactpoBoe msobpaxeHne B|PNG, X-PNG,
dopmare PNG 6e3 cxatua [9.PNG, PNS,
APNG
139 |image/x-corelphotopaint PactpoBoe nsobpaxeHue B|CPT
dopmarte Corel Photo-Paint
253 |image/svg+xml Macwrabupyemas BekTop-|SVG

Had rpadmka
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ID MIME-Tun OnucaHue PacwupeHus
264 |application/x-iges BekTopHOoe  un306paxeHue |IGS
CAMP
273 |image/heic PactpoBoe nzobpaxeHve B|HEIC
¢opmate HEIC
7 LWIPUDTHI
149 |application/ms-embedded-font-source BctpoeHHbIi  wpudpt  MS
Office
150 |application/x-font-type1 Wpudt Type PFA, PFB, PFM,
AFM
148 |application/x-font-ttf Wpucptr B dopmare TTF|TTF, TTC
application/x-screenfont.data (TrueType)
254 |font/woff Wpwndt B hopmate WOFF |WOFF, WOFF2
font/woff2
application/font-woff
268 [font/opentype Wpudtel OpenType OTF
151 BEPCTKA U NMYBJIIMKALNA
153 |application/x-macromedia-freehand-doc HokymeHT Adobe FreeHand |FH, FHC, FH4,
FH5, FH7
157 |application/postscript OnucaHue cTpaHuu Ha s3bike [PS, EPS
Adobe PostScript
158 |application/x-pagemaker [okymeHT pa3meTku ctpaHu- |PM4, PMS, PM7
ubl B dopmate Adobe
PageMaker
156 |image/dcx M3obpaxeHne B dopmare |DCX
FAXserve
154 |application/x-mspublisher HokymeHT MS Publisher PUB
159 |application/quarkxpress-mime ®avin QuarkXPress QXD, QXT,
QWD, QWT,
QXL, QXB
152 |application/x-pfr-fax dakcumunbHoe coobLieHne
[NeHcuoHHoro ooHga PP
155 |application/x-dvi HokymeHT DVI cuctemsl TeX|DVI
Tabn. E.5. MIME-Tunbl, oTHOcsWwMecs K Tuny dannoB «[OKyMeHTbI»
ID MIME-Tun OnucaHue PacwmpeHus
14 MPE3EHTALINA
19 application/vnd.oasis.opendocument.presentation Mpes3eHTauywu a|ODP
OpenDocument
162 |application/vnd.openxmlformats- MpeseHtaums OpenOffice, |PPTX
officedocument.presentationml.presentation-write-protected | HegocTynHas ons peoakTmpo-
BaHWS
15 application/mspowerpoint-2007 MpeseHTauunsa MS|PPT, PPTX,
— - PowerPoint PPS, PPSX,
application/vnd.ms-powerpoint POT, POTX.
application/vnd.openxmlformats- PPA

officedocument.presentationml.slideshow

application/vnd.openxmlformats-
officedocument.presentationml.template

application/vnd.openxmlformats-
officedocument.presentationml.presentation
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ID MIME-Tun OnucaHue ‘ PacwmpeHus
164 |application/vnd.openxmlformats- MpeseHTtaums OpenOffice  |PPTX, THMX
officedocument.presentationml.presentation
163 |application/vnd.stardivision.impress MpeseHTauusa StarOffice SDP, SXI
application/vnd.sun.xml.impress
17 OAHHBLIE OOKYMEHTOB
171 |application/vnd.oasis.opendocument.image M3o06paxeHwn e|ODI
OpenDocument
176 |application/vnd.sun.xml.impress.template LllabroH npeseHTauun |STI
StarOffice
182 |application/vnd.ms-officetheme-write-protected Tema MS Office, HegocTyn- | THMX
Has Onst pegakTMpoBaHus
174 |application/x-msclipart YnakoBaHHasi ranepes 13ob- [CIL
paxeHui B popmate MS Clip
Gallery
172 |application/vnd.oasis.opendocument.chart Onarpamma OpenDocument |ODC
165 |application/x-msdraw ®ann MS Draw
177 |application/x-msole-broken MoBpexaeHHas 6ubnuoteka |OLB
OLE-obbektoB ana MS
Office
183 |application/vnd.stardivision.draw pachmka StarOffice SDA
application/vnd.sun.xml.draw
178 |application/vnd.sun.xml.draw.template LlabnoH rpadukm StarOffice |STD
181 |application/vnd.stardivision.math ®opmyna StarOffice SMF, SXM
application/vnd.sun.xml.math
16 application/vnd.oasis.opendocument.formula ®opmyna OpenDocument |ODF
180 |application/x-msole.data Bubnuoteka OLE-o6bektos|OLB
ana MS Office
18 application/vnd.oasis.opendocument.graphics pacdmka OpenDocument |ODG
169 |application/msole-word.picture pachnuecknin OLE-0ObekT B
MS Word
184 |application/vnd.sun.xml.calc.template LLlabrion Tabnumubl StarOffice |STC
166 |application/x-msequation ®dann MS Equation
179 |application/vnd.sun.xml.writer.template LLlabroH nokymeHTa |STW
StarOffice
185 |application/ms-graph.x-ms-excel Onarpamma MS Graph
168 |application/x-vnd.oasis.opendocument.formula-template |LLlabnon anga cosganus cop-|OTF
myn B popmate OTF
173 |application/x-msole-encrypted BawmndpoBaHHasa 6ubnuote- |OLB
ka OLE-o6bektoB gns MS
Office
170 |application/vnd.ms-officetheme Tema MS Office THMX
26 application/x-ole-storage OLE xpanunue DAT, WID
167 |application/x-msole-unknown HeunssectHas 6Gubnmnoteka|OLB
OLE-ob6bektoB gna MS
Office
175 |application/msole-excel.picture padpmueckmin OLE-06bekT B
MS Excel
53 application/zip Paclumperus ansa nporpamm |OXT
OpenOffice n StarOffice
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ID MIME-Tun OnucaHue ‘ PacwmpeHus
265 |application/vnd.openofficeorg.extension Pacwupenne OpenOffice
277 |application/vnd.google-earth.kmz YnakoBaHHble n3obpaxenns |KMZ
B popmate Keyhole Markup
Language
198 TEKCTOBbLIE ®ANbI
36 text/x-fouled-text dann, B KOTOpom BCcTpeyvatoT- | TXT
CSsl HETEKCTOBbIE CMMBOITbI
199 |text/plain TekcToBbIV hann TXT
9 TEKCTOBbIE JOKYMEHTbI
191 |application/x-rocketbook OnekTpoHHas kHura B goopma- |RB
Te Rocket eBook
187 |image/x-djvu OnekTpoHHas kHura unu na- |DJV, DJVU
KeT nsobpaxenun DjVu
189 |application/x-wordperfect-text TekcToBbIV AOKYMEHT B ¢oop- |WPD
mate Corel WordPerfect
196 |application/ms-office.x-vba-project dann MS Office ¢ nopaepx-|DOCM, DOTM,
P—r ) : kon makpocos (VBA) XLAM, XLSM,
application/vnd.ms-excel.addin.macroenabled.12 XLTM. POTM.
application/vnd.ms-excel.template.macroenabled.12 PPSM, PPTM
application/vnd.ms-
powerpoint.presentation.macroenabled.12
application/vnd.ms-powerpoint.slideshow.macroenabled.12
application/vnd.ms-powerpoint.template.macroenabled.12
190 [|application/vnd.openxmliformats- OokymeHt MS Word, Hego-|DOC, DOCKX,
officedocument.wordprocessingml.document-write-protected |cTynHbIN ana pepakTupoBa- |DOT, DOTX,
HKSA DOCM
188 |application/vnd.oasis.opendocument HokymeHT OpenDocument |ODT, OTT
application/vnd.oasis.opendocument.text
application/vnd.oasis.opendocument.text-template
194 |application/pdf-with-forms OokymeHT PDF c dpopmorni  |PDF
186 |text/ms-word-xml HokymeHT MS Word B hopma- | XML
Te XML
195 [|application/vnd.stardivision.writer OokymeHT StarOffice SDW, SGL,
application/vnd.stardivision.writer-global SXW, SXG
application/vnd.sun.xml.writer
application/vnd.sun.xml.writer.global
52 application/pdf OokymeHT PDF PDF
192 |application/x-palm OnekTpoHHas kHura B goopma- |PRC, PDB
Te Palm Doc nnu b Palm
oS
10 application/msword HokymeHT MS Word DOC, DOCX,
— DOT, DOTX
I . 3 ’
application/msword.6 DOCM
application/msword-2007
application/vnd.ms-word2006ml
application/vnd.openxmlformats-
officedocument.wordprocessingml.document
application/vnd.openxmlformats-
officedocument.wordprocessingml.template
application/vnd.ms-word.document.macroenabled.12
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ID MIME-Tun OnucaHue PacwmpeHus
application/vnd.ms-word.template.macroenabled.12
application/vnd.ms-wordml
application/x-tika-msoffice
application/x-tika-ooxml
197 |application/rtf [okymeHT B cbopmate RTF [RTF, DOC
2 TABNALIbI
20 application/vnd.openxmlformats- Tabnuua OpenOffice XLSX, XLTX
officedocument.spreadsheetml.sheet
application/vnd.openxmlformats-
officedocument.spreadsheetml.template
202 |application/vnd.ms-excel.sheet.binary.macroEnabled.12  |[BouyHas kHura MS Excel |XLSB
8 application/msexcel Knura MS Excel XLS, XLM, XLA,
Exg XLC, XLT, XLW,
application/msexcel-2007 XLSX
application/msexcel-before-97
application/msexcel-old
application/vnd.ms-excel
201 |application/vnd.stardivision.calc Ta6bnuua StarOffice SDC, SXC
application/vnd.sun.xml.calc
46 application/x-pivottables CeogHas Tabnvua XLS
204 |application/x-123 Tabnuua Lotus 1-2-3 WK1, WKS
200 |application/vnd.openxmlformats- Tabnuua OpenOffice, Hego- [ XLSX
officedocument.spreadsheetml.sheet-write-protected CTYMHbIN AN pefakTuposa-
HKA
203 |application/vnd.oasis.opendocument.spreadsheet Tabnuua OpenDocument OoDS
274 |application/vnd.apple.numbers Tabnuua Numbers NUMBERS
Ta6n. E.6. MIME-Tunbl, oTHOocsilwuecs K Tuny dannos «Mynstumegua»
ID MIME-Tun OnucaHue PacwmpeHus
49 AHUMALUUA
206 [application/x-shockwave-flash Annmaums B opmate Adobe | SWF, SWFL
Flash
205 |video/x-flc AHMMaumoHHble Bugeodan-|FLC, FLI
el nbl popmata FLIC
256 |application/vnd.unity AHMaumoHHble davnbl ans |UNITYWEB
3anycka urp B Unity Web
Player
40 BUOEO
209 |video/x-shockwave-flash Bugeo B ¢opmarte Adobe|FLV
video/x-flv sl
41 application/x-unknown-mv2 Bugeo B dopmatre MPEG,|MPEG, MPG,
3 MPEG-4, MPEG-TS MPE, M1V,
video/mpeg M2V, MP2.
video/mp4 MP3, MP4,
video/mp2t MPA,  MPV2,
TS, TSV, TSA,
MV2
51 video/x-msvideo Bugeo B dpopmare AVI AVI
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ID MIME-Tun OnucaHue PacwumpeHus
207 |video/asf MynbtumegunHele  dpannbl |ASF, ASX, ASR
video/x-ms-asf cpopmaTa ASF
208 |video/quicktime Bupeo B dopmate Apple|QT, MOV,
QuickTime MOOV
210 |video/vnd.rn-realmedia Buaeo B bopmate RealMedia [RM
28 AYONO
222 |audio/x-mod 3BykoBOM Moaynb B opmate [MOD, PSM,
MOD wnu 6nuskom k Hemy | XM, XMZ, 669
228 |audio/x-ape 3Byko3anuce B dopmate |APE, APL
audio/x-monkeys Monkeys Audio co cxaTtnem
6e3 notepu kayecTBa
audio/x-monkeys-audio
50 |audio/x-wav 3Byko3anuce B dopmate | WAV, WAVE
WAV 6e3 cxartus
227 [audio/midi ®dann B opmate MIDI MID, MIDI,
KAR, RMI
229 |audio/basic 3Byko3anuchk, ncrnonb3yemasi |AU, SND
B OC Unix, Mac OS, Akai
MPC, Amiga un np.
220 |audio/voxware 3Byko3anuce B dopmate [VOX
VoxWare Dialogic ansi xpaHe-
HUS YErnoBEeYECKON peyn
224 |audio/ac3 3Byko3anuck B popmate AC-|(AC3
3 (Dolby Digital)
219 |audio/vnd.rn-realmedia 3Byko3anuce B dopmate |[RM
RealMedia
214 |audio/x-nice-aud 3Byk03anuch KoMMboTepHbIX | AUD
urp B popmate NICE Media
Player
215 |audio/aiff 3Byko3anuce B dopmate |AlF, AIFF, AIFC
AIFF
221 |audio/amr 3Byko3anuce B dopmate |AMR
AMR co cxatuem
223 |audio/x-voc 3Byko3anuce B dopmate |VOC
Creative Labs
218 [audio/x-s3m 3BykoBoI Moy B hopmare | S3M
ScreamTracker 3.0 v Bbile
226 |audio/x-oggmedia 3Byko3anuce B popmate Ogg [OGA, OGG
Vorbis
225 |audio/x-flac 3Byko3anuce B opmate [FLAC
FLAC co cxaTtnem 6e3 norte-
pv KavecTBa
213 |audio/x-pat 3BykoBoI Moaynb B hopmate | PAT
Gravis UltraSound GF1
217 |audio/x-creative-sf-bank 3BykoBOM MoayInb B hopmate [ SF2
SoundFont 2
216 |audio/x-twinvq 3Byko3anucb B opmarte |VQF
TwinVQ
29 |audio/mpeg 3Byko3anuce B dopmartax|MP2,  MP2A,
- MPEG, MPEG-2, MPEG-4 |M2A, MPA,
audio/mpeg2 MPG, MPEGA,
audio/mp4 M4A, MPGA,

238




OnucaHue PacwumpeHus
MP3, M4B,
M4R
261 |video/webm MynsTmeaninHein koHTerHep | WEBM
B popmate WEBM
258 |video/3gpp MynsTrMmeamniHbIn koHTeHep | 3GP
B chopmate 3GPP
259 |video/x-m4v Bugeocdann B copmare M4V
M4V, Takke M3BECTHbIN Kak
Bugeodpann iTunes
260 [video/x-matroska MynbsTMmeaniHbeIn koHTerHep | MKV
application/x-matroska B chapmare MKV
261 |video/webm MynsTMeannHeli koHTenHep | WEBM
B popmate WEBM
257 |audio/x-aac 3Byko3anuce B ¢opmarte |AAC
AAC, koTopas ncrnonb3syercs
ONsi XpaHeHus 1 nepepayv
MYy3bIKW 1 3ByKa
267 [audio/x-gsm 3Byko3anucy 6onblumx 06b-| GSM
emoB ans MK n MobunbHbIX
YCTPOMNCTB
211 CMNUCKKM BOCMNPON3BEOEHNA
212 |audio/x-mpegurl Cnucok  BocnpoussegeHus |M3U, M3U8
ayauvo- u Buaeodannos
Tabn. E.7. MIME-Tunbi, oTHOCcsAWMecA K Tuny cdannoB «busHec»
ID MIME-Tun OnucaHue PacwupeHus
230 SANNbI AAHHbIX
35 text/csv dann gaHHbIX, pasgeneH-|CSV
HbIX 3ansATbIMK
231 |text/sgml dann gaHHbIx SGML SGML, SGM
39 text/xml danin gaHHbIx XML XML
232 MHXXEHEPHBLIE M HAYYHBIE MAKETHI
235 |application/x-autocad dann AutoCAD DWG, LIN, CUI,
application/x-dwg ADT, MVI
236 |application/vnd.visio HokymeHT MS Visio VSD, VSDX,
— — - VST, VSTX,
application/vnd.ms-visio.drawing VSS, VSX. VSW
application/vnd.ms-visio.drawing.macroenabled.12
application/vnd.ms-visio.stencil
application/vnd.ms-visio.stencil.macroenabled.12
application/vnd.ms-visio.template
application/vnd.ms-visio.template.macroenabled.12
234 |application/x-matlab-binary dann MatLab MAT
233 |application/x-AT-mathcad dann MathCAD MCD
application/vnd.mcd
262 |application/vnd.ms-pki.stl dopmart arina ncnonbaye- |STL
application/x-stl-binary MBIV AN Xpat'eHm Tpexmep-
HbIX MoZenen
263 |application/x-jt dopmart danna ncnonbye- |JT
MbIi B cuctemax CAIP
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MIME-Tun OnucaHue PacwupeHus
47 OVHAHCBI
251 |application/x-1c.data ®dann gaHHbix 1C 1CD, DT
252 |text/x-ptk-pzd [lokymeHT 6aHKOBCKOW OT4eT-
HocTu B popmate MTK MCL,
262 |application/vnd.ms-pki.stl dann 3D-mogenen
application/x-stl-binary
application/x-stl-ascii
263 |application/x-jt dann CAINP
237 CMNPABOYHWKN
238 |application/x-consultant dann KoHcyneraHT Mtoc - |[KUB, DT
242 ONEKTPOHHAA MOYTA
246 |application/vnd.ms-attachment-tnef ®aiin gaHHbix MS Exchange | DAT, MS-TNEF,
application/vnd.ms-tnef TNEF
244 |application/x-pkcs7-mime 3awwudpoaHHoe coobuie-|P7M, P7C
HUE 3NEKTPOHHOM MOYThI
unu ceptudumkar
249 |application/x-sensor-m-box MoyToBbIN AWK anekTpoH-|MBOX
HOW MOYTbI
248 |message/news ®dainn novtoBbIX coobLueHnin INWS
unu HosocTen Windows Live
Mail
247 |application/x-microsoft-rpomsg-message CoobuweHne MS Outlook c|RPMSG
OrpaHMYeHHbIM JOCTYMNOM
243 |application/vnd.ms-outlook dann MS Outlook DBX, EMAIL,
EML, BCMX,
DBX, ECF, IDX,
MBX, NCH,
OFT, PRF, SRS,
MSG
250 |application/x-pkcs7-signature Lindposas noanuce (6e3|P7A, P7S
coobLLeHns, KoTopoe noanu-
caHo)
245 |message/rfc822 CoobueHne anekTpoHHom |EML, MHT,
MoYThbl MHTML, MIME,
NWS
243 |application/x-mso.oledata Otobpaxaet BnoxeHue [IMSO
Microsoft Word 2000 B
3MNEKTPOHHOM MUCbME B BU-
Ae Beb-cTpaHuubl
239 YIMPABJIEHUVE
240 |application/msproject MpoekT MS Project MPP, MPT
application/ms-project-2007-workspace
241 |application/x-ibm-requisitepro dann IBM Rational [RQS

Requisite Pro

Tabn. E.8. MIME-Tunbl, oTHOcsAWwMecs K Tuny dannoB «HeonpeaeneHHbIn Tun cdannoB»

ID MIME-Tun OnucaHue PacwupeHus
266 |application/octet-stream HeonpegeneHHbIn Tun cpan-
nos
278 |text/ftp-listing-data HeonpeneneHHbIn Tvn gaii-

0B

240




Mpwv 3agaHnn MIME-TUNOB MOryT UCMOMb30BaTLCS PErynsipHble BhipaxeHus. B perynapHbIx
BbIPAXXEHUSIX NPUMEHSIOTCS crneuunarnbHble cuMBonbl (MeTacumeonbl): $ A . *+ 2 [].

Taon. E.9. OnucaHue metacuMBOJIOB

MetacumBon HasHa4yeHune

. (Touka) CneuuarnbHbIi 3HaK, KOTOPbI COOTBETCTBYET N0GOMY OAMHOYHOMY CUMMBOIY, 33 UC-
KMtoYeHeM NnepeBoa CTPOKU.

* (3Be3pouka) MocTUKCHBIN onepaTop, KOTOPbIN 03HAYaET, YTO NpeablayLlee perynsapHoe Bbipaxe-
HWe JOIMKHO GbITb MOBTOPEHO CTOMBKO Pas, CKOSbKO 3TO BO3MOXHO. Hanpumep, Bbl-
paxkeHue .* COOTBETCTBYET J0OOM NOCnenoBaTenbHOCTU CMBOOB, HE CofepKaLlen
NepeBooB CTPOKK.

+ (nntoc) OnepaTtop, KOTOpPbI 03HAYAET, YTO CTOSILLEE NEPEen HUM BblpaXXEHWNE AOIPKHO MOABUTb-
cs1 oavH unu 6onee pas. Hanpumep, BbipaxxeHne bo+m cooteetcTByeT bom, boom,
booom n 1.4.

? (BOnpoc) Onepatop, KOTOPbLIN O3HaYaeT, YTo NpeablayLUMin CUMBON UMW BblpaxeHue (Mpu uc-

Nonb30BaHWM rPyMNMMPOBKN) AOIMKHO NOSABUTLCHA OAMH pa3 Uiy HU OOQHOro pasa. Beipa-
xeHue file\.jpe?g bynet cootBeTcTBOBaTh CTpokaM file.jpg u file.jpeg.

[1 (kBagpaTHble ckobkM) Cnyxat ansi ykasaHusi Habopa 3HakoB, KOTOPbIM MOXET COOTBETCTBOBAaTb CUMBOJI.
Hanpumep, [abcd] cootBeTcTBYET no6omy u3 cumeonos a, b, ¢ u d. BeipaxeHue
[ab]* 6ynet cooTBeTCTBOBaTH M0GOM KOMOMHALMM NOAPSL UAYLLMX CUMBOMOB a U b
Npown3BoNbHOM ANUHBLI. Kpome Toro, B ckobkax MOryT 3ajaBaTbCs MHTEpBasbl: Bblpa-
XeHue [a-zA-Z0-9] cooTBETCTBYET MOOOMY M3 CMMBOMOB MaTUHCKOrO andasuta B
BEPXHEM WU HKHEM PErUCTpe, a Takke ntobon aecatmyHon undpe ot 0 oo 9.

[*] KoHCTpyKumMA, npoTMBONONoXHaa npegplaywen. Mcnonbsyetca Ana ykasaHus Toro,
YTO He OOMKHO cofepXaTbCs B CTpoke. BuipaxeHue [0-9] cooTBeTcTBYET Nt0OOMY
cumMBony, kpome undp ot 0 go 9.

A CumBon gns 0603HaYeHMs Hadana CTPOKM.

$ CumBon ana 0603Ha4YeHust KoHLa CTpoku. Takum o6pa3om, A$ cooTBETCTBYET NyCTOM
ctpoke, a HOME$ — ctpoke ¢ eguHcTBeHHbIM crnosom HOME.

\ BbinonHsieT ase d)yHKLI,MMZ OTMEHSET AENCTBUE CreLmanbHbIX CMMBOSIOB, NpeBpaLlas
nX B 06blYHbIE CUMBOSTbI (,El,aHHaﬂ onepauuna Ha3blBaeTcAa 3KpaHNUPOBaHUEM CI/IMBOJ'Ia),
1 BBOOUT OONONTHUTENbHbIE cneunanbHble KOHCTPYKUNN, TaKue Kak:

\n — nepeBog CTPOKY;
\r — Bo3BpaT KapeTky;
\t — Tabynauus;

\\ — yctaHoBKa cumBona \ 6e3 yHKLUMM SKpaHNPOBAHWS CYMBOJIOB.

| OsHavaeT BbIGop ogHOro 13 BapnaHToB. BeipaxeHue alphalbetalgamma 6yaget co-
oTBeTcTBOBaTh Ntobor n3 ctpok alpha, beta 1 gamma.
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MNMpunoxeHune F. Ayaut nenctenn nonb3oBartenen Solar

webProxy

B Tabnuue npuseaeHo nogpobHoe onucaHue XypHanupyemblx 4eincTBU

Taon. F.1. OnucaHue genctBumn

Bupg penctBua

HasBaHue
OencrTBus

ATpubyT

OnucaHue aTpmbyTta

nonb3oBaTend.

Mpumepbl 3anucen
B XypHane

Bxopn 1 BbIX0A U3 cucTe-
Mbl

Bxoa B cuctemy

YCIOBWIA NOMUTUKN

pa ycnosui no-
JINTUKAN

BUI MONMUTUKN

Bbixon u3 cucte- |- - -
Mbl
Mownck uHdpopmauun B|Monck name HanmeHoBaHne nowuckosoro [name: CobbiTusa 1 UH-
cucteme (K NoOMCKY OTHO- 3anpoca unaeHThl| 24 yaca;
zggfm;ago;cino::fﬂé 3anyck nowcka |obj O6bekT noncka: events (cobbl- |obj: events;
DOCMOT méoﬁ Tk (ans pacwmpen- TS U MHUMAOEHTBI)/ messages
P p N HoOro noucka (coobLieHns/ Haxatusa kna-
cpopmaumm, Hanpumep, n/vnn  noucka Buw)/ files (BnoxeHHble dhan-
Ha Pabo4yem cTtone) .
no wabnoHam) nbl)/ endpoints (y4acTHuku ne-
penucku)/ chats (6ecenpl)
MpocmoTp pe-|type Tun nowucka: quick (6bicTpbin |type: quick;
3ynbTaToB NOUC- nouck)/ template (wabnoHbl
Ka noucka)/ extended (pacLumpeH-
HbI MOUCK)
YnpaBnenue y4yetHbiMM [C 0 3 4 a H u e|login JlornwH nonb3oBaTtens cuctemsl | login: lexey;
3armcamin Nonb3osare- |Monbsosatend. (i, ,q Mms nonb3oBatens cuctembl |name: KpaeueB WMBaH
nen cuctemsl MeTposuy;
M3meHeHuMnel|login JlorwH nonb3oBatens cuctemsl | login: lub_ta;
NOMb3OBATENA ame Wmsa nonb3oBatens cuctembl [name: JliobyLikmHa Ta-
TbsiHa BanepbeBHa;
YnoaneHuellogin JlornwH nonb3oBatens cuctemsl | login: admin;
NOMb30BATENA 1name Wms nonb3oBatens cuctembl [name:  AgMuHUCTpa-
TOp;
Ynpasnenwne ponsamu |CosgaHue ponu [role Ponb nonbsosatenen (npu|role: AgmwuHucTparto-
nonb3oBarenen cucre-|nonb3osarenemn BbIMONMHEHUN paencteuns "Um-|pbl;
ALl
Mbl Viamerenme po- MOpT porew” BO3MOXHO MHOXe
i T e o CTBO 3Ha4eHun)
nen
YnaneHue ponu
nonb3oBarenen
Mmnopt ponen
HacTponka Habopa | CosgaHne Habo- [name HanmeHoBaHne Habopa npa-|name: BHyTpeHHAS ne-
npasumn NONUTUKM pa npasun no- BWI NONUTUKN penava;
NUTUKK
M3ameHeHne Ha-
Gopa npaBun
NONUTUKN
Ynanenue Habo-
pa npaswn mno-
NUTUKN
Hactponka Habopa | Co3naHne Habo- [name HaunmeHoBaHne Habopa ycno-|name: BpemeHHas ne-

penava;

O SOLAR
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Bua pencreuna

HasBaHue
aencrTeus

ATpubyT

OnucaHue aTpmbyTa

Mpumepbl 3anucen

M3meHeHne Ha-
bopa ycnosui
MNOJNIUTUKN

YnaneHue Habo-
pa ycrnosumn no-
JTINTUKU

B XypHane

YnpaeneHnve nHcTpymeH- | Co3gaHne  uH-|name HaumeHoBaHMe MHCTpyMeHTa|n a m e :
Tamu NONMUTUKN CTPyMeHTa nmno- NonMUTKKN template_note_for_admin;
Tk type Tun nHcTpymeHTa nonutukn  |type: rec-template;
Mi3meHeHne uH- [name HanmeHoBaHne MHCTpymeHTa|name: lMpaBwno ns go-
CTPyMeHTa no- NOnMUTKKN Cbe€;
NUTUKN ; :
type Tun nHCTpymeHTa nonuTukn  |type: monitored-group-
rule;
YoaneHuwe uH-|name HaumeHoBaHne nMHCTpymeHTa|name: Mouck paboThl;
CTPyMeHTa nmno- NonMUTKKN
NnTKM type Tun nHCcTpyMeHTa nonutukn  |type: ban-text;
Ynpaenenue wabnoHa-|Co3gaHue wa-|name HavnmeHoBaHuve wabnoHa/npo- [name: icap-wabnoH;
MU 1 NpoUnIaMun 6noHa/npodu- duns
A type Tun wabnoHa/npoduns type: icap-block-
template;
MameHeHue wa- |[name HavnmeHoBaHue wabnoHa/npo- [name: LLiabnoH ysenom-
6noHa/npodu- duns neHus;
A type Tvn wabnoHa/npoduns type: mail-template;
YaaneHue wa-|name HaumeHoBaHwue wabnoHa/npo- [ name: LLlabnoH katarno-
6noHa/npodu- duns ra;
A type Tun wabnoHa/npoduns type: directory-
template;
MpumeHeHve nonutukm [MpumeHeHne |- - -
NONUTHKN
MmMnopT nonuTukn B cu- | imMnopT nonutu- [name HawnmeHoBaHve vMnoptupye-|name: BpemeHHas ne-
cTemy KW Moro danna penava;
YnpaeneHwue cnpaBoyHu- | Co3gaHue ane-|name HawnmeHoBaHune anemeHTa |name: 3anpeTHas nepe-
Kamu MeHTa CrnpaBoy- cnpaBoYHUKa nnucka;
HIKa type Tun anemeHTa cnpaBoyHuka |type : label-types;
M3meHeHUe|name HaunmeHoBaHue anemeHTa |name: ABapus-0TKas;
anemMeHTa cnpa- crnpaBoYHUKa
BOYHWKa type Tun anemeHTa cnpaBoyHuKa |type : event-category;
YnaneHue ane-|name HawnmeHoBaHune anemeHTa |name: Mpunoxexus;
MeHTa CrnpaBoy- cnpaBoYHUKa
HIKa type Tun anemeHTa cnpaBoyHuka |type : apps;
M3ameHeHue koHpurypa-(1ameHe H UK e |type HasBaHue cepBuca, B koTOpbIV | type : incident-daemon;
UWn CUCTEMBI KOHurypaumm BHECEHO U3MEHEHNe

CUCTEMBDI
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B dhannax access-log cogepxntca nHgopmarms o 4ocTyne nornb3oBaTenen K BHELHUM pe-
cypcam, pesynsratax paboTbl NOAUTUKK, ChOPMUPOBAHHOM Ha NPOKCU-CEPBEpPE, U pesyrbTaTax
BbIMNOMHEHWsI 3anpocoB nonb3oBatenen. ObpaboTka MHbopMaLUM BbINOITHAETCA KOMMNOHEHTOM
skvt-wizor. B access-log pernctpupytorca Bce cobbiTUA NONUTUKK (3anpeTbl U pas3peLleHuns
poctyna) n nepegatorcsa B B[] Clickhouse ansa c6opa n xpaHeHns xXypHanoB gocTyna.

dannbl access-log xpaHatcs B katanore /data/spool/skvt/access_log/ ¢ pacwvpeHnem
current. MNocne o6paboTtkn cnyx6on log-streamer cannbl oTnpaBnsoTca B 6a3y AaHHbIX U
yOoansitoTcsa U3 kartanora.

Mpumep CoOepXxnmMoro tannos, co3gaBaeMbIX skvt-wizor, B kartanore
/data/spool/skvt/access_log/:

{"acclp":"10.201.31.90","accld":"00000000-0000-0000-0000-000000000000","accName™:"10.201.31.90",
"accGrouplds":["00000000-0000-0000-0000-000000000000"],"accDomain™:"","accLogin":"10.201.31.90",
"accPort":57059,"reqMethod":"POST","reqProtocol":"https","reqHostname":"ya.ru","reqPort":443,
"regPathname":"/clck/click","reqBodySize":3525,"reqDatatype":"text/plain","reqTime": 1692863811743,
"reqReferer":"https:/lya.ru/","resDatatype":"image/gif","resBodySize":919, "resStatus":200,"reslp":"10.201.31.123",
"fltTime":26,"fltHost":"main","fitCodes":[11,0,0,0,0,0],"fltStatus":200,
"fltLayers":["Decryption","Decryption","Icap Request","Filter req","lcap Response","Filter resps"],
"fltRules":["BckpbiBath Bce","Ilepexoa k cnoto Icap Request","lMepexon k cnoto Filter req","Tepexoa k
cnoto Icap Response","Tlepexog k cnoto Filter resps”,"lNepexon k cnoto 3aBepLueHne obpaboTkm
NoNUTUKN"],

"fltReason™:"","fltPolicy":"3aBepLueHne obpabotku nonutnkun","fltCategories":[21104],"fltExtension™:"",
"sysTime":1692863811770,"trafType":1,"trafMode":"forward","fltPort":50224,"fltIp":"10.201.31.164",
"reqUserAgent":"Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/64.0.3282.140 Safari/537.36 Edge/17.17134",
"reqProxylp":"10.201.31.164","reqProxyPort":2270,"logMark":[],"resComment":""}

[nsa 3anmcu cobblTUn JoCcTyna nonb3oBaTenen K BHELLHUM pecypcaM Yepes NpoKcu-cepeep
B katanor /var/log/messages B pasgene Cucrema > Hactpouku > XXypHanupoBaHue >
PdunbTpauma n aHanus Tpacuka nonb3oBaTenen yctaHosute dnaxkun 3anuch XypHana
(dbopmat access-log) n/vnn 3anucek xypHana (cpopmat SIEM).

Kaxabin cepBuc 3anncbiBaeT B pann access-log nHdopmaumio 06 onpegeneHHbIX 4ENCTBUSX.
3anucb cocTonT 13 Habopa napameTtpos. Obwune napameTpbl hannos access-log npeacras-
neHbl B Tabnuue Hmxe.

Ta6n. G.1. O6wue napameTpbl ¢hannos access-log

Bug napametpa B|Mapametrp B JAVA-|OnucaHue

canne cBoOMCTBax

acc-domain accDomain [omeH uctoyHuka 3anpoca. [nsa nonb3oBatenst 6e3 goMeHa
nore nycroe

accGrouplds accGrouplds MepeyveHb naeHTMdmkaTopos rpynn MNepcoHbl

acc-groups accGroupNames Cnuncok UMeH rpynmn, K KOTOPbIM OTHOCMTCS NONb3oBaTeNb

accld accld WaoeHntndpmkatop MepcoHbl B B[, abook

acc-ip acclp IP-agpec uctovHuka sanpoca
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acclLogin acclLogin JlorvH nonb3oBaTtens — UCTOYHKKa 3anpoca unu IP-agpec onsa
HeayTeHTUMULMPOBAHHbIX NONb3oBaTenen
acc-name accName MMsi nepcoHbl, COOTBETCTBYOLLEE MaeHTUduKaTopy, unm IP-

agpec HeayTEHTUMULMPOBAHHbIX NOMb3oBaTenen

acc-windows-login

accWindowsLogin

JlornH none3osatens B oopmate WINLogin (unn WinLogin nnu
UPN)

acc-upn accUpn JlornH nonb3oBatens B hopmate UPN
acc-port accPort SRC-Port Ha ncto4Huke 3anpoca
bytes-out-body reqBodySize Pa3wmep ncxogsiiero Tena 3anpoca (nepeaasaemoro dganna/co-

obueHuns)

flt-categories

fltCategories

Kareropuu pecypca 3 3anpoca, onpegerneHHble Kateropusaro-
pom

flt-codes fltCodes MaccuB BbINOMHEHHbIX 4EACTBUNA.
Bo3moxHbIe BapunaHThbl:
NOT_AUTHORIZED, BLOCKED_ACCOUNT,BAD_NETWORK,
ALLOW, DENY, REDIRECT, ARCHIVE, CONFIRM, NOTIFY,
DETECT_DATATYPE, MODIFY_HEADERS, NOLOG, MITM,
CHECK_CERTIFICATE, MESSAGE, LIMIT_SPEED, PROXY,
BIND, DSCP_SETUP, WS_BLOCKING_NOTIFICATION

flt-host fltHost Mwms y3na, obpaboTaBLuero 3anpoc nonb3oBaTens

fit-ip fitlp Agpec y3na unsrpaumm

fit-layers fitLayers MepeyveHb cnoes NONUTUKK, KOTOPbIE BbINY NPUMEHEHbI K Tpa-
UKy (3anpocy n oTBeTy)

fit-policy fitPolicy MpaBuno unu crnom, Ha KOTOPOM 3aBepLunnacb obpaboTka 3a-
npoca nonuTUKon

flt-port fltPort SRC-port Ha y3ne unsTpaumm

flt-reason fltReason MpwymHa cpabaTbiBaHus Npasuna. MoXeT NpuHUMaTh 3Ha4eHNS

BMAaa:
CATEGORY_BODY - kateropusi Coaep>xmmoro;
CATEGORY_HEADERS - kateropusi 3aronoeka;
CATEGORY_PREVIEW - kateropusi KOHTEHTa;
CATEGORY_URL - kateropusa URL;

DESTINATION_IP — IP-agpec Ha3Ha4yeHus;

DATATYPE — T1n gaHHbIX;

FILE_ATTRIBUTE - atpubyT darnna URL;

GROUP - rpynna nonb3oBarens;

HEADER - 3aronoBok;

IP — agpec UCTOYHMKa/Ha3HaYeHWs;
KEYPHRASE_BODY - knto4eBoe CrioBO B COAEPXKUMOM;
KEYPHRASE_URL - kntoyeBoe cnoso B URL;

METHOD — metog HTTP;

NODE — y3en, KOTOpbIl BbINOMHAET 06paboTKy 3anpoca;

PORT - nopr;
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PROTOCOL — npotokon goctyna;
SIZE — pa3mep cavina;

TIME — pacnucaHue goctyna;
TRAFFIC — numut Tpaduka;
VIRUS - Bupyc;

USER - norvH nonb3oBaTens;

URL — URL

flt-routing-actions

fltRoutingActions

CobbITnga cnos MapupyTusauus coeamHeHUn

fit-rules fltRules Ha3saHune BbINOMHEHHOro npasuna

fit-status fitStatus Pesynbrat comnbrpaunn. Cootsercteyetr HTTP-kogy oTBeTa

flt-time fltTime BpeMmsi BbINOMHEHUSA hUNbTpaLmn NONUTUKON

log-mark logMark Mapkep, nobaBnsembin B XypHan npv cpabatbiBaHWu npaBuna
nonutukn. MoxeT ucnonb3oBaTbCa AnA oTbopa CobbITM B
pasgene Ctatuctuka > Mo y3nam dounstpaumm

bytes-out reqBodySize Pasmep Tena 3anpoca B 6aritax

req-datatype reqDatatype Twvn gaHHbIX B 3anpoce

bytes-out reqHeaderSize O6bem 3anpoca B banTax
reqg-hostname reqHostname lMonHoe nMsi 3anpoLLEHHOro pecypca
req-keywords-report |reqKeyWordsReport |OTtyeT no HangeHHbIM KMoYEBbIM CroBaM 1M ums danna
MpumeyaHue
Ecnu npu 3azgpyske ¢halina Ha obrnayHoe xpaHunuue
y 3anpoca omcymceyem 3a20/1080K content-
disposition, 6ydem omobpaxambcs bUHapHoe Ha3ea-
Hue ¢palna.
req-method reqMethod Mcnonb3oBaHHLIM B 3anpoce metod npoTtokona HTTP
req-pathname reqPathname MyTb K 3aNpPOLLIEHHOMY 3NIEMEHTY OTHOCUTENBHO KOPHS
req-port reqPort MopT cepBepa Ha3HayeHus
req-protocol reqProtocol VMcnonb3oBaHHbIM npu 3anpoce npotokon (HTTP, HTTPS)
req-proxyip reqProxylp IP-agpec BbilecTosALWEero Npoken (MoxeT OblTb NyCT nNpu ero
OTCYTCTBWU)
req-proxyport reqProxyPort MopT Ha BbILIECTOSILLEM MPOKCKU, HA KOTOPLIN Hanpaensncs
3anpoc
req-query reqQuery Query-ctpoka 3anpoca ¢ GET-napameTtpamu
req-referer reqReferer MyTb Ana nepeHanpaBneHnst K 3anpoLeHHoMy pecypcy. B He-
KOTOPbIX CryYasix MOXeT ObITb MyCT
req-time reqTime Bpems ob6paboTku 3anpoca
req-url reqUrl URL-agpec HazHayeHusi
req-user-agent reqUserAgent 3HayeHne nons UserAgent, nepegaBaemoe NpUnoXeHUeM
(6paysepom) B 3aronoBke
res-bodysize resBodySize Pa3mep Tena oTBeTa OT cepBepa
res-comment resComment KommeHTapuii k pecypcy (ecrim OH COAepXUTCS B CNIPaBOYHMKE
1 eMy Obinn NPUCBOEH KOMMEHTAPUI aAMUHUCTPATOPOM)
res-datatype resDatatype Tun gaHHbLIX B OTBETE cepBepa
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bytes-in resHeaderSize O6bem oTBeTa B Hantax
resHeaderSize

res-ip reslp IP-agpec cepBepa, KOTOpbI nNpenocTtaBun OoTBeT. B cnyyae
MCMOMNb30BaHNA BbILLECTOSILLErO NPOKcK ByaeT ykasaH ero IP

res-status resStatus Cratyc BbinonHeHusa 3anpoca/orBeta. Kog 200 — ycnewHoe
nonyyeHne oTBeTa OT pecypca

sys-time sysTime Bpems noctynneHus sanpoca Ha ounstp

traf-mode trafMode Pexvm Tpadmka (forward anst npsimoro, reverse ans obpatHoro
npoKcw)

x-virus-id virusld HasBaHue Bupyca

dann audit.log cogepxut nHdopmaunio 0 AENCTBUAX aaMUHUCTPATOPOB CUCTEMbI B MHTEP-
dence 1 OONONHUTESNbHbBIX COOBLLEHNSX O BbINOSIHEHUN aBTOMATUYECKNX AENCTBUN CUCTEM-
HbIMW YyTUNUTaMK U cKpunTamn. B nepeveHb perncTpmpyembix 4ENCTBUN BXOOAT COOOLLEHNS

O:

Mony4yeHnn agMMHUCTPATOPOM AO0CTyNa K MHTepdency Npu ycneLwHoM BXOAE B CUCTEMY;

HeyCI'IeLLIHbIX NnonbiTKax BXoAa B CUCTEMY,

3arpyske hpavna nuueHsumn n pesynesrarte 3arpysku;

MonyyeHnn agMnHUCTPaTOpOM cBefeHnn 06 obbekTax pas3aenosB NHTepdenca;

Co3fgaHnm aAMUHUCTPATOPOM HOBbIX OOLEKTOB B pasaenax nHtepdeiica;

BHeceHnn agMUHUCTPaTOpPOM M3MEHEHN B 00bEKTHI pa3fenoB (06HOBMEHMN NX XapakTe-
PUCTUK);

YnaneHun o6bLeKkToB B pasgenax uHtepdenca;

N3MeHeHnn CoCTOAHNSI HEKOTOPbIX 0OBLEKTOB (CUTHATYpP, APYrMX OTKIHO4YaeMblX OObEKTOB)
B pasgenax uHtepdenica (BKroyeHne/BbIKoYeHne);

M3meHeHnn coctosiHMs npaBun/uckniodeHnn B pasaene NMonutuka;
CoxpaHeHun n3MeHeHU, BHECEHHLIX B pa3gensl Cuctema u Nonutuka,
MpMeHeHUn agMMHUCTPATOPOM MONUTUKM BPYYHYIO M3 MHTepdienca ynpaBrneHus;

YUTeHnn agMUHUCTPATOPOM XXYpPHarbHbIX COOOLLEHUN B MHTEPEENCE CUCTEMDBI.

HononHuTtensHo, B hann audit.log 3annceiBatoTca cOOOLLEHNS O BINONHEHNN CUCTEMOM TaknX
OENCTBUN N UX pe3ynsraToB, Kak:

YcnewHoe/HeycnelwHoe NpUMeHeHNe TekyLLen KoOHUrypaummn Ansa y3nos knacrepa;
3arpyska 1 npyMeHeHne TekyLLen NoNMUTUKA B aBTOMaTUYECKOM PEXMME;
OLWKGKM NpY BbINONHEHWUM 3arpy3Kn KOHUIrypauum 1 NonUTUKK;

BbinonHeHne 3aD,a'~I/CKpVII'ITOB no pacnncaHmo CUCTeEMHOIo nNiaHMpoBLUUKA.
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®annsl audit.log xpaHaTca B katanore /var/log/audit/.

Kaxxgoe coobuieHune B channe o0b6s3aTenbHO HaYMHAETCS C cMMBOna @ U UMEET YHUKanbHbIN
naeHTudgukaTop, gaty 1 Tmn coobLueHus. Bee xXypHanbHble CO00LLEeHUs coaepXaT pasnuyHoe
KONMyecTBO obn3aTenbHbIX M Heobsi3aTenbHbIX MOMNen, OAHaKo MOPSAOK WX crneaoBaHus
onpeaeneH goctaTovHo cTporo. ba3oBbiM pasgenutenem nonen sensetcs npooden.

B >XypHane ucnonb3yeTca HeCKonbko hopMaToB 3anncen:
@4000000064c89d991bbc170c INFO s.a.LocalAuthenticator - User 'admin' login

@4000000064c89d8f1c25cd8¢ [11347] Hook done: /opt/dozor/policy/hooks/tc-limit.sh (2023-08-01
08:52:05)

@4000000064c89e540f9e2d34 INFO r.s.d.s.AuthClientActor - Received 0 requests; attempted 0
requests

@4000000064c89d9b1704d85¢ INFO f.RequestSlowLogFilter - Request
/api/access-log/grafana/public/build/app.17c6ddc5361653e652bc.js total 1370ms (headers 19ms content
1351ms)

@4000000064c89ebb18436ef4 [5094] Hook done: /opt/dozor/policy/hooks/wizor-force-reload.sh
(2023-08-01 08:57:05)

O6wme napameTpel channos audit.log npeactasneHsl B Tabnuue.

Tabn. G.2. O6wme napameTpbl pannoB audit.log

MapameTtp

OnucaHue

c.a.AuthController

CobbiTus ayTEHTMCbMKaLI,VII/I Ha KInneHTe

s.a.LocalAuthenticator

Mapkep cobbITVS ayTEHTU(MKALMM Ha CTOPOHE cepBepa

s.p.IPSRuleService

CoobLeHus o cobbitum IPS

s.c.ActionLoggerimpl

OcHOBHOM Mapkep AeNCTBUIA NONb3oBaTens B KOHMUry-
paumun 1 NonuTuKe

c.p.PolicyController

CobbiTns 0 NPUMEHEHUN NONMNTUKN U ero pesynbrate

c.r.ReportsController

CobbITNSA OT MOACUCTEMbI OTYETHOCTU U CTAaTUCTUKK

f.RequestSlowLogFilter

CobbITnA OT noacMcTeMbl UNBTPALMKN NPOKCK

r.s.d.s.AuthClientActor

CoobLeHna O nonbITKax ayTeHTUMUKaLMM BHELLHWX
KNWeHTOoB (nonb3oBaTtenen) n pesdynsratax

LockService

CnyxebHble coobLueHus/3arpy3ka KoHUrypaumn/3arpys-
Ka NonuTuKM

PolicyGenerator

CnyxebHble coobLLeHus/3arpy3ka NonnTrkn

s.a.AbookRealtimeService

Co6bITna ot nogcuctembl flocbe

c.t.s.s.AlgorithmChecker

CoobLeHra noacucTeMbl BHYTPEHHENO KOHTPOIS COCTO-
AHUSA

r.s.p.c.ConfigApiFacadeB

CoobLeHns nogcucTemMbl MHTepderica nonb3oBaTens

Success CoobLieHnst 06 ycnewHomM MpUMEHeHUN KoHdUrypa-
LMnU/NonNUTUKN

LockService Coo6LLeHnsa o bnokupoBke hannos KOHUrypauum npu
NPUMEHEHNN NONUTUKN

INFO Twun coobLleHnst

s.c.ActionLoggerimpl Mopcuctema, koTopas cosgana cobbiTne

admin@/0.0.0.0 Mwms nonb3oBatens u SRC_IP, ¢ KoToporo BbINOSHANOCH

nogkn4yeHne
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Action

[eiicTBre, KOTOPOE GbiNo BLINOMHEHO MONb30BaTENEM
¢ 0GbeKTOM pasaena uHTepderica, NpaBuIIoM U Napa-
MeTpoM. MoXeT NpMHMMaTb 3Ha4YeHUs BUAa:

Create instruction — cosgaHue HoBOro mpasuna unu
ob6beKkTa NonUTUKK;

Update instruction — nameHeHne anemeHTta cnos, npa-
BMIa nnm obbekTa NoNUTUKK

Changes

MameHeHns cocTosHua npasuna. NprHumaet 3HayeHus:

move rule — n3amMeHeHne Nopsiaka creaoBaHus npaBus
B cnoe/noacroe nonmTuKK;

delete instruction — ynaneHune npasuna, anemeHrta unm
00bEeKTa NONUTUKN;

read layer — o6GpalleHne kK o6bekTam Crnosi NOSUTUKM
ONs UX oTOBpaxeHus;

getting policy items — oToGpaxeHune pasgena MonuTtuka
N 3NeMEHTOB ero 6rokoB;

get proxy servers — o6palleHue k 6roky onucaHus ao-
CTYIMHbIX BbILLECTOSLLMX NMPOKCU-CEPBEPOB AJS UX OTOG-
paxeHus;

get icap servers — o6paLieHne K onMcaHuIo AOCTYMHbIX
B cucteme cepepoB ICAP aonsa nx otobpaxeHus;

get list of all categories — oToGpaeHue cnucka karero-
pvi Ans pecypcoB MpW HAacTpovike NpaBun NONUTUKA
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API Gateway — cepBuc, npegoctasnstowmin APl ana nHterpaumm Solar webProxy co CTOpoH-
HUMK NpunoxeHnamu. CepBuc ABNSETCS eANHCTBEHHOW TOYKOW BXOA4a ANt CTOPOHHUX NPUo-
XXEHWUIN 1 BbINOMHAET UX ayTeHTUMUKALMIO 1 aBTOPU3aLMIO, a Nocre BbiNONIHEHUE 3anpoCcoB C
yyacTmem BHYTPeHHUX cepsucos Solar webProxy.

Ynpaenatb HacTporikamn APl Solar webProxy moxHo B pasgene Cuctema > OCHOBHbIe Ha-
cTpoviku > UHTerpauums.

MpumeyaHue

Pa3den Cucmema > OcHO8HbIe Hacmpolku > Mumezpayusi docmyrieH moribKo rpu Hanau4uu ponu
Cepsep uHmezpayuu.

Bbl MOXeTe 3aaaTb 3HaYeHUs1 NapameTpoB:

MopT cepBuca UHTerpauuMm — 3HavyeHue napameTpa MoXxeT ObiTb oT 1 go 65535. Mo
ymonyanuio — 9033.

MyTb Kk cepTUhMKaTy MEXKCEPBUCHOIO B3aUMOAEUCTBUS.
Maponb ansa ceptudumkara.

M.El,eHTVI(bVIKaTOp KIMMeHTa — yHUKarbHoOe NMA, KOTOpoe 6yneT MCNOoJib30BaTbCA MPU Xyp-
HalrmmpoBaHMKM 3arpocosB.

Tun gocTyna — BO3MOXHbI 3Ha4eHus1 Read-write (npocMoOTp 1 4YTeHMe, AOCTYN KO BCEM
API Solar webProxy) nnn Read-only (Tonbko npocmoTp, 4OCTyn Tonbko k TeM API, koTopble
He mogmdurumpytoT paboTy Solar webProxy).

API TOKeH — co3gaeTcs aBToMaTMyeckn Npu Haxxatumn kHomnku Jlo6aBuTb. B fanbHenwem
€ero MOXHo oTpegakTupoBartb. [InvHa APl TokeHa MoXeT ObiTb OT 32 40 96 CUMBOSIOB.

Cpok pencteusa APl TokeHa — napameTp ynpasrneHus cpokoM gencteusa APl TokeHa:
Ytobbl API TokeH paboTtan 6eccpoyHo, BbibepuTe 3HaveHne He orpaHuyen.

YUTto6bl orpaHnuntb paboty APl TokeHa, BbiGepute 3HadeHne OrpaHuyeH U yKaxuTe
Heobxogumyto aaty (bnwkanwasn gocTynHasa aata — cnegyowmn geHs). APl TokeH 6yaet
paboTtaTb 4O YKa3aHHOM AaTbl BKIHOYUTENBHO.

MpumeyaHue

Paboma c API Solar webProxy docmyriHa mosbKo npu HasHad4eHHol pornu Cepeep uHmezpayuu.
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[nsa pabotbl ¢ API Solar webProxy nepegante cBov yHuKanbHbli AP| TOkeH B 3aronoske:
Authorization: App ${token}
roe <${token}> — nHanemnayanbHoin APl TOKEH.

Mpwn oTCyTCTBMM 3aronoBka UNn Npu HEN3BECTHOM TOKEHEe OTBET Ha 3arnpoc Byaer ¢ KogoMm
401 Unauthorized. Ecnu knneHT ¢ Tunom goctyna Read-only nbiTaeTcss BOCNONb30BaTLCA
API, meHsoWMM OaHHble, 6yaeT oTtobpaeH kog ownbkn 403 Forbidden.

Moapo6Hee o3HakomuTbes ¢ API Solar webProxy MOXXHO ¢ NOMOLLbIO MHCTPYMeEHTa Swagger.
OT0 NMHTEpPaKTMBHAA gokyMeHTaums anst AP, ¢ noMOLLbio KOTOPON MOXXHO MOCMOTPETb METOAbI,
npyvMepbl 3anpocoB, a TaK Xe 3anyCTuTb MX BbinonHeHue. o ymonyaHuio Swagger 6yaet
poctyneH no agpecy https://<ip>:9033/api/. MopT ans goctyna Kk APl MOXXHO NOCMOTPETHL B
pasgene Cuctema > OCHOBHbIe HacTponku > UHTerpaums > CepBUC MHTErpaumm B rnone
MopT cepBUca nHTerpauuun.

Bce 3anpochl xypHanupytotca B pasaen Cuctema > XypHansl.

URL cnpaBoyHuka cTpouTtca no cxeme /apilpolicylitem/:typeel:id, roe :typee — Tun obwekra
nonuTuKK, :id — ero naeHTumkaTop.

Ta6n. H.1. MeToabl npu paboTe co crnoBapsiMu NOSNIUTUKN

MeTtoa OnucaHue

GET /api/policy/item/:typee/ BosBpaiiaer JSON-06bekT, cogepxawmin Maccus C
naeHTudUKkaTopamMmm BCEX CYLLECTBYIOLLMX 3M1EMEHTOB
(cnuckos).

GET /api/policyl/item/:typeel:id BosBpalyaetr cogepxmmoe cnucka (JSON). MonosHom
06BEKT COAEPXKUT Ha3BaHWe CrMcKa W CNUCOK C ero co-
OEPXKUMBIM.

PUT /apilpolicy/item/:typee/:id [Mpu oTCyTCTBMM CnmncKka CO30aET HOBbLIN CMMCOK C Nepe-

OaHHbIM cogepXXumbIM. [py HanMumKn — 3ameLLaeT cogep-
Xnmoe. OnemeHTbl cnucka (unit) B AaHHOM mMeToge He
nepenawTcs.

PUT /api/policy/unit/:typee/:id [Mpu oTCyTCTBMM anemMeHTa cnucka co3aaeT HOBbIV ane-
MEHT C nepegaHHbIM cogepXxumbimM. MMpu Hannyum — 3a-
MellaeT coaepXxmmMoe.

PATCH /api/policy/item/:typee/:id MogudumumpyeT cyLlecTByOWNA  CMNUCOK. JNEMEHTHI
cnucka (unit) B JaHHOM MeTofe He NepeaaroTcs.

PATCH /api/policy/unit/:typee/:id MoanduunpyeT cyuiectByowmnin anemMeHT cnucka. Co-
nepxnt JSON Patch k cogepxmmoMy cnvcka B popmaTte
rfc6902 (ucnonbayet 6ubnuoteky diffson).

DELETE /api/policy/item/:typee/:id Ypoanser cywecTByOLNA CNINCOK.

DELETE /api/policy/unit/:typee/:id Ypaanser cylwecTByoLWNIA 3NEMEHT Crucka.

Mons, cogepxxalume aaTty Co3aaHnsa U N3MEHEHUS SNEMEHTA, a Takke UMS U3MEHSIBLLETO WX,
BbIYUCMNHAOTCH aBTOMATUYECKMW.

Mocne BbinonHeHnsa BbidoBa API, kKoTopbin MoagnduumnpoBan gaHHble, HEOBX0AMMO BPYUHYHO
NPUMEHUTb NOMUTUKY.
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