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Bitbucket — cuctema ynpaBneHusi penosutopusmMm ncxogHoro koga (Git), nogaepxusaoLiast COBMECTHYHO
pa3paboTKy, KOHTPO/Ib AOCTYNA U MHTETPaLMIO C LLEHTPA/IN30BAHHOW ayTEHTU(INKAUMVE N BHELLHUMM
KaTasioramv nosnb3oBaTtesneil.

B HacToswWwen MHCTPYKUMM onrMcaHa npoueaypa nHterpauum Bitbucket co cnyx6oii katanora ALD Pro.
[aHHas nHTerpaums obecneunTt ayTeHTUdIMKaLMIO Yepes efiHYI0 TOUKY BxoAa rno npotokosy LDAP/LDAPS,
aBTOMaTUYeCKyto 3arpysky npodmns (Mmsi, hamunus, e-mail), a Takke gacT BO3MOXHOCTb YNPaBnsiTh
[locTynoM uepes rpynnbl (B Bitbucket nokansHo nnm uepes LDAP — B 3aBMCUMOCTM OT BbIGPAHHOIO PEXMMA).
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1 HacTtpoiika cepBucHon yuyeTHou 3anmcu B ALD Pro

AyTeHTucbmkaumsa n aBTopusaums BbinosHATCA metogom LDAP Bind, ans yero Heobxogmmo co3gatb B ALD
Pro cepBurCcHy0 YYETHYIO 3anuch, koTopas He asnaetca POSIX-nonb3oBartenem, He UMeET npas Ha BXO[,
B JOMEH 1 He 0TOOpaxaeTcs B MopTasie ynpas/ieHNs, a NCNo/b3yeTcs TONbKO As1a YTeHns LDAP.

MopsaaoK co3paHnA cCepBUCHOI YYeTHOW 3anucu

1. Mepeg BLINO/IHEHNEM KOMaH/bl 3afaliTe creayolme napamMmeTpbl:

PASS="'Pas$s$word'’
LDAP_USER="system'
LDAP_BASE_DN='dc=ald,dc=company,dc=1lan'

Pa3bAcHeHusN:

e PASS — naponb CEpBUCHOI YY4ETHOW 3anucuy,
e LDAP_USER — umsa co3gaBaemoii cepBucHoii LDAP-yuéTHOR 3anucy,
e LDAP_BASE_DN — 6a3o0Bblii DN Bawero gomeHa LDAP.

Mpumepbl 6a3oBoro DN:

ald.company.lan - dc=ald,dc=company,dc=1lan

2. Mopgkntountechb N0 SSH K KOHTPO/I/1EpY AOMEHA W BbINOMHUTE CNeayoLy0 KOMaHA4y:

PASS="'Pas$s$word"’
LDAP_USER="system'
LDAP_BASE_DN='dc=ald,dc=company,dc=1lan'

sudo bash -c '

PW_B64=$(printf "%s" "'"$PASS"'" | base64 -w0)
LDAP_USER="""SLDAP_USER"'"
LDAP_BASE_DN=""'"SLDAP_BASE_DN"'"

EXPIRATION=S(date -u -d "+5 years" +"%Y%mo%d%H%¥M%BSZ")

cat > /tmp/${LDAP_USER}.update <<EOF

dn: uid=${LDAP_USER},cn=sysaccounts,cn=etc,${LDAP_BASE_DN}
add:objectclass: account

add:objectclass: simplesecurityobject

add:uid: ${LDAP_USER}

add:userPassword:: ${PW_B64}

add:passwordExpirationTime: ${EXPIRATION}
add:nsIdleTimeout: 0

EOF

kinit admin && ipa-ldap-updater /tmp/${LDAP_USER}.update

KomaHAa BbINOJIHSAET cregyolme aeliicTBus:

e KOAMPYET yKasaHHbI Naposib B Base64 1 coxpaHsieT ero B nepemeHHyto PW_B64;



&ALD™

co3gaét cpann /tmp/${LDAP_USER}.update, cogepxauwuii LDIF-onncaHme cepBuUCHO Y4ETHOIA
3anucuy;

nonyuyaeT Kerberos-6unet agmmuuctpaTopa ( kinit admin);
NPUMEHSIET U3MeHeHns n3 colgaHHoro LDIF-thalina k LDAP-kaTanory ¢ nomoubio ipa-ldap-
updater .
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2 Hacrtpoiika LDAP/LDAPS B Bitbucket

HacTpoiika BbinonHsieTcst B uHTepdpelice Bitbucket no cneaytowemy nytm (puc. 1, puc. 2): Administration -
User Directories — Add Directory.

|C|'.Search | 0 Q@E

PucyHok 1 — lMNepexoq B HACTPOIiKn

 ~ | Bltbucket Your work  Projects  Repositories v

Administration
Owerview User Directories @

The table below shows the user directories currently configured for Bitbucket
ACCOUNTS
" The order of the directories is the order in which they will be searched for users and groups. Changes to users and groups will be made in the first direct
meErE where Bitbudket has permission te make changes. It is recommended that each user exist enly in a single directory
Groups
Global permissions Directory Name Type
Authentication Bithucket Intermal Directory Internal
Authentication methods

Add Directory

Awatars
O Additional Configuration & Troubleshooting
S

* JNDI LDAP an Pool Settings
* Directory Config

Server cettings
ation Summary
Licerzing

Database

Storage

hdail server

Application Mawigator

Lizer Directories

Announcement banner

PucyHok 2 — lo6asneHvne LDAP-cepsepa

Mpwv no6aBneHun BbiGepute «HacTpoiiku LDAP» (puc. 3).



&ALD™

" | Bl‘tbucket Yourwork  Projects  Repositories v

Administration

Overview User Directories @

The table below shows the user directones currenthy configured for Bitbucket.
LMTS
| The order of the directories is the order in which they will be searched for users and groups, Changes to users and groups will be made in the first director

sers

where Bithucket has permission to make changes, [t is recommended that each user exist only in a single directory,
Groups
Global permissions Directory Name Type
Suthentication Bitbucket Interal Directory ntema
Authentication methods
Add Directory

Directory Type

SYSTEM ng
o DAP “ J
Server as 1
Microsoft Active Directory
Licensing
. LDAP
Databaze nternal with LDAP Authentication

Atlassian Crowd

Mail server | Atlassian Jira
Applicabion Mawgator

User Directaries

Annauncement banner

Anahytics

PucyHok 3 — Bblbop Tuna cepeepa npu gobasneHnm

2.1 HacTtpolikn cepBepa (Server settings)

B OTKpbIBLUEMCSI OKHE HACTPOEK 3ano/iHWUTe crieaytowme nons (puc. 4):

+ Name (1ms): ALD

+ Directory Type (Tvin kaTasiora): Generic Directory Server

¢ Hostname (umsi xocTa): dc01.ald.domain.lan

¢ Port (nopr): 636

¢ Use SSL (ucnonb3oBatb SSL): aa

¢ Username (nmsi nonb3oBatens (Bind DN):
uid=bind_bitbucket,cn=users,cn=accounts,dc=ald,dc=domain,dc=lan

¢ Password (naposib): naposb cepBuUCHON yueTHoit 3anucy bind_bitbucket

B 6510ke LDAP Schema (cxema LDAP) ykaxuTe crefytouiee:
* Base DN: dc=ald,dc=domain,dc=Ilan
bononHutensHblie DN (orpaHnyeHne o61acTy NOMCKa):

¢ Additional User DN (gononHutensHoe DN nonb3oBaTessi): cn=users,cn=accounts
+ Additional Group DN (gononHuTensHble DN rpynnbl): cn=groups,cn=accounts

3T0 yMeHbLUAEeT 06bEM NOMCKA 1 YCKOPSIET CUHXPOHM3ALMIO.

LDAP Permissions: Read Only, with Local Groups (Pa3petueHnsi LDAP: ToNbKo 4151 YTEHUS, C NOKaIbHLIMU
rpynnamm)

[JaHHoe paspelleHne o3Ha4aeT creayoLlee:

¢ nosib3oBaTtesnin 3arpyxatorcs ns LDAP;
e rpynnbl ansi npa. B Bitbucket BegyTcs nokanbHo (B Bitbucket);
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¢ nonb3osatenei n3 LDAP MoXxHO f06aBnATh K rpynnam, Be4eHne KOTopbIX OCYLLECTBASETCH BO
BHyTpeHHeM kaTtasnore Bitbucket;
¢ nonb3oBartenu npu Bxoge B Bitbucket nob6asnsTca B nokasbHyto rpynny stash-users.

Default Group Memberships (4neHcTBO rpynnbl Mo yMon4aHuio): stash-users
Mpwn BbI6OpE «Pa3pelwweHus LDAP: Tonbko Ansa uTeHusi» nosib3oBaresneli TpebyeTtca nMbo fo6asuThb K
NoKas/IbHbIM rpynnam AoCTyna BPYyUHYHo, 160 fo6aBnTb paspelueHns Ha rpynnel ALD B HacTpoiikax gocTtyna.

Server Settings

Mame:® ALD
Directory Type® | Generic Directory Server v
Making a selection will automatically enter default values for several options below.

Hostname:® | g 1,ald.dom ain.an

Hosthame of the server running LDWP, Example: Idap.example.com
Port® | 636 B Use 551

Username: | uid=hind_bitbucketan=users,cn=accou

Usérto log in to LDAP. Examples: user@domain.name or cn=uier de=domain dos= name

Password: | sssssssscassasssssas

LDAP Schema
Base DN: | de=ald, de=doemain,de=lan
Root node in LDAP from which to search for users and groups, Example: cn=users,dc= example, de= com,
Additional User DN: | cn=users,cn=accounts

Prepended to the base DM to limit the scope when searching for users,

Additional Group | cn=groups.cn=accounts
DM:

Frepended to the base DM to limit the scope when searching for groups

LDAP Permissions
O Read Only

Users, groups and memberships are retrieved from your LDAP server and cannot be modified in Bitbucket
© Read Only, with Local Groups
Isers, groups and memberships are retrieved from your LDAP server and cannot be modified in Bitbucket. Users from LDAP can be added to groups

maintained in Bitbucket's intemal directory,
Default Group | stash-users

Memberships:

A& comma-separated list of groups that users will be added to when they first log in. This will onby be done once per user, These groups will be

created if they don't already exist,

PucyHok 4 — OCHOBHble HacTpoiiku cepsepa LDAP

2.2 [onofiHUTeNbHble HACTPOWKN (CMHXPOHM3ALMS U NapameTpbl
NoAKMOUYEHMS)

B pazgene Advanced settings (1ononHuTeNbHblE HACTPOVIKK) YKaxXuUTe cregytollee (puc. 5):

e Secure SSL

¢ Update group memberships when logging in (06HOBNATL yuacTue B rpynnax npu Bxoge): Every time
the user logs in (Mpw Kaxaom Bxoae nosib3oBaTtessi)

¢ Synchronisation Interval (minutes) (MHTepBan CMHXPOHM3ALMMN B MUHYTaX): 60

¢ Read Timeout (seconds) (Bpems oxuaaHusi UTeHusi B cekyHaax): 120

¢ Search Timeout (seconds) (Taiim-ayT noucka B cekyHgax): 60
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v Advanced Settings
Secure 551

Werify that the $51 certificate is walid for this connection
[ Enable Mested Groups

It trug, groups can contain other groups, Enabling this option may dearade performance,
O Use Paged Results

[ Follows Referrals

Allowe the LDAP server to redirect requests to other servers
O MNaive DN Matching
If vour directory wall ahways reburn a consistent string representation of 3 DM, you can enable naive DN matching, Using naive DN matching provides
significant performance benefits, so we recommend enabling it where possible
Update group | Every time the user logs in v
memberships when
. . Whether to update the user's group memberships on each log in, This ensures the growp list is up to date, but can slow down authentication,
legging in
Synchronisation® |60
Interval {minutes):
me to wait bebween directory updates,
Read Timeout | 120
(seconds): _ i ) i ) i
me to wait for a response to be received, If there is no response within the specified time period, the read attempt will be aborted. Walue of O means

there is no limit

Search Timeout | &0

{seconds):

Time to wait for a response from a search operation. Yalue of O means there is no limit

Connection Timeout | 10

(seconds):
Time limitwithin which the connedtion to new server must be made, Value of O means the TCP network timeout will be used, which may be severs
minutes, When using JNDI connection poaling, this parameter alio specifies the time to wait for a connection after the pool has been exhausted. Set
to O for no limit. Learn Mare
Max authentication
retries )
Maximurm number of retries when an operational error occurs during wser authentication [default Q)
Minimum retry
delay (milliseconds) i . o
Minimum delay bebtween authentication retries in an exponential backoff when an operational error occurs [defaultd
Maimum retry
delay {milliseconds) ) ) ) ) )
Maximurn delay between authentication retries in an exponential backoff when an operational error acours [default 0,

PucyHok 5 — [1lononHUTENbHbIE HACTPOKM

2.3 MapameTpbl CXEMbI NONb30BATE/ISA

B pazgene User Schema Settings (napameTpbl HACTPOWKN CXeMbl N0/Ib30BaTE/1s1) 3aroNIHUTE NOoss
cneayowmm obpasom (puc. 6):

¢ User Object Class (knacc o6bekTa nosib3oBatens): inetorgperson.

¢ User Object Filter (punbTp nonb3oBatensckux 06bekToB): (objectClass= inetorgperson)
+ User Name Attribute (aTpubyT "MonHoe ums nonb3osartens"): uid

¢ User Name RDN Attribute (aTpu6yT "RDN nmeHun nonb3osartens"): cn

+ User First Name Attribute (atpn6yT "ViMa nonb3oBatens"): givenName

¢ User Last Name Attribute (atpn6yT "®amunus"): sn

¢ User Display Name Attribute (aTpu6yT "MpocmoTp umeHn"): cn

o User Email Attribute (aTpubyT "9nektpoHHas noyta"): mail

* User Password Attribute (aTpu6yT "Maponsb nonsb3oBatens"): userPassword

¢ User Password Encryption (LundppoBaHmne naposisi nonb3osatesis): SHA

¢ User Unique ID Attribute (aTpu6yT "YHukanbHbliii ID nonb3oeatens"): entryUUID
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v User Schema Settings

User Object Class:* | inetorgperson |

The LDAP user object class type to use when loading users,

User Object Filter:* | ohjectdass=inetorgperson) |

The filter to use when searching user objects,

User Name* |uid |
Attribute:

The attribute field to use an the user abject. Examples: cn, saMAccounthbame.,

User MName EDN | cn |
Attribute:

The ROCM to usewhen loading the user username,Example: cn,

User First Name* | givenMarne |
Attribute:

The attribute field to use when loading the user first name.

User Last Name* | ) |
Attribute:

The attribute field to use when loading the user last name,

User Display Mame* | cn |
Attribute:

The attribute field to wse when loading the user full name,

User Email Attribute:* | rr ail |

The attribute field to use when loading the user email.

User Password® | userPassword |

Attribute: ) i ) )
The attribute field to use when manipulating a user password,
User Password |SHA v |
Encryption:

Choose the encryplion algorithm used for passwords on your directony,

User Unique ID |entryUUID |
Attribute:

The attribute field to use for tracking wser identity across user renames,

PucyHok 6 — Cxema nosb3oBartesis

2.4 HacTpoWKu rpynnoBoi cXembl
B pasgene Group Schema Settings (HacTpoiiku rpynnoBoii cxeMbl) 3ano/IHATE MO/ Creaylowmm o6pasom
(puc. 7):

¢ Group Object Class (knacc rpynnbl 06eKTOB): ipausergroup

¢ Group Object Filter (onnbTp 06bEKTOB rpynnbl): (objectclass=ipausergroup)
¢ Group Name Attribute (atpu6yT "ima rpynnsi’): cn

* Group Description Attribute (aTpu6yT "Onucanue rpynnbl"): description

B pasgene Membership Schema Settings (napameTpbl HACTPOIKM CXEMbI yHaCTUA) 3aN0/HUTE ClieaytoLlee:

¢ Group Members Attribute (aTpn6yT "Unexbl Mpynnbl"): member
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¢ User Membership Attribute (atpn6yT «Yuactue nonb3oBatens»): memberof

v Group Schema Settings

Group Object Class™ | ipausergroup |

LDAP attribute objectClass walue to search forwhen loading groups,

Group Object Filter:* | {objectclass=ipausergroup) |

The filter to use when searching group objects,

Group Mame* | ch |
Attribute:

The attribute field to use when loading the group name,

Group Description® | description |
Attribute:

The attribute field to use when loading the group description.

v Membership Schema Settings

Group Members* | mernber |
Attribute:

The attribute field to use when loading the group members fram the group.

User Membership* | mern berof |
Attribute:

The attribute field to use when loading a user's groups,

Use the User () When finding the user's group membership
IMembership
Attribute:

PUcyHoK 7 — HacTpoiika rpynnoBoii CXeMbl

2.5 CoxpaHeHue u nposepka

e HaxmuTe «BbICTPbIi TECT». EC/IM NOAK/IIOYEHWE NPOMAET YCNeLwwHo, TO Bbl YBUANTE COOBLLEHNE,
npvBeAeHHOE Ha pUCYyHKe 8.

Configure LDAP User Directory @

The settings below configure an LDAP directory which will be regularly synchronised with Bithucket, Contact vaur server administrator to find out the required
settings for your LDAP senver,

@ Connection test successful
This enly tests that the server is reachable and the credentials supplied are valid, You can perform more extensive testing after saving the configuration. from the 'test’ link on the
browse directories page,

Server Settings

Mame® | ALD

Directory Types | Generic Directory Server ~

PucyHok 8 — BbICTpbIii TEeCT

® I'Ip|/| ycnewHoM 3aBepLlueHnn Tecta HaxkMmmnTe «COXpaHVITb N NpoTecTupoBaTb».

10
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e Yb6eamuTecn, UTO TECT NoKasblBaeT yCrneLwHoe NoAKAYeHNe 1 NOUCK 06BbEKTOB. Mpy TecTupoBaHun
MOXHO NPOBEPUTL ayTeHTUdMKaUmMo nosb3oatensa ALD Pro. Mpumep npuBeaéH Ha pucyHke 9.

m
Test Remote Directory Connection @
Use this form to test the connection te Generic Directory Server (Read Only, with Local Groups) directory "ALD",
For extended testing enter the credentials of a user in the remote directory,
@ Test basic connection : Succeeded
@ Test retrieve user ; Succeeded
@ Test get user's memberships : Succeeded, 2 groups retrieved
@ Test retrieve group - Succeeded
@ Test get group members : Succeeded, 6 users retrieved
@ Test user can authenticate : Succeeded
r User name |user1|

Pasoword |sssssssssscssasssssnasssss

Test Settings Edit Settings  Back to directory list

PucyHok 9 — lNMpoBepka HacTpoek

* [lpoBepbTe Bxog B Bitbucket nonb3osarenem s ALD Pro 1 co3gaHne/o6HOBAEHNE ero npochuns
(nms, chammnus, mail).

11
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3 Hactpoiika goctyna B Bitbucket

HacTpoiika nponssoanTcs Ha cTpaHuLe «[No6asibHble paspeLleHmnsi», Nepexos Ha KOTOPYH OCYLLLEeCTBASETCS
yepes NyHKT 60KoBOro MeHto «Global permissions» (puc. 10).

Administration

Global permissions

Glabisl permizsians determine what & user can da based on their sccess and any additionsl set pokdes,
# User and group sccess  Policies

User access

Global permissiar me - i y 7 t t thuc : (T
perm Name System admin () @ Project crestar @ Bitbucket User @
thieriticatia
Pl Llsers Batiucket Lizer nE
uthentication methed:
-]
et
Group access
v
n (D A &) Projuct craatar (B Bitbucket User (@)
Add Graups Bitbwdcet Lzer  »

Puc 10 — MNepexog Ha cTpaHuuy "IrnobanbHble paspelleHns”

Ecnu B pasaene LDAP Permissions nepekntoyaTenib ycTaHOB/EH B nonoxeHne «Read Only, with Local
Groups» 1 B none Default Group Memberships ykasaHo «stash-users» (cm. puc. 4), To nonb3oBateslb
nonyu4nT AOCTYN C MPaBaMu, KOTOPbIE MO YMO/TYaHWIO HAacTpoeHb! B Bitbucket gns rpynnbl «stash-users». Bol
MoXeTe 06aBNSATb CBOM IPYNMbl AOCTYMNa U BHOCUTL B HUX NOJIb30BaTesieli No yMo4aHUio B HAacTPOoKax
nyHkTa 2.1.

Takke MOXHO f06aBUTb foMeHHble rpynnbl ALD Pro no BBoAy MMeHU rpynnbl B nose Group access u
HavkaTuio KHOMKK «[106aBuTL». Hanpumep, fo6aBuM rpynny «ipausers» (puc. 11). B 3ToM c/ly4ae MOXHO B
HacTpolikax nyHkta 2.1 B pasgesie LDAP Permissions ycTaHOBWTbL nepektoyaTenb B NoioxeHne «Read
Only» n He 0o06aBNATbL NONb30BaTENEN NPU BXOAE B fIoKasbHbIe rpynnbl Bitbucket.

@ ipausers has been added ®
Administration
o
eryiew Global pemmissions
Global permissions determine what a user can do based on their access and any additional set polides
& User and group access  Policles
User access
Global permi a2 2 B c\ B
F Name System admin & Admin (B Projert ereator {5 Bitburcket User (D
her
A Users Bitbucket User v
2 & L &
Group access
&=
Hame System admin (& A @ stor {5
Add Groups Bitbucket Ukser  »

Puc 11 — F'obasbHble paspeLleHns

12
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4 TMpumedaHne no LDAPS n «be3onacHbli SSL»

Ecnu BkntoyeHbl SSL (636) 1 «BesonacHblii SSL», cuctema Bitbucket gomkHa foBepsiTb cepTudmkaTy
LDAP-cepsepa (CA).Ecnu y Bac ycTaHoB/eHa java BmecTe ¢ Bitbucket, To, Bo3MoXHo, java HaxoguTcs B
kaTanore /opt/atlassian/bitbucket/9.4.17/jre.

NmnopTupoBatb cepTudmkat aldpro B lokanibHOE XpaHUMLLE MOXHO KoMaHfoi /opt/atlassian/bitbucket/
9.4.17/jre/bin/keytool -importcert -noprompt -alias aldpro-ca -file /etc/ipa/ca.crt -keystore /opt/atlassian/
bitbucket/9.4.17/jre/lib/security/cacerts.

Mocne aToro o6s3aTenspHO TpebyeTcs nepesanycTutb cepeuc Bitbucket — systemctl restart atlbitbucket.

13
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